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1.0 Introduction 

During the Electro-Magnetic Compatibility (EMC) testing conducted by a team of NASA and 

NHTSA staff as part of the Toyota Unintended Acceleration (UA) study certain Electronic 

Throttle Control (ETC) system component failures were experienced.  As discussed below, none 

of the component failures resulted in UA, nor was there any evidence that failures of this type 

were occurring in the field, and all the failures occurred under conditions unlikely to occur in 

consumers’ use of the vehicle.  For these reasons, the extent to which the failures were a result of 

EMC effects, component susceptibilities, the test setup/method employed, or a combination of 

these, was not fully evaluated by the team. 

In one case the failed ETC component, an electronic control module (ECM) resulted in an engine 

stall (or a failure of the engine to start).  In the other component failures, involving accelerator 

pedal mechanisms (APM), these caused the engine to remain at idle regardless of the accelerator 

pedal position.  The failed components were subsequently evaluated by the component supplier, 

Denso Corporation and its subsidiary Denso Manufacturing Tennessee, with oversight provided 

by NHTSA staff.  A description of the vehicles under test, the testing that was being performed 

when the failure occurred, and the Denso reports produced for the failed component are provided 

below. 
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2.0 ECM Failure 

2.1 Vehicle Detail 

Model Year (MY) 2004 Toyota Camry XLE w/V6 1MZ-FE engine (Vehicle 14C).  The vehicle 

was the subject of NHTSA Vehicle Owner Questionnaire ODI number 103210931 

2.2 Description of Testing and Failure 

In July 2010 the above vehicle was being tested in an anechoic EMC test chamber operating on a 

dynamometer between 30 and 35 mph.  The test environment of interest was in the frequency 

range from 144 MHz to 160 MHz, and the power level was up to a maximum of 250 

volts/meter2.  During the testing the vehicle was observed to slow down and eventually stall 

when exposed to high radio frequency (RF) energy3, and warning lights were noted to be 

illuminated on the instrument panel. 

The testing was stopped and the vehicle was interrogated using a Toyota provided diagnostic tool 

called a TechStream Lite, a PC based device.  The TechStream connects to the vehicle’s 

diagnostic link connector (DLC) via a USB device, called a Mongoose cable, which allows the 

PC to communicate with the ECM and other vehicle systems.  The interrogation showed that 

engine diagnostic trouble codes (DTCs) P0346, P0717, P2241, B2799, P0346, P0353, P0356 and 

ABS/VSC/TRAC DTCS C1201, C1203, C1224 had been stored. 

In an attempt to collect additional information on the DTCs and engine performance issues 

experienced during the testing, the team elected to conduct additional EMC testing while the 

                                                            
1  A public copy of the report is available at http://www-odi.nhtsa.dot.gov/complaints/. 
2  The signal was being modulated using a 50% duty cycle square wave at 1 kHz. 
3  The vehicle speed could be modulated (slowed) gradually by adjusting the power level of the RF.  A number of 
tests were run at various power levels to characterize this behavior, all in the 144 to 160 MHz frequency range. 
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TechStream device was connected to the vehicle, since this would allow various ECM data 

parameters to be monitored. 

To accomplish this the PC was located outside of the test chamber (in a Faraday cage for EMC 

protection).  The Mongoose cable was routed between the vehicle and the PC, and an optical 

USB coupling device was utilized between the Mongoose cable and the PC.  The optical 

coupling device required power at the Mongoose cable connection to provide 5Vdc to the 

Mongoose cable (this power normally comes from the PC USB port).  As a result of this setup 

the Mongoose cable, the powered end of the optical USB coupling cable, and the 5Vdc power 

supply wires, all of which were routed in the vehicle and test chamber, were exposed to the RF 

environment during conduct of the test.  The Mongoose interface, the 5Vdc power supply cable, 

and the powered end of the optical USB coupler were all wrapped in a double layer of aluminum 

foil to provide shielding from the RF energy.  

As the testing proceeded the TechStream began exhibiting difficulty communicating with the 

ECM and at some point the engine stalled and could not be restarted4; at this point the 

TechStream lost all communication with the ECM.  A replacement ECM was installed in the 

vehicle as a test to confirm the ECM had failed.  It is important to note that subsequent to this 

failure no other vehicles were EMC tested with a TechStream device connected to the DLC, and 

none of the other vehicles tested in equivalent RF environments experienced an ECM failure. 

In August 2010 NHTSA staff hand carried the failed ECM to a Denso facility located in 

Maryville, TN for additional assessment.  Through testing and component swapping, which was 

witnessed by NHTSA staff, Denso determined that a specific integrated circuit (IC) component 

                                                            
4  The engine would crank over with the starter motor but would not start and run on its own. 
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known as the sub-microprocessor (or monitor CPU) had failed.  The failed component was 

removed and replaced with a known good IC.  NHTSA retained possession of the repaired ECM 

and failed IC after the Denso assessment.  The ECM was subsequently returned to the EMC test 

team for assessment in the above vehicle and the team confirmed it was functioning correctly 

after replacement of the single component. 

In September 2010, after discussion by staff involved in the EMC testing, the failed IC was sent 

to Denso’s Electronic QA department in Japan.  Their assessment, which included destructive 

analysis by the IC component manufacturer, determined that the IC’s flash memory was 

damaged possibly due to high current produced by abnormal electric fields.  In November 2010 

Denso produced a report which is attached below as Appendix A. 
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3.0 APM Sensor Failure 

3.1 Vehicle Detail 

MY 2007 Toyota Camry XLE w/V6 2GR-FE engine (Vehicle 12C).  The vehicle was the subject 

of NHTSA Vehicle Owner Questionnaire ODI number 103192015 

3.2 Description of Testing and Failure 

In July and August 2010 the EMC team began evaluating observations made by Dr. Todd 

Hubing of Clemson University as discussed in a July 2010 presentation to the Electronic Vehicle 

Controls and Unintended Acceleration committee of the National Academy of Sciences6.  Dr 

Hubing studied the effects of RF currents coupled to sensor wiring of the accelerator pedal 

mechanism (APM) that could, at certain frequencies and power levels, cause the engine to 

accelerate without driver input.  Dr Hubing did not provide evidence of a mechanism, or that 

such effects were actually occurring in the consumer’s use of the vehicle, hence the effects are 

considered only theoretical in nature.  Dr. Hubing’s work, including the frequencies and power 

levels used, formed the basis of evaluation conducted by the EMC team. 

The APMs used in Toyota’s Electronic Throttle Control System have both a primary and a 

(redundant) secondary accelerator pedal position sensing device that is referred to as an APP 

sensor, or just an APP.  Each sensor circuit has connections for a power line, a return line 

(ground), and an output signal line, so six wires are used to connect the APP directly to the 

ECM7.  Two technologies were used for the APP sensors; potentiometer based sensors8 were 

                                                            
5  A public copy of the report is available at http://www-odi.nhtsa.dot.gov/complaints/. 
6  The presentation is available at http://onlinepubs.trb.org/onlinepubs/ua/100701hubing.pdf; slide 17 discusses 
specific testing that was evaluated. 
7  Further technical details of the APP sensor, wiring, and signal characteristics can be found in the main NASA and 
NHTSA reports available at http://www.nhtsa.gov/UA. 
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used on MY 2002 to 2006 while Hall Effect (HE) based sensors were used on MY 2007 and 

later9.  The Camry HE APP assemblies were manufactured by two suppliers, CTS and Denso10.   

For these tests an inductive coupler was used to introduce RF signals into the APP wiring.  The 

coupler can encircle one or more APP wires and then inject RF energy inductively, i.e., without 

electrically contacting the wire(s).  In testing conducted by the team, the Denso HE based APP 

exhibited a characteristic that was not observed while testing the other APP type.  Specifically, 

when certain APP wires were encircled by an inductive coupler11, and exposed to specific 

frequency and power levels, the engine speed would increase without APM movement.  NHTSA 

notes that it is unaware of any real-world evidence indicating that this characteristics has 

occurred in service, however it could result in UA if it were to somehow occur. 

In the testing conducted on the Denso HE APM, engine speed increases could be observed when 

the two power supply wires, or the two signal output wires, or the signal output and power wires 

together were exposed to RF energy via the inductive couple.  For instance, in one test conducted 

at 100 kHz and 100 dB-micro-amps of power, an increase in the APP output signals was 

observed leading to a throttle opening (without APM application).  The testing showed that this 

outcome only occurs if two or four of the six wires (power and/or signal) in the APM wire 

bundle are exposed to RF energy12; if all six leads are exposed to RF energy together, then no 

effects are noted.  Additionally no such effects were seen for the testing conducted on 

potentiometer-based or CTS supplied HE APMs. 

                                                                                                                                                                                                
8  Potentiometer sensors utilize a mechanical contact device, known as a wiper that moves against a resistive element 
electrically situated between the 5 VDC rail and ground.  These sensors have high output impedance. 
9  HE sensors are non-contacting devices that improve durability and have low impedance output characteristics. 
10  The CTS pedal makes use of a HE IC manufactured by Melexis, while the Denso pedal uses a Micronas device. 
11  No engine speed change occurs if all of the APP wires are encircled by the inductive coupler. 
12  Note that certain aftermarket devices (e.g. cruise control systems, remote start devices) that connect directly to 
the APP power or output signals may provide a pathway for EMI into the APM circuitry. 
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During a portion of the Denso APM testing which involved RF exposure of the two signal return 

lines only, damage to the sensor occurred and there was a loss of signal output.  In this situation 

a DTC was set, the engine returned to the idle state, and application of the accelerator pedal had 

no effect on engine speed.  Two Denso APMs that failed in this manner were subsequently 

returned to Denso for analysis.  Denso’s October 2010 analysis reports for each failed APM, 

which showed that a bonding lead for the sensor return circuit had been damaged through 

electrical overstress, are included as Appendix B and C below. 
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Appendix A:  Denso Investigation Final Report on IC Failure Date November 5, 2010 
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Appendix B:  Denso Investigation Final Report on APM Sensor Failure (production date 

01M21) Dated October 20, 2010 
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Appendix C:  Denso Investigation Final Report on APM Sensor Failure (production date 

03H20) Dated October 20, 2010 
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