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VEHICLE MONITORING SYSTEM FOR
PROVIDING ALERTS TO DRIVERS

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation of U.S. patent
application Ser. No. 17/824,684, filed on May 25, 2022;
which is a continuation of U.S. patent application Ser. No.
17/082,312, filed on Oct. 28, 2020, now U.S. Pat. No.
11,364,845, issued Jun. 21, 2022; which is a continuation of
U.S. patent application Ser. No. 16/700,832, filed on Dec. 2,
2019, now U.S. Pat. No. 10,850,664, issued Dec. 1, 2020;
which is a continuation of U.S. patent application Ser. No.
16/115,807, filed on Aug. 29, 2018, now U.S. Pat. No.
10,493,911, issued Dec. 3, 2019; which is a continuation of
U.S. patent application Ser. No. 15/688,237, filed on Aug.
28,2017, now U.S. Pat. No. 10,089,871, issued Oct. 2, 2018;
which is a continuation of U.S. patent application Ser. No.
15/396,728, filed on Jan. 2, 2017, now U.S. Pat. No.
9,824,582, issued Nov. 21, 2017; which is a continuation of
U.S. patent application Ser. No. 14/661,065m filed on Mar.
18, 2015, now U.S. Pat. No. 9,610,893, issued Apr. 4, 2017;
the aforementioned applications being hereby incorporated
by reference in their respective entireties.

TECHNICAL FIELD

[0002] Embodiments are generally related to the field of
electronic mobile wireless devices (e.g., smartphones,
smartwatches, tablet computing devices, laptop computers,
etc.). Embodiments also relate to connected car technology
and the deployment of electronic mobile wireless devices in
the context of automotive vehicles. Embodiments are addi-
tionally related to the detection of external and internal
conditions with respect to a vehicle and the notification of
alerts to a user regarding such conditions.

BACKGROUND

[0003] The availability of on-board electronics and in-
vehicle information systems has accelerated the develop-
ment of more intelligent vehicles. One possibility is to
automatically monitor a driver’s driving performance to
prevent potential risks.

[0004] Although protocols to measure a driver’s workload
have been developed by both government agencies and the
automobile industry, they have been criticized as being too
costly and difficult to obtain. In addition, existing uniform
heuristics for driving risk preventions do not account for
changes in individual driving environments. Hence, tech-
nologies for understanding a driver’s frustrations to prevent
potential driving risks has been listed by many international
automobile companies as one of the key research areas for
realizing intelligent transportation systems.

[0005] Additionally, there is a need to monitor not only a
driver’s activity (e.g. driver inattention) but also to monitor
the driver’s activity with respect to certain conditions, which
may be external to the vehicle or may occur within the
vehicle. For example, a driver may be approaching a red
light or the driver may be stopped at a red light and is
looking at his cell phone or other distractions instead of
being attentive to the traffic light.
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BRIEF SUMMARY

[0006] The following summary is provided to facilitate an
understanding of some of the innovative features unique to
the disclosed embodiments and is not intended to be a full
description. A full appreciation of the various aspects of the
embodiments disclosed herein can be gained by taking the
entire specification, claims, drawings, and abstract as a
whole.

[0007] It is, therefore, one aspect of the disclosed embodi-
ments to provide for an improved method and system for
alerting a driver of a vehicle of a change in condition
external to or within the vehicle.

[0008] It is another aspect of the disclosed embodiments to
provide a method and system for issuing alerts to a vehicle
driver and/or passenger via wireless communications.
[0009] The aforementioned aspects and other objectives
and advantages can now be achieved as described herein.
Methods and system are disclosed for alerting a vehicle
driver via wireless communications. Such an approach can
include steps or operations for monitoring one or more
conditions with respect to a vehicle, detecting a change in
the condition (or conditions), automatically transmitting a
signal wirelessly to a computing device, wherein the signal
is indicative of the change in condition(s), and alerting the
driver of the change in condition(s) in response to transmit-
ting the signal to the computing device (e.g., a tablet
computing device, smartphone, smartwatch, etc.).

[0010] In some embodiments, the step or operation of
alerting the driver to the change in condition(s) can further
include a step or operation of providing an audible alert via
a speaker associated with the computing device, wherein the
audible alert indicative of the change condition(s). In
another embodiment, the step or operation of alerting the
driver of the change in condition(s) can further include steps
or operations for establishing a wireless connection between
the computing device and a radio system of the vehicle. And
providing an audible alert from or via the computing device
indicative of the change in condition via the radio system. In
another embodiment, the step or operation of alerting the
driver of the change condition(s) can further include or
involve a step or operation for alerting the driver of the
change in the condition by a text message displayable
through the computing device.

[0011] In another embodiment, the step or operation of
monitoring the condition(s) with respect to the vehicle can
further involve monitoring of the condition with one or more
cameras (e.g., a video camera, high-definition video camera,
etc.). In some embodiments, one or more of such cameras
can be a 360 degree video camera. In other embodiments,
monitoring the condition(s) with respect to the vehicle may
also involve monitoring condition(s) with one or more
sensors, either by themselves or in association with the
aforementioned video camera(s). In another embodiment,
the step or operation of monitoring the condition(s) with
respect to the vehicle can involve a step or operation of
analyzing video data from the video camera(s) (e.g., an HD
video camera, a 360 degree video camera etc.) utilizing
anomaly detection (e.g., an anomaly detection module,
anomaly detection mechanism, etc.). In yet another embodi-
ment, the step or operation of monitoring the condition(s)
can further involve a step or operation for analyzing video
data captured by the video camera(s) utilizing machine
learning. In still another embodiment, the step or operation
of monitoring the condition(s) with respect to the vehicle
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can further involve or include a step or operation for
analyzing video data obtained from the video camera(s)
utilizing location data (e.g., GPS data, beacon data) from a
location module (e.g., GPS module, beacon module, etc.)
associated with the computing device. The location data can
be employed to cross-reference location identification infor-
mation, for example, with respect to items or objects iden-
tified from the video data obtained from the video camera(s).
[0012] In another embodiment, a method can be imple-
mented for alerting a vehicle driver via wireless communi-
cations, wherein such a method includes steps or operations
for monitoring condition(s) external to a vehicle while the
vehicle is in operation and a driver of the vehicle is located
in a driver seat of the vehicle, detecting a change in the
condition(s); transmitting a signal wirelessly to a computing
device, wherein the signal indicative of a change in the
condition(s); and alerting the driver regarding the change in
condition(s), after transmission of the signal to the comput-
ing device.

[0013] In some embodiments, the step of alerting the
driver of the change in the condition(s) after transmission of
the signal to the computing device, can further involve a step
or operation of providing or issuing an audible alert via a
speaker associated with the computing device, wherein the
audible alert is indicative of the change in condition(s).
[0014] In another embodiment, the step or operation of
alerting the driver of the change in condition(s) after trans-
mission of the signal to the computing device, can further
include steps or operations for establishing a wireless con-
nection between the computing device and a radio system of
the vehicle; and issuing or providing an audible alert from
the computing device which is issued (e.g., played or
broadcast) through the vehicle’s radio system, wherein the
audible alert is indicative of the change in condition. In such
a situation the radio system is in communication with the
computing device. The computing device may be a separate
wireless mobile electronic device such as a smartphone,
smartwatch or tablet computing device associated with the
driver and/or a passenger (or passengers) in the vehicle, or
the computing device may be a computing system integrated
with the vehicle and which communicates electronically
with the radio system. In some embodiments, the “vehicle in
operation” may involve the vehicle in motion or the vehicle
temporarily stopped (e.g., at an intersection, dropping or
picking up a passenger, etc.). In another embodiment, the
step or operation of alerting the driver of the change in
condition(s), after transmission of the signal to the comput-
ing device, can further involve a step or operation of
providing an audible alert via a speaker associated with the
computing device, the audible alert indicative of the change
in condition(s).

[0015] In yet another embodiment, the step or operation of
alerting the driver of the change in the condition(s) after
transmission of the signal to the computing device, can
further involve steps or logical operations for establishing a
wireless connection between the computing device and a
radio system of the vehicle; and providing an audible alert
from the computing device indicative of the change in the
condition(s) via the radio system. In still another embodi-
ment, the step or operation of monitoring a condition exter-
nal to the vehicle while the vehicle is in operation and the
driver of the vehicle is located in the driver seat of the
vehicle, can further include a step or operation o monitoring
the condition(s) with a camera (e.g., video camera, HD
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camera, 360 degree video camera, etc.) that communicates
with the computing device. In some embodiments, the video
camera may be integrated with the computing device (e.g.,
a tablet computing device video camera, smartphone video
camera, etc.), while in other embodiments, the camera may
be a standalone camera positioned within the vehicle to
monitor the condition(s) and which communicates via a
wireless connection with the computing device (e.g., tablet
computing device, smartphone, smartwatch, integrated in-
vehicle computing system, etc.).

[0016] Instill another embodiment, a step or operation can
be provided for tracking and recording in a memory of a
computing system (e.g., a server, an in-vehicle computing
system, a tablet computing device, a smartphone, a smart-
watch, laptop computer, desktop computer, etc.), data
indicative of the number of times the driver is alerted to
changes in conditions. In another embodiment, steps or
operations can be implemented for periodically retrieving
such tracked and recorded data from the memory, and
transmitting the data wirelessly from the computing system
to a central repository (e.g., a server) for further storage and
analysis. Note that in some embodiments, the condition(s)
external to the vehicle may be a stop light condition (e.g.,
traffic light) and the change in the condition(s) involves a
change from one stop light color to another stop light color
(e.g. red to green, green to red, green to yellow, etc.).
[0017] In another embodiment the step or operation of
transmitting the signal wirelessly to the computing device,
wherein the signal is indicative of the change in condition(s),
can further involve a step or operation for transmitting the
signal wirelessly through a PAN (Personal Area Network).
In some embodiments, the PAN may be a network enabled
for Bluetooth wireless communications, induction wireless
communications, infrared wireless communications, ultra-
wideband wireless communications and/or ZigBee wireless
communications. In some embodiments, the wireless con-
nection between the computing device and the radio system
can be established via Secure Simple Pairing (SSP).
[0018] In another embodiment, the step or operation of
detecting the change in the condition(s) can involve utilizing
anomaly detection or machine learning approaches for
detecting the change in the condition(s).

[0019] Inyet another embodiment, steps or operations can
be provided for determining if the vehicle is no longer in
operation, monitoring the condition(s) within the vehicle, in
response to determining that the vehicle is no longer in
operation, determining if the condition(s) within the vehicle
comprises an anomalous condition; and wirelessly transmit-
ting an alert to a computing device associated with the user,
the alert indicative of the anomalous condition, if is deter-
mined that the condition(s) comprises the anomalous con-
dition (i.e., if it is determined that the condition or conditions
are anomalous). Note that in some embodiments, the alert
can be wirelessly transmitted as a text message to the
computing device via a wireless network, wherein the text
message is displayed via a display screen associated with the
computing device.

[0020] In another embodiment, a system for alerting a
vehicle driver via wireless communications, can be imple-
mented. Such a system can include, for example, a video
camera (i.e., one or more video cameras), one or more
processors which communicate with and process video data
captured by the video camera, and a computer-usable
medium embodying computer program code, wherein the
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computer-usable medium capable of communicating with
the processor(s). The computer program code can include
instructions executable by the processor(s) and configured,
for example, for: monitoring condition(s) with respect to the
vehicle with the video camera, detecting a change in the
condition(s) monitored via the video camera, transmitting a
signal wirelessly to a computing device, the signal indicative
of the change in condition(s), and alerting the driver of the
change in condition(s) in response to transmitting the signal
to the computing device. As indicated previously, the com-
puting device may be, for example, mobile electronic device
such as a smartphone, tablet computing device, laptop
computer and so on. In some embodiments, the computing
device may be an in-vehicle computing system that com-
municates wirelessly with other computing devices such as
the driver’s and/or a passenger’s smartphone, tablet com-
puting device, etc.

[0021] In some embodiments, the instructions for alerting
the driver of the change condition(S) can be further config-
ured for providing an audible alert via a speaker associated
with the computing device, wherein the audible alert is
indicative of the change condition(s). In yet another embodi-
ment, the instructions for alerting the driver of the change in
the condition(s) can be further configured for establishing a
wireless connection between the computing device and a
radio system of the vehicle; and providing an audible alert
from the computing device indicative of the change in the
condition(s) via the radio system. In another embodiment,
the instructions for alerting the driver of the change in the
condition(s) can be further configured for alerting the driver
of the change in the condition(s) by a text message display-
able through the computing device and/or played or broad-
cast as a voice alert through the computing device. As
indicated previously, the camera(s) may be, for example, a
video camera, HD video camera, 360 degree video camera,
and so on. In some embodiments, one or more sensors (e.g.,
temperature sensor, pressure sensor, velocity sensor, accel-
eration sensor, vehicle heading sensor, etc.) may be
employed for use in monitoring the conditions external to or
within the vehicle.

[0022] In some embodiments, the instructions for moni-
toring the condition(s) can be further configured for analyz-
ing the video data captured from the video camera utilizing
anomaly detection or machine learning techniques. In still
other embodiments, the instructions for monitoring the
condition(s) can be configured for analyzing the video data
captured from the 360 degree video camera utilizing, for
example, location data from a location or locating module
(e.g., beacon module, GPS module, etc.) associated with the
computing device and in association with the captured video
data.

BRIEF DESCRIPTION OF THE DRAWINGS

[0023] The accompanying figures, in which like reference
numerals refer to identical or functionally-similar elements
throughout the separate views and which are incorporated in
and form a part of the specification, further illustrate the
present invention and, together with the detailed description
of the invention, serve to explain the principles of the
present invention.

[0024] FIG. 1 illustrates a schematic diagram of driver
alerting system, in accordance with a preferred embodiment;
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[0025] FIG. 2(a) illustrates an example computing device
constituting a smartphone or tablet computing device, which
may be adapted for use in accordance with one embodiment;
[0026] FIG. 2(b) illustrates an example camera, which
may be located in a vehicle for monitoring conditions
external to the vehicle, in accordance with another embodi-
ment;

[0027] FIG. 3 illustrates a method for alerting a vehicle
driver via wireless communications, in accordance with an
embodiment;

[0028] FIG. 4 illustrates a method for alerting a vehicle
driver, in accordance with an alternative embodiment;
[0029] FIG. 5 illustrates a method 50 for tracking driver
activity, in accordance with an alternative embodiment;
[0030] FIG. 6 illustrates a method 60 for monitoring
conditions with respect to a vehicle, in accordance with an
alternative embodiment;

[0031] FIG. 7 illustrates a schematic diagram of a system
for alerting a vehicle driver via wireless communications, in
accordance with an alternative embodiment;

[0032] FIG. 8 illustrates a schematic diagram of a system
for alerting a vehicle driver via wireless communications, in
accordance with an alternative embodiment;

[0033] FIG. 9 illustrates a schematic diagram of a system
for alerting a vehicle driver via wireless communications, in
accordance with an alternative embodiment;

[0034] FIG. 10 illustrates a method for alerting a vehicle
driver of a change in traffic light conditions via wireless
communications, in accordance with an embodiment;
[0035] FIG. 11 illustrates a schematic view of a computer
system, in accordance with an embodiment;

[0036] FIG. 12 illustrates a schematic view of a software
system including a module(s), an operating system, and a
user interface, in accordance with an embodiment; and
[0037] FIG. 13 illustrates a schematic diagram of driver
alerting system, in accordance with an alternative embodi-
ment.

DETAILED DESCRIPTION

[0038] The particular values and configurations discussed
in these non-limiting examples can be varied and are cited
merely to illustrate one or more embodiments and are not
intended to limit the scope thereof.

[0039] FIG. 1 illustrates a schematic diagram of a system
10 for alerting a vehicle driver via wireless communications,
in accordance with a preferred embodiment. System 10
monitors one or more conditions with respect to a vehicle,
preferably (but not necessarily) while the vehicle is in
operation and the driver of the vehicle is located in the
vehicle’s driver’s seat. The conditions may be external to the
vehicle or internal depending upon the application or need.
In the example shown in FIG. 1, the change in condition is
depicted a change in the color of a traffic light 22. A camera
19 (e.g., a video camera) is shown in FIG. 1 as located on
a dashboard with respect to a front vehicle windshield 18.
For example, the traffic light 22 may change from red to
green and an alert 24 is issued alerting the driver of the
change in color when a change in the condition (i.e., change
in color, in this case) is detected. The monitoring activity
(e.g., monitoring the traffic light 22) is indicated in FIG. 1 by
dashed arrow 17. As will be discussed in greater detail
herein, such monitoring activity can be facilitated by a the
camera 19 and other components and modules.
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[0040] The alert 24 may be transmitted wirelessly to, for
example, the user’s mobile electronic wireless computing
device 21 (e.g., a smartphone, tablet computing device,
smartwatch, wearable device, etc.) or to a device or system
integrated with the vehicle. Note that electronic devices such
as smartphones, smartwatches, personal digital assistants
(PDAs) mobile telephones, tablet devices, laptops and other
Internet connectivity devices (“mobile stations™) provide
users with mobile access to various information resources.
Such mobile stations generally operate via a cellular 3G or
4G broadband data communication standard and/or a WIFI
network connection to a local area network. In FIG. 1 the
computing device is shown as MD (Mobile Device) 21.

[0041] In the example of FIG. 1, the monitoring activity
(e.g., monitoring the traffic light or other conditions) can be
facilitated by one or more cameras such as, for example, a
camera 19 which may be located on the dashboard of the
vehicle with a view through the vehicle windshield 18. In
such a situation, the camera 19 may be, for example, a
dashcam. A dashboard is a preferable location for camera 19,
but it should be appreciated that the camera 19 may be
located in other positions within the vehicle. In the example
depicted in FIG. 1, only a single camera 19 is shown. In
other embodiments, as will be explained in greater detail
herein, more than one camera may be implemented in the
context of a vehicle. In the FIG. 1 scenario, camera 19 is
shown monitoring the external condition (e.g., traffic light
22 changing color) through the windshield 18.

[0042] FIG. 2(a) illustrates an example computing device
21, which is shown as a smartphone implementation. It can
be appreciated, however, that the computing device 21 can
be implemented as other types of wireless mobile devices,
such as a tablet computing device, and wearable devices
such as a smartwatch.

[0043] A non-limiting example of a wearable device such
as a smartwatch, which can be utilized as computing device
21 is depicted in U.S. Pat. No. 8,854,925 entitled “Smart
Watch and Control Method for the Same,” which issued on
Oct. 7, 2014 and is incorporated herein by reference.
Another non-limiting example of a smartwatch that can be
adapted for use as computing device 21 is disclosed in U.S.
Pat. No. 8,279,716 entitled “Smart-Watch Including Flip-Up
Display,” which issued on Oct. 2, 2012 and is incorporated
herein by reference. Note that the terms “smart watch” and
“smartwatch” and “smart-watch) can be utilized inter-
changeably to refer to the same type of device.

[0044] Another example of a wearable device that can be
implemented as computing device 21 is an OHMD (Optical
Head-Mounted Display) that can be equipped with a video
camera. OHMD is a wearable display that has the capability
of reflecting projected images as well as allowing the user to
see through it that is augmented reality.

[0045] The computing device 21 can incorporate a video
camera 19. In some embodiments, the example computing
device 21 with camera 19 may be implemented in the
context of, for example, a smartphone or tablet computing
device located or mounted on the vehicle dashboard or
elsewhere within the vehicle (or located on the vehicle
external to the passenger compartment). The alert 24 may be
broadcast as an audio alert or text alert message through the
computing device 21. In some embodiments, the alert can be
transmitted in the context of a voice alert, which is discussed
further herein.
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[0046] In another embodiment, the camera 19 may be
implemented as a standalone camera that communicates
wirelessly with the computing device 21 via wireless com-
munications as described in greater detail herein. FIG. 2(b)
illustrates an example camera 19, which may be located in
an optimal location with the vehicle for monitoring condi-
tions external to the vehicle, in accordance with another
embodiment. In the FIG. 2(5) implementation, the camera
19 may communicate wirelessly with the computing device
21. One non-limiting example of a video camera which may
adapted for use as, for example, camera 19 shown in FIG.
2(b) is disclosed in U.S. Patent Application Publication No.
20140047143 entitled “Wireless video camera and connec-
tion methods including a USB emulation,” which issued on
Feb. 13, 2014 and is incorporated herein by reference in its
entirety.

[0047] Camera 19 may also be implemented as, for
example, a so-called dashcam or dash cam. A dashcam
(dashboard camera) is an onboard camera that attaches to the
vehicle’s interior windscreen by either a supplied suction
cup mount or an adhesive-tape mount. It can also be
positioned on top of the dashboard or attached to the
rear-view mirror with a special mount. It continuously
records the road ahead while the vehicle is in motion.
Various types of dashcam can be implemented as camera 19,
ranging from basic video cameras to those capable of
recording parameters such as date/time, speed, G-forces and
location. In some embodiments, camera 19 may be imple-
mented as a wearable video camera that monitors conditions
external to the vehicle or within the vehicle. Such a video
camera may be, for example, a lapel camera worn by a the
vehicle driver and/or a passenger.

[0048] FIG. 3 illustrates a method 20 for alerting a vehicle
driver via wireless communications, in accordance with an
embodiment. As indicated at block 24, the process begins.
Thereafter, as shown at block 26, a step or logical operation
can be implemented for monitoring one or more conditions
external to the vehicle and optionally while the vehicle is in
operation and the driver of the vehicle is located in a driver
seat of the vehicle.

[0049] Note that such a monitoring step or logical opera-
tion may involve monitoring the condition with a camera
that communicates with the computing device. The camera
may be integrated the computing device (e.g., a Smartphone
or tablet computer). In other embodiments, such a camera
may be a standalone camera positioned within the vehicle to
monitor the condition and the camera may also communi-
cate via a wireless connection (e.g., Bluetooth or other
wireless communication as discussed in greater detail
herein) with the computing device.

[0050] Monitoring can involve the use of object recogni-
tion or other video image recognition techniques and sys-
tems. For example, in one embodiment a traffic recognition
approach can be utilized as part of the video monitoring
operation. One example of a traffic object recognition
approach that can be adapted for use in accordance with an
embodiment is disclosed in U.S. Patent Application Publi-
cation No. 2011/0184895 entitled “Traffic Object Recogni-
tion System, Method for Recognizing a Traffic Object, and
Method for Setting up a Traffic Object Recognition System,”
which published to Janssen on Jul. 28, 2011 and is incor-
porated herein by reference in its entirety. Another object
recognition approach that can be adapted for use in accor-
dance with an alternative embodiment is disclosed in U.S.
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Pat. No. 8,447,139 entitled “Object recognition using Haar
features and histograms of oriented gradients,” which issued
on May 21, 2013 and is incorporate herein by reference in
its entirety.

[0051] Next, as illustrated at decision block 28, a test can
be performed to determine if a change has been detected the
monitored conditions (or conditions). If a change is detected,
then as disclosed at block 30, a step or logical operation can
be implemented for transmitting a signal wirelessly to a
computing device, wherein such a signal indicative of the
change in the condition(s) monitored. Thereafter, as shown
at block 32, a step or logical operation can be implemented
to alert the driver of the change in the condition after
transmission of the signal to the computing device.

[0052] It can be appreciated that the vehicle in operation
may be, for example, temporarily stopped (e.g., at an inter-
section/stop light, a parking lot, in traffic, etc.) or in motion.
In some implementations, the computing device that
receives and plays the alert (e.g., an audio signal or voice
announcement) may be, for example, a smartphone or a
tablet computing device. In other embodiments, the com-
puting device may be integrated with the vehicle as part of
an in-vehicle system that provides alerts and other informa-
tion (e.g., GPS information) to the vehicle’s occupants. Such
a system typically includes a dashboard display. One
example of a non-limiting in-vehicle system that can be
adapted for use in accordance with an alternative embodi-
ment is disclosed in US Patent Application Publication No.
20110034128 entitled “Mobile Communication Device
Linked to In-Vehicle System,” which published on Feb. 10,
2011 and is incorporated herein by reference in its entirety.
Yet another example of a non-limiting in-vehicle system that
can be adapted for use in accordance with an alternative
embodiment is disclosed in U.S. Pat. No. 8,417,211 entitled
“In-Vehicle System (IVS) Control of Emergency Data Com-
munications,” which issued on Apr. 9, 2013 and is incorpo-
rated herein by reference in its entirety.

[0053] It can also be appreciated that the in the context of
a tablet or smartphone implementation, the computing
device may not necessarily belong to the vehicle driver but
may, for example, be a computing device (e.g., hand held
wireless electronic device, smartphone, tablet, etc.) belong-
ing to passengers.

[0054] FIG. 4 illustrates a method 40 for alerting a vehicle
driver, in accordance with an alternative embodiment. In
some embodiments, the step or logical operation of alerting
the driver of the change in condition after transmission of the
signal to computing device, can further involve providing an
audible alert via a speaker associated with the computing
device, wherein the audible alert indicative of the change in
the monitored condition. Such an alerting operation may
involve establishing a wireless connection between the
computing device and a radio system of the vehicle as shown
at block 42, and providing the audible alert from the
computing device via the radio system, as indicated at block
44.

[0055] FIG. 5 illustrates a method 50 for tracking driver
activity, in accordance with an alternative embodiment. It
can be appreciated that in some embodiments, the disclosed
monitoring method/system can be modified to monitor not
just external conditions or activities, but the activity of the
driver itself in order to track, for example, driver inatten-
tiveness. As depicted at block 52, a step or logical operation
can be implemented for tracking and recording in a memory
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of a computing system data indicative of the number of
times the driver is alerted to a change a condition. Then, as
shown at block 54, a step or logical operation can be
implemented to periodically retrieve such data from the
memory, and as shown at block 56, transmit such data
wirelessly from the computing system to a central repository
for further storage and analysis. Such data may be useful, for
example, for insurance companies.

[0056] FIG. 6 illustrates a method 60 for monitoring
conditions with respect to a vehicle, in accordance with an
alternative embodiment. As indicated at block 62, the pro-
cess is initiated. Thereafter, as depicted at decision block 64,
a test can be performed to determine if the vehicle is in
operation. If it is determined that the vehicle is in operation,
then the process ends, as shown at block 72. If it is
determined that the vehicle is no longer in operation (e.g.,
the key is removed from the ignition), then as indicated at
block 66, conditions within the vehicle are monitored. For
example, a camera and/or sensors may monitor conditions
within the vehicle (or external to the vehicle).

[0057] As depicted at block 68, a test is performed to
determine if conditions anomalous. Anomalous conditions
may include one of a variety of possible conditions. For
example, an anomalous condition may be a change in
temperature in the vehicle. Another anomalous condition
may be, for example, the presence of someone in the vehicle
who normally would not still be in the vehicle after the car
is turned off or, for example, the vehicle doors are closed
and/or locked. If such an anomalous condition is detected,
then as indicated at block 70, an alert may be wirelessly
transmitted to a computing device associated with a user
(e.g., the vehicle driver, a passenger, etc.) indicating such an
anomalous condition. The process can then terminate, as
depicted at block 72. Note that in some embodiments, such
an alert may be wirelessly transmitted as a text message to
the computing device via a wireless network. Such a wire-
less network can be, for example, a cellular telephone
network and/or a WiFi network.

[0058] A text message alert can be implemented via for
example, Short Message Service (SMS), SkyMail, Short
Mail, Instant Messaging (IM), chat, Mobile Instant Messag-
ing (MiM), Multimedia Messaging Service (MMS), and
other messaging services. Text messaging is supported by
computer devices such as laptop computers, desktop com-
puters, handheld computers, and wireless devices such as
cellular telephones, Wireless Local Area Network (WLAN)
terminals, Wireless Wide Area Network (WWAN) terminals,
and Wireless Personal Area Network (WPAN) terminals, for
example.

[0059] Typically, a text message server serves as an inter-
mediate device for receiving a text message from a source
device, storing the text message, and forwarding the text
message to a recipient device, e.g., a first cell phone as a
source device and a second cell phone as a recipient device.
While some text message service providers charge for text
message support, e.g., cellular networks, other text message
service providers support text messaging without charge.
Various protocols such as SS7, GSM MAP, or TCP/IP, for
example, may be employed to support text messaging.
[0060] Insome embodiments, the alert regarding a change
in condition can be implemented in the context of a notifi-
cation service. In one example, the text message may be sent
as a push notification across a cellular or wireless commu-
nication network to the computing device. Certain text
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messaging protocols may be used, such as, mobile short
message service (SMS), multimedia message service
(MMS), and instant messaging (IM), or any other related
text application. The communication medium may include
transferring information over communication links, such as
wireless networks (e.g., GSM, CDMA, 3G, 4G, etc.), wire-
line networks (e.g., landline telephony), Internet, satellite/
cable networks, or, any other data medium using standard
communication protocols.

[0061] An example of a notification service that can be
adapted for use with an alternative embodiment is disclosed
in U.S. Pat. No. 8,751,602 entitled “Method and Apparatus
of Providing Notification Services to Smartphone Devices,”
which issued on Jun. 10, 2014 and is incorporated herein by
reference in its entirety. Another non-limiting example of a
system that can be adapted for use in accordance with an
alternative embodiment for delivery of an alert regarding a
change in condition is disclosed in U.S. Pat. No. 8,265,938
entitled “Voice Alert Methods, Systems and Processor-
Readable Media,” which issued on Sep. 11, 2012 and is
incorporated herein by reference in its entirety.

[0062] An example of a situation where the method 60
would be useful is the case of a child accidentally being left
in a vehicle during hot weather. A camera in the vehicle
operating via battery power or residual electricity from the
vehicle electrical system may detect an anomaly such as the
child in a rear car seat. The anomaly in this case would be
the presence (e.g., detection of the child moving, turning his
or her head, moving his or her arms, legs, etc.) of a child in
a car seat, wherein a child would not normally be in the car
seat after the car is no longer in operation and/or after the
doors are closed/locked, and/or after a particular amount of
time (e.g., 5 minutes, 10 minutes, etc.). Note that a cellular
network or cellular link or service such as OnStar can be
utilized for sending out an alert (e.g., text message, audio
alert) etc. to let them know that a child may have been left
in a car seat.

[0063] Audio sensors may also be employed to detect, for
example, the sound of a crying child. A temperature sensor
could also be utilized to detect a rise in temperature to an
unsafe level for humans and when that temperature thresh-
old is met, the alert is transmitted wirelessly to the user’s
hand held device (e.g., smartphone, tablet, smartwatch or
other wearable device, etc.). Such an approach could thus be
utilized to prevent tragic and unnecessary deaths in auto-
mobiles due to heatstroke.

[0064] Note that the step or logical operation of anomaly
detection or outlier detection shown in block 68 can involve
the identification of items, events or observations which may
not conform to an expected pattern or other items in a
dataset. Anomalies are also referred to as outliers, novelties,
noise, deviations and exceptions. In the context of abuse and
network intrusion detection, “interesting” objects are often
not rare objects, but unexpected bursts in activity. This
pattern does not adhere to the common statistical definition
of an outlier as a rare object, and many outlier detection
methods (in particular unsupervised methods) will fail on
such data, unless it has been aggregated appropriately.
Instead, a cluster analysis algorithm may be able to detect
the micro clusters formed by these patterns.

[0065] The anomaly detection operation shown at block
68 can preferably be implemented by an anomaly detection
mechanism based on a number of possible categories of
anomaly detection including but not limited to, unsupervised
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anomaly detection, supervised anomaly detection, semi-
supervised anomaly detection, etc. An unsupervised
anomaly detection technique can be employed detect
anomalies in an unlabeled test data set under the assumption
that the majority of the instances in the data set are normal
by looking for instances that seem to fit least to the remain-
der of the data set. Alternatively, a supervised anomaly
detection technique may be employed, which requires a data
set that has been labeled as “normal” and “abnormal” and
involves training a classifier (the key difference to many
other statistical classification problems is the inherent unbal-
anced nature of outlier detection). Semi-supervised anomaly
detection techniques may also be employed, which construct
a model representing normal behavior from a given normal
training data set, and then testing the likelihood of a test
instance to be generated by the learnt model.

[0066] FIG. 7 illustrates a schematic diagram of a system
70 for alerting a vehicle driver via wireless communications,
in accordance with an alternative embodiment. System 70
includes a module (or group of modules) 72 including a
monitoring module 74, an alerting module 76, a tracking
module 78, and a recording module 80. Module 72 can
communicate wirelessly with a computing device 84 (e.g., a
driver/passenger smartphone, tablet computer, etc.), which
in turn can communicate wirelessly with the vehicle radio
system 86. One or more sensor(s) 83 can communicate with
module 72 and one or more camera(s) 82 may communicate
with the module 72. The sensor(s) 83 and the camera(s) 82
can communicate with module 72 via wireless or wired
communications. Note that the camera (or cameras) 82 are
similar or analogous to the camera 19 discusses previously
herein. The computing device 84 is also in some embodi-
ments similar or analogous to the electronic wireless device
21 discusses previously herein.

[0067] Examples of sensors that can be utilized to imple-
ment sensor(s) 83 are sensors such as temperature sensors,
pressure sensors, velocity sensors, acceleration sensors,
vehicle heading sensors, yaw-rate sensors, and so on. One
example of a vehicle heading sensor approach that can be
adapted for use as or with sensor(s) 83 in accordance with
an alternative embodiment, is disclosed in U.S. Pat. No.
7,957,897 entitled “GPS-based in-vehicle sensor calibration
algorithm,” which issued on Jun. 7, 2011 and is incorporated
herein by reference in its entirety. The GPS module dis-
cussed herein can be utilized in association with such
sensors to provide location or position data with respect to
the vehicle and also provide vehicle heading sensor data.

[0068] Note that in some embodiments, the computing
device 84 can communicate with the vehicle radio system
via wireless communications established via Secure Simple
Pairing (SSP). The sensor(s) 83 and the camera(s) 82 and the
computing device 84 may also in some embodiments com-
municate with module 72 via SSP. SSP, which requires less
user interaction utilizes a one-time six-digit key displays at
the time of pairing on both the device and the car, replacing
the PIN code. Once the user confirms that the keys match,
the two devices can be paired.

[0069] The monitoring module 74 can implement the
monitoring steps or operations discussed previously. For
example, monitoring module 74 can monitor traffic lights or
other conditions (i.e., conditions external to the vehicle or
within the vehicle) facilitated by, for example, camera(s) 82
and/or sensor(s) 83. The monitoring module 74 can be, for
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example, an anomaly detection mechanism that detects
changes in conditions as discussed previously.

[0070] The alerting module 76 serves to alert the driver of
the detected change in a condition. The alert (e.g., an audio
alert, a text message, etc.) can be broadcast through, for
example, the computing device 84 or the vehicle radio
system 86 (assuming the vehicle radio system 86 is paired
with the computing device 84). The tracking module 78 and
the recording module 80 function to respectively track and
record in a memory of a computing system (e.g., the
computing device 84, an onboard computing system, etc.)
data indicative of, for example, the number of times the
driver is alerted to changes in conditions. Such data can be
retrieved from the computer memory and then transmitted
to, for example, a central repository for further storage and
analysis.

[0071] It can be appreciated that in some cases, the con-
nections between the various components shown in FIG. 7
may be implemented via wireless communications and/or
wired connections. For example, the module 72 can be
stored and retrieved from a computer memory which may
be, for example, a memory of computing device 84, a
memory of an integrated in-vehicle computing system,
and/or a remote computing device or system such as a
remote server. Wireless communications can occur through
a wireless network such as an in-car PAN (Personal Area
Network) including Bluetooth communications, or other
communications means such as, for example, a cellular
network.

[0072] FIG. 8 illustrates a schematic diagram of a system
70 for alerting a vehicle driver via wireless communications,
in accordance with an alternative embodiment. System 70
shown in FIG. 8 is an alternative version of system 70
depicted in FIG. 7. The embodiment shown in FIG. 8
includes similar or identical components to the FIG. 7
embodiment with some slight variations. For example, FIG.
depicts a wireless network through which the various com-
ponents can communicate. In one embodiment, for example,
the wireless network 85 may implement an in vehicle
Bluetooth wireless communications system. The signal con-
taining data indicative of the alert can be wirelessly trans-
mitted to the computing device 84 (assuming the computing
device 84 in this case is, for example, a Bluetooth enabled
smartphone or tablet computing device). In some embodi-
ments, the computing device 84 (assuming a Bluetooth
enabled device) may be associated with one or more Blu-
etooth automotive speakers wherein the signal is processed
via the computing device 84 as an audio signal that can be
played through the Bluetooth automotive speaker.

[0073] The wireless network 85 may be implemented as a
PAN (Bluetooth or otherwise), and the signal transmitted
through the PAN. It should be appreciated that wireless
network 85 may be implemented not just via Bluetooth
communications, but through one of a number of possible
alternative PAN wireless technologies. For example, in one
embodiment wireless network 85 may be implemented as a
PAN based on induction wireless technology, which uses
magnetic induction rather than radio for close-range com-
munications. In radio, both electric and magnetic fields
make up the signal, while in induction wireless, only the
magnetic field is transmitted. The transmitter in this context
is a radiating coil that is more like the primary winding of
a transformer than an antenna. A PAN based on an induction
wireless approach has about a 3-m range. A typical unit
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transmits up to 204.8-kbit/s data rates via GMSK modula-
tion on 11.5 MHz. Key benefits of induction wireless
technologies are extremely low power consumption, low
cost, and the inherent security that accompanies short range.
[0074] Another implementation of wireless network 85
can involve the use of infrared wireless communications.
Such a PAN technology can be employed for use over short
distances. The IrDA infrared (IR) standard appeared during
the early 1990s, and can be utilized to implement wireless
network 85 as a PAN network. IrDA initially offered a
115.2-kbit/s data rate over a range of up to 1 m. A 4-Mbit/s
version was soon developed and has been widely incorpo-
rated in laptops and PDAs for printer connections and
short-range PANs. A 16-Mbit/s version is available too
[0075] The problem with IrDA is not just its very short
range, but also its need for a line-of-sight (LOS) connection.
Of course, Bluetooth does not need LOS, and it can blast
through walls. A more recent IR development is IrGate,
which was produced by Infra-Com Technologies. This new
IR development uses arrays of high-powered IR LEDs to
emit coded baseband IR in all directions. Then, it relies on
an array of photodetectors and super-sensitive receivers to
pick up the diffused IR within the networking space. Thus,
the LOS problem is mitigated, and a data rate of up to 10
Mbits/s is possible.

[0076] Still another wireless technology for implementing
wireless network 85 in the context of, for example, an
in-vehicle PAN is UWB (Ultra Wideband), which transmits
data by way of baseband pulses applied directly to the
antenna. The narrow pulses (less than 1 ns) create an
extremely broad bandwidth signal. The pulses are modu-
lated by pulse position modulation (PPM) or binary phase-
shift keying (BPSK). The FCC permits UWB in the 3.1-to
10.6-GHz band. Its primary application to date has been
short-range, high-resolution radar and imaging systems that
penetrate walls, the ground, and the body. In addition, this
new technology is useful for short-range LANs or PANs that
require very high data rates (over 100 Mbits/s).

[0077] Still another wireless technology for implementing
wireless network 85 in the context of, for example, an
in-vehicle PAN is ZigBee, which is a simpler, slower lower-
power, lower-cost cousin of Bluetooth, ZigBee. ZigBee is
supported by a mix of companies that are targeting the
consumer and industrial markets. It may be a better fit with
games, consumer electronic equipment, and home-automa-
tion applications than Bluetooth. Short-range industrial
telemetry and remote control are other target applications. It
can be appreciated, however, that wireless network 85 can
be implemented as a ZigBeen PAN.

[0078] Previously referred to as RF-Lite, ZigBee is similar
to Bluetooth because it uses the 2.4-GHz band with fre-
quency-hopping spread-spectrum with 25 hops spaced every
4 MHz. The basic data rate is 250 kbits/s, but a slower
28-kbit rate is useful for extended range and greater reli-
ability. With a 20-dBm power level, ZigBee can achieve a
range of up to 134 meters at 28 kbits/s. It additionally allows
for networking of up to 254 nodes.

[0079] Note that in some embodiments, whether that of
FIG. 7 or FIG. 8 or other implementations, camera(s) 82
may be implemented as a 360 degree camera which can be
employed for use in monitoring not only conditions within
the vehicle but external to vehicle. In a preferred embodi-
ment, camera(s) 82 and/or camera 19 discussed earlier can
be implemented as an HD (High Definition) 360 degree
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camera that provides quality video data that can be moni-
tored via, for example, anomaly detection, machine learning
and other techniques.

[0080] An example of a 360 degree camera that can be
adapted for use with one or more embodiments is the
Giroptic 360cam by Gripoptic. Such a device includes three
185-degree fish-eye cameras, allowing it to capture 360
degrees of HD video and photos (including time-lapse and
HDR). The Giroptic 360cam captures audio as well as video,
and can record 3D sound from three microphones. Media
can be saved onto a microSD card, which is then loaded onto
a computer via a micro USB port on the unit’s base, or via
Wi-Fi. It can be appreciated that such a device (or other 360
degree video cameras) can be modified to communicate via
other types of wireless communications, such as Bluetooth
communications, cellular, and so forth as discussed herein.
Note that reference herein to the Giroptic video camera is for
illustrative purposes only and is not considered a limiting
feature of the disclosed embodiments.

[0081] FIG. 9 illustrates a schematic diagram of a system
70 for alerting a vehicle driver via wireless communications,
in accordance with an alternative embodiment. In the alter-
native embodiment of system 70 shown in FIG. 7, the
monitoring module 72 can utilize an AD (Anomaly Detec-
tion) mechanism or module as discussed previously and/or
ML (Machine Learning) and/or GPS (Global Positioning
Satellite) modules.

[0082] ML techniques can be employed in the context of,
for example, an algorithm that operates by building a model
from example inputs and used to make predictions or
decisions, rather than following strictly static program
instructions. ML can be used to construct a model or rule set
to predict a result based on values with respect to a number
of features. A series of input patterns can be provided to an
algorithm along with a desired output (e.g., the label) and the
algorithm then learns how to classify the patterns by outing
a desired label. In supervised learning (e.g., Kernal-based
support vector machine (SVM) algorithm), a human opera-
tor must provide the labels during a teaching phase. Alter-
natively, unsupervised clustering is a process of assigning
labels to the input patterns without the use of the human
operator. Such unsupervised methods generally function
through a statistical analysis of the input data by determining
an Figen value vector of a covariance matrix.

[0083] One non-limiting ML technique that can be
adapted for use in accordance with an embodiment is AHaH
(Anti-Hebbian and Hebbian) learning, which can be
employed for feature extraction. One example of an AHaH
ML approach is disclosed in U.S. Pat. No. 8,918,353 entitled
“Methods and Systems for Feature Extraction,” which
issued on Dec. 23, 2014 and is incorporated herein by
reference in its entirety. Another non-limiting ML technique
that can be adapted in accordance with another embodiment
is disclosed in U.S. Pat. No. 8,429,103 entitled “Native
Machine Learning Service for User Adaptation on a Mobile
Platform,” which issued on Apr. 23, 2013 and is incorpo-
rated herein by reference in its entirety. It can be appreciated
that such ML approaches are referred to for illustrative
purposes only and are not considered limiting features of the
disclosed embodiments.

[0084] In the context of the embodiment shown in FIG. 9,
ML can be combined with the AD mechanism to recognize
patterns in, for example, video data captured by video
camera(s) 19, 82, etc. to detect changes in conditions exter-
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nal to the vehicle or within the vehicle. Location data may
also be employed to determine the location of the vehicle
with respect to conditions being monitored external or
within the vehicle. Location data may include, for example,
GPS data and/or other location data, such as, beacon data
(e.g., “iBeacon” data, etc.). Note that FIG. 9 illustrates the
use of a GPS module and GPS data (i.e., see “GPS” in FIG.
9). It can be appreciated that other types of location data may
also be employed such as beacon data (e.g., see FIG. 13).
[0085] For example, in some embodiments the monitoring
operation of monitoring module 74 can involve estimating
the distance to a particular point or location near the vehicle
and providing a notification/alert via the alerting module 75
in the form of an audio alert, text message etc. ML and/or
AD modules or mechanisms can be employed to detect
changes in conditions with respect to particular geographic
locations. For example, the GPS data may be utilized to
determine that the vehicle is rapidly approaching particular
crosswalk or intersection and an alert issued to let the driver
know that he or she is approaching this particular crosswalk
or intersection, while the ML and/or AD modules or tech-
niques can be employed to determine if someone is in the
middle of the crosswalk/intersection.

[0086] Possible alerts or conditions to be monitored and
alerted can be, for example, “approaching a red light,”
“changing lanes,” “approaching a median,” “15 feet to a
median,” “10 feet to a median,” “at median,” etc. The
camera(s) 19, 82 and so forth and the monitoring module 75
can look for conditions such as medians, red lights, yellow
lights etc. and determines how far away these things are
from the vehicle.

[0087] FIG. 10 illustrates a high level flow chart of opera-
tions depicting logical operational steps of a method 90 for
alerting a vehicle driver of a change in traffic light conditions
via wireless communications, in accordance with an alter-
native embodiment. As indicated at block 92, the process
can be initiated. Thereafter, as disclosed at block 94, a step
or logical operation can be implemented for detecting if the
driver’s vehicle/automobile is in motion. Thereafter, as
shown at decision block 96, a test can be performed to
determine if the automobile is in motion. If so, then the
monitoring process continues, as shown at block 94. If not,
then as indicated at block 98, a video camera (e.g., cameras
19, 21, etc.) can monitor the vehicle’s surroundings for
traffic light conditions. For example, a step or operation can
be implemented to search for and identify a traffic light and
its conditions (e.g., red, green or yellow lights).

[0088] Note that a non-limiting example of a camera that
can be adapted for use in accordance with the operation
shown as block 98 and in some implementations for us as the
camera 19 discussed earlier herein is a color recognition
camera. A non-limiting example of a color recognition
camera is disclosed in U.S. Pat. No. 6,803,956 entitled
“Color Recognition Camera,” which issued on Oct. 12, 2004
and is incorporated herein by reference in its entirety. Such
an example color recognition camera includes a red-green-
blue CCD-imaging device that provides an analog RGB-
video signal. A set of three analog-to-digital converters
converts the analog RGB-video signal into a digital RGB-
video signal. A digital comparator tests the digital RGB-
video signal pixel-by-pixel for a match against a color
setpoint. If a match occurs, a pixel with a particular color
represented by the color setpoint has been recognized and a
“hit” is output. A pixel address counter provides a pixel
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address output each time a “hit” is registered. The number of
hits per video frame are accumulated, and a color-match area
magnitude value is output for each frame. Alternatively,
neural networks can be used to indicate hits when a pixel in
the video image comes close enough to the color setpoint
value. Just how close can be “learned” by the neural
network.

[0089] As indicated next at block 100, a step or logical
operation can be implemented to determine if the light is red,
green or yellow. If it is determined, as shown at block 102,
that the light is red, then the traffic light is monitored to
determine if there is change from to green. Assuming that
the light changes from red to green, an alert (e.g., audio) is
then issued indicating the change from red to green, as
depicted at block 104. The process can then terminate, as
shown at block 106.

[0090] Note that another color recognition approach that
can be adapted for use in accordance with an alternative
embodiment and for monitoring a change in color (e.g.,
traffic light change from yellow to green, red to green, etc.)
is disclosed in U.S. Pat. No. 8,139,852 entitled “Color
classification method, color recognition method, color clas-
sification apparatus, color recognition apparatus, color rec-
ognition system, computer program, and recording
medium,” which issued on Mar. 12, 2012 and is incorporated
herein by reference in its entirety.

[0091] Note that in some embodiments, computer program
code for carrying out operations of the disclosed embodi-
ments may be written in an object oriented programming
language (e.g., Java, C#, C++, etc.). Such computer program
code, however, for carrying out operations of particular
embodiments can also be written in conventional procedural
programming languages, such as the “C” programming
language or in a visually oriented programming environ-
ment, such as, for example, Visual Basic.

[0092] The program code may execute entirely on the
user’s computer, partly on the user’s computer, as a stand-
alone software package, partly on the user’s computer and
partly on a remote computer or entirely on the remote
computer. In the latter scenario, the remote computer may be
connected to a user’s computer through a local area network
(LAN) or a wide area network (WAN), wireless data net-
work e.g., Wi-Fi, Wimax, 802.xx, and cellular network or
the connection may be made to an external computer via
most third party supported networks (e.g., through the
Internet via an Internet Service Provider).

[0093] The embodiments are described at least in part
herein with reference to flowchart illustrations and/or block
diagrams of methods, systems, and computer program prod-
ucts and data structures according to embodiments of the
invention. It will be understood that each block of the
illustrations, and combinations of blocks, can be imple-
mented by computer program instructions. These computer
program instructions may be provided to a processor of a
general-purpose computer, special purpose computer, or
other programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data
processing apparatus, create means for implementing the
functions/acts specified in the block or blocks.

[0094] These computer program instructions may also be
stored in a computer-readable memory that can direct a
computer or other programmable data processing apparatus
to function in a particular manner, such that the instructions
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stored in the computer-readable memory produce an article
of manufacture including instruction means which imple-
ment the function/act specified in the various block or
blocks, flowcharts, and other architecture illustrated and
described herein.

[0095] The computer program instructions may also be
loaded onto a computer or other programmable data pro-
cessing apparatus to cause a series of operational steps to be
performed on the computer or other programmable appara-
tus to produce a computer implemented process such that the
instructions which execute on the computer or other pro-
grammable apparatus provide steps for implementing the
functions/acts specified in the block or blocks.

[0096] FIGS. 11-12 are shown only as exemplary dia-
grams of data-processing environments in which embodi-
ments may be implemented. It should be appreciated that
FIGS. 11-12 are only exemplary and are not intended to
assert or imply any limitation with regard to the environ-
ments in which aspects or embodiments of the disclosed
embodiments may be implemented. Many modifications to
the depicted environments may be made without departing
from the spirit and scope of the disclosed embodiments.
[0097] As illustrated in FIG. 11, some embodiments may
be implemented in the context of a data-processing system
200 that can include, for example, one or more processors
such as processor 141, a memory 142, a controller 143, a
peripheral USB (Universal Serial Bus) connection 147, a
display 146, an input device (e.g., a mouse, touch screen
display, etc.), a keyboard, etc. Data-processing system 200
may be, for example, a client computing device (e.g., a client
PC, laptop, tablet computing device, smartphone, etc.)
which can communicate with, for example, a server (not
shown) and/or other devices (e.g., wireless and/or wired
communications).

[0098] As illustrated, the various components of data-
processing system 200 can communicate electronically
through a system bus 151 or similar architecture. The system
bus 151 may be, for example, a subsystem that transfers data
between, for example, computer components within data-
processing system 200 or to and from other data-processing
devices, components, computers, etc. Data-processing sys-
tem 200 may be implemented as, for example, a server in a
client-server based network (e.g., the Internet) or can be
implemented in the context of a client and a server (i.e.,
where aspects are practiced on the client and the server).
Data-processing system 200 may also be, for example, a
standalone desktop computer, a laptop computer, a Smart-
phone, a pad computing device and so on. In the case of a
smartphone, it can be assumed that devices such as keyboard
144, input unit 145 and so on would implemented in the
context of a touch screen display or other appropriate mobile
input interface. The data-processing system 200 can also
include or communicate with an image capturing unit 132
(e.g., a video camera such as discussed herein, etc.).
[0099] FIG. 12 illustrates a computer software system 250
for directing the operation of the data-processing system
200. Software application 254, stored for example in
memory 202, generally includes a kernel or operating sys-
tem 251 and a shell or interface 253. One or more applica-
tion programs, such as software application 254, may be
“loaded” (i.e., transferred from, for example, mass storage
207 or other memory location into the memory 201) for
execution by the data-processing system 200. The data-
processing system 200 can receive user commands and data
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through the interface 253; these inputs may then be acted
upon by the data-processing system 200 in accordance with
instructions from operating system 251 and/or software
application 254. The interface 253 in some embodiments can
serve to display results, whereupon a user 249 may supply
additional inputs or terminate a session. The software appli-
cation 254 can include one or more modules such as module
252, which can, for example, implement instructions or
operations such as those described herein.

[0100] The following discussion is intended to provide a
brief, general description of suitable computing environ-
ments in which the system and method may be implemented.
Although not required, the disclosed embodiments will be
described in the general context of computer-executable
instructions, such as program modules, being executed by a
single computer. In most instances, a “module” constitutes a
software application.

[0101] Generally, program modules include, but are not
limited to, routines, subroutines, software applications, pro-
grams, objects, components, data structures, etc., that per-
form particular tasks or implement particular abstract data
types and instructions. Moreover, those skilled in the art will
appreciate that the disclosed method and system may be
practiced with other computer system configurations, such
as, for example, hand-held devices, multi-processor sys-
tems, data networks, microprocessor-based or program-
mable consumer electronics, networked PCs, minicomput-
ers, mainframe computers, servers, and the like.

[0102] Note that the term module as utilized herein may
refer to a collection of routines and data structures that
perform a particular task or implements a particular abstract
data type. Modules may be composed of two parts: an
interface, which lists the constants, data types, variable, and
routines that can be accessed by other modules or routines;
and an implementation, which is typically private (acces-
sible only to that module) and which includes source code
that actually implements the routines in the module. The
term module may also simply refer to an application, such
as a computer program designed to assist in the performance
of a specific task, such as word processing, accounting,
inventory management, etc.

[0103] FIGS. 11-12 are thus intended as examples and not
as architectural limitations of disclosed embodiments. Addi-
tionally, such embodiments are not limited to any particular
application or computing or data processing environment.
Instead, those skilled in the art will appreciate that the
disclosed approach may be advantageously applied to a
variety of systems and application software. Moreover, the
disclosed embodiments can be embodied on a variety of
different computing platforms, including, for example, Win-
dows, Macintosh, UNIX, LINUX, and the like.

[0104] FIG. 13 illustrates a schematic diagram of driver
alerting system 150, in accordance with an alternative
embodiment. Note that the system 150 shown in FIG. 13 is
similar to, for example, system 10 shown in FIG. 1. In the
FIG. 13 implementation, however, a beacon 13 is shown as
associated with traffic light 22 and can be accessible by
nearby mobile electronic devices such as mobile device 21.
The beacon 13 is implemented as part of a positioning
system. One example of beacon 13 is the “iBeacon” device
and associated system. The iBeacon is a trademark of Apple
Inc. for a positioning system that Apple Inc. has referred to
as a new class of low-powered, low-cost transmitters that
can notify nearby i0OS devices of their presence. The tech-
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nology enables a smartphone or other device to perform
actions when in close proximity to an iBeacon or in this case
beacon 13.

[0105] Thus beacon 13 can assist the mobile computing
device 21 in determining its approximate location or con-
text. With the assistance of beacon 13, software associated
with mobile computing device 21 can approximately find its
relative location with respect to beacon 13 and hence with
respect to the traffic light 22 (assuming the beacon 13 is
located at or proximate to the traffic light 22). The beacon 13
can communicate with device 21 using BLE (Bluetooth Low
Energy) technology also referred to as “Bluetooth Smart”.
The beacon 13 uses low energy proximity sensing to trans-
mit a universally unique identifier picked up be a compatible
“app” or operating system. The identifier can then be looked
up over the Internet to determine the physical location of
device 21 or trigger an action on device 21 such as a push
notification or tracking and recording operations as dis-
cussed previously herein. One non-limiting example of a
beacon device and systems that can be adapted for use as or
with device 21 and beacon 13 and the methods/systems
disclosed herein is discussed in U.S. Pat. No. 8,718,620
entitled “Personal Media Devices with Warless Communi-
cation,” which issued on May 6, 2014 and is incorporated
herein by reference.

[0106] Based on the foregoing, it can be appreciated that
a number of embodiments, preferred and alternative, are
disclosed herein. For example, in one embodiment a method
for alerting a vehicle driver via wireless communications
can be implemented. Such a method can include the steps or
logical operations of, for example, monitoring one or more
conditions with respect to a vehicle; detecting a change in
the condition (or conditions); transmitting a signal wire-
lessly to a computing device, the signal indicative of the
change in the condition(s); and alerting the driver of the
change in the condition(s) in response to transmitting the
signal to the computing device. In some embodiments, the
computing device may be, for example, a wireless hand held
electronic device such as a smartphone or tablet computing
device (e.g., iPad, Android tablet, etc.). In other embodi-
ments, the table computing device may actually be inte-
grated with the vehicle.

[0107] Insome embodiments, the step or logical operation
of alerting the driver of the change in the condition(s) further
comprises providing an audible alert via a speaker associ-
ated with the computing device, the audible alert indicative
of the change in condition(s). In another embodiment, the
step or logical operation of alerting the driver of the change
in the condition(s) can further include steps or logical
operations for establishing a wireless connection between
the computing device and a radio system of the vehicle;
providing an audible alert from the computing device indica-
tive of the change in the condition(s) via the radio system.

[0108] In yet another embodiment, the step or logical
operation of alerting the driver of the change in the condition
(s) can further include the step or logical operation of
alerting the driver of the change in the condition by a text
message displayable through the computing device. In still
another embodiment, monitoring the condition(s) with
respect to a vehicle can further involve monitoring such
condition(s) with a camera. In some embodiments, such a
camera may be for example, an HD video camera, a 360
degree video camera, etc.
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[0109] In other embodiments, the step or logical operation
of monitoring the condition(s) with respect to the vehicle
can further include a step or logical operation of monitoring
the condition(s) with one or more sensors (e.g., temperature
sensor, tire pressure sensor, etc.). In yet other embodiments,
the step or logical operation of monitoring the condition(s)
can further involve a step or logical operation of analyzing
video data from the 360 degree video camera utilizing
anomaly detection. In still other embodiments, the step or
logical operation of monitoring the condition(s) can further
involve the step or logical operation of analyzing video data
from the 360 degree video camera utilizing machine learn-
ing. In yet another embodiment the step or logical operation
of monitoring the condition(s) can further include a step or
logical operation of monitoring the condition(s) by analyz-
ing video data from the 360 degree video camera utilizing
location data (e.g., GPS data, beacon data, etc.) from a
location module (e.g., GPS module, iBeacon, etc.) associ-
ated with, for example, the computing device or the vehicle
itself (e.g., an in-vehicle mounted GPS unit).

[0110] In another embodiment, a method for alerting a
vehicle driver via wireless communications, can be imple-
mented. Such a method can include the steps or logical
operations of monitoring one or more conditions external to
a vehicle while the vehicle is in operation and a driver of the
vehicle is located in a driver seat of the vehicle; detecting a
change in the condition(s); transmitting a signal wirelessly
to a computing device, the signal indicative of the change in
the condition(s); and alerting the driver of the change in the
condition(s) after transmission of the signal to the comput-
ing device.

[0111] In some embodiments, the step or logical operation
of alerting the driver of the change in the condition(s) after
transmission of the signal to the computing device, can
further include a step or logical operation of providing an
audible alert via a speaker associated with the computing
device, the audible alert indicative of the change in the at
least one condition. In still another embodiment, the step or
logical operation of alerting the driver of the change in the
condition(s) after transmission of the signal to the comput-
ing device, can further include the steps or logical operation
of establishing a wireless connection between the computing
device and a radio system of the vehicle; and providing an
audible alert from the computing device indicative of the
change in the condition(s) via the radio system. In some
embodiments, the “vehicle in operation” can include at least
one of: the vehicle in motion, or the vehicle temporarily
stopped (i.e., yet still in operation, such as the vehicle
temporarily stopped at an intersection).

[0112] In another embodiment, the step or logical opera-
tion of alerting the driver of the change in the at least one
condition after transmission of the signal to the computing
device, can further include the step or logical operation of
providing an audible alert via a speaker associated with the
computing device, the audible alert indicative of the change
in the at least one condition. In another embodiment, the step
of'logical operation of alerting the driver of the change in the
at least one condition after transmission of the signal to the
computing device, can further include the steps or logical
operations of establishing a wireless connection between the
computing device and a radio system of the vehicle; and
providing an audible alert from the computing device indica-
tive of the change in the at least one condition via the radio
system.
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[0113] In still another embodiment, the step or logical
operation of monitoring a condition external to a vehicle
while the vehicle is in operation and a driver of the vehicle
is located in a driver seat of the vehicle, can further include
the step or logical operation of monitoring the at least one
condition with a camera that communicates with the com-
puting device. In some embodiments, the aforementioned
camera may be integrated with the computing device or can
be a standalone camera positioned within the vehicle to
monitor the at least one condition and wherein the stand-
alone camera communicates via a wireless connection with
the computing device. In some cases more than one camera
may be employed (e.g., both the standalone camera and the
camera integrated with the computing device).

[0114] In another embodiments, steps or logical operations
can be provided for tracking and recording in a memory of
a computing system data indicative of a number of times the
driver is alerted to the change in the at least one condition.
Additionally, steps or logical operations may be provided for
periodically retrieving the data from the memory; and trans-
mitting the data wirelessly from the computing system to a
central repository for further storage and analysis.

[0115] In some embodiments, the at least one condition
external to the vehicle may be, for example, a stop light
condition and the change in the at least one condition
comprises a change from one stop light color to another stop
light color.

[0116] In another embodiment the step or logical operation
of transmitting the signal wirelessly to the computing
device, the signal indicative of the change in the at least one
condition, can further include or involve a step or logical
operation of transmitting the signal wirelessly through a
PAN (Personal Area Network). In some embodiments, such
a PAN can be a network enabled for example, for: Bluetooth
wireless communications, induction wireless communica-
tions, infrared wireless communications, ultra-wideband
wireless communications and ZigBee wireless communica-
tions. In some embodiments, the wireless connection
between the computing device and the radio system can be
established via Secure Simple Pairing (SSP).

[0117] In other embodiments, the step or logical operation
of detecting the change in the at least one condition can
further involve a step or logical operation for utilizing an
anomaly detection mechanism to detect the change in the at
least one condition.

[0118] In another embodiment, steps or logical operations
can be provided for determining if the vehicle is no longer
in operation; monitoring at least one condition within the
vehicle, in response to determining that the vehicle is no
longer in operation; determining if the at least one condition
within the vehicle comprises an anomalous condition; and
wirelessly transmitting an alert to a computing device asso-
ciated with the user, the alert indicative of the anomalous
condition, if is determined that the at least one condition
comprises the anomalous condition. In yet another embodi-
ment the alert can be wirelessly transmitted as a text
message to the computing device via a wireless network.
[0119] In another embodiment, a system for alerting a
vehicle driver via wireless communications, can be imple-
mented. Such a system can include, for example, a video
camera (one or more video cameras), at least one processor
that communicates with and processes video data captured
by the video camera; and a computer-usable medium
embodying computer program code, the computer-usable
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medium capable of communicating with the at least one
processor. The computer program code can include instruc-
tions executable by the at least one processor and configured
for example, for: monitoring at least one condition with
respect to a vehicle with the video camera; detecting a
change in the at least one condition monitored with the video
camera; transmitting a signal wirelessly to a computing
device, the signal indicative of the change in the at least one
condition; and alerting the driver of the change in the at least
one condition in response to transmitting the signal to the
computing device. As indicated previously, the computing
device may be, for example, a smartphone, a tablet com-
puting device or an-vehicle computing system (or a combi-
nation of both).

[0120] In some embodiments, the aforementioned instruc-
tions for alerting the driver of the change in the at least one
condition can be further configured for providing an audible
alert via a speaker associated with the computing device, the
audible alert indicative of the change in the at least one
condition. In some situations, the speak may be, for
example, a speaker integrated with a smartphone, tablet
computing device, etc. The speaker may also be an audio
speaker associated with an in-vehicle system such as dis-
cussed herein.

[0121] In other embodiments, the aforementioned instruc-
tions for alerting the driver of the change in the at least one
condition can be further configured for establishing a wire-
less connection between the computing device and a radio
system of the vehicle; and providing an audible alert from
the computing device indicative of the change in the at least
one condition via the radio system.

[0122] In yet another embodiment, the instructions for
alerting the driver of the change in the at least one condition
can further include instructions configured for alerting the
driver of the change in the condition by a text message
displayable through the computing device.

[0123] In some embodiments, such a camera may be a 360
degree video camera. In other embodiments, one or more
sensors can also be employed for use in monitoring the
condition(s). In another embodiment, the instructions for
monitoring the at least one condition can include instruc-
tions for analyzing the video data captured from the 360
degree video camera utilizing anomaly detection. In yet
another embodiment, the instructions for monitoring the at
least one condition can further include instructions for
analyzing the video data captured from the 360 degree video
camera utilizing machine learning. In still another embodi-
ment, the instructions for monitoring the at least one con-
dition can further involve or include instructions for ana-
lyzing the video data captured from the 360 degree video
camera utilizing location data from a location (e.g., GPS
module, beacon, etc.) associated with the computing device.
[0124] The flowcharts and block diagrams in the different
depicted embodiments illustrate the architecture, function-
ality, and operation of some possible implementations of
apparatus, methods and computer program products. In this
regard, each block in the flowchart or block diagrams may
represent a module, segment, or portion of code, which
comprises one or more executable instructions for imple-
menting the specified function or functions. In some alter-
native implementations, the function or functions noted in
the block may occur out of the order noted in the figures. For
example, in some cases, two blocks shown in succession
may be executed substantially concurrently, or the blocks
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may sometimes be executed in the reverse order, depending
upon the functionality involved.

[0125] The invention can take the form of an entire
hardware embodiment, an entire software embodiment, or
an embodiment containing both hardware and software
elements. In a preferred embodiment, the invention is imple-
mented in software, which includes but is not limited to
firmware, resident software, microcode, etc.

[0126] Furthermore, the invention can take the form of a
computer program product accessible from a computer-
usable or computer-readable medium providing program
code for use by or in connection with a computer or any
instruction execution system. For the purposes of this
description, a computer-usable or computer readable
medium can be any tangible apparatus that can contain,
store, communicate, propagate, or transport the program for
use by or in connection with the instruction execution
system, apparatus, or device.

[0127] The medium can be an electronic, magnetic, opti-
cal, electromagnetic, infrared, or semiconductor system (or
apparatus or device). Examples of a computer-readable
medium include a semiconductor or solid state memory,
magnetic tape, a removable computer diskette, a random
access memory (RAM), a read-only memory (ROM), a rigid
magnetic disk and an optical disk. Current examples of
optical disks include compact disk-read only memory (CD-
ROM), compact disk-read/write (CD-R/W) and DVD.

[0128] Some embodiments may be implemented in the
context of a so-called “app” or software application. An
“app” is a self-contained program or piece of software
designed to fulfill a particular purpose; an application,
especially as downloaded by a user to a mobile device (e.g.,
smartphone, tablet computing device, etc.).

[0129] It will be appreciated that variations of the above-
disclosed and other features and functions, or alternatives
thereof, may be desirably combined into many other differ-
ent systems or applications. Also, that various presently
unforeseen or unanticipated alternatives, modifications,
variations or improvements therein may be subsequently
made by those skilled in the art which are also intended to
be encompassed by the following claims.

What is claimed is:

1. A computing system of a vehicle, comprising:

a vehicle monitoring system comprising at least one
sensor;

a network communication interface;
one or more processors; and

a memory storing instructions that, when executed by the
one or more processors, cause the computing system to:

wirelessly connect with a computing device of a driver
of the vehicle while the driver is within the vehicle;

determine, based on being wirelessly connected with
the computing device of the driver, that the driver of
the vehicle is using the computing device;

using the vehicle monitoring system while the vehicle
is moving, process sensor data from the at least one
sensor to detect an object ahead of the vehicle; and

based on detecting the object and determining that the
driver is using the computing device, output an alert
to the computing device of the driver.
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2. The computing system of claim 1, wherein detecting
the object comprising detecting a traffic light changing
states.

3. The computing system of claim 1, further comprising:

at least one output device;

wherein the computing system further outputs the alert via

the at least one output device.
4. The computing system of claim 3, wherein the at least
one output device comprises a display screen of the vehicle.
5. The computing system of claim 3, wherein the at least
one output device comprises at least one audio speaker of the
vehicle.
6. The computing system of claim 1, wherein the at least
one sensor comprises one or more cameras of the vehicle.
7. The computing system of claim 1, wherein the alert
indicates the change in the at least one condition external to
the vehicle.
8. The computing system of claim 1, wherein the execut-
ing instructions comprise a machine learning model that
processes the sensor data to determine a pattern for the
detected object.
9. The computing system of claim 8, wherein the executed
instructions further cause the computing system to classify
the detected object based on the determined pattern.
10. The computing system of claim 9, wherein the
executed instructions cause the computing system to classify
the detected object as a person ahead of the vehicle.
11. The computing system of claim 10, wherein the
executed instructions cause the computing system to deter-
mine that a pattern for a road ahead of the vehicle comprises
a crosswalk, and wherein the executed instructions further
cause the computing system to determine that the detected
object comprises a person in the crosswalk ahead of the
vehicle.
12. A non-transitory computer readable medium storing
instructions that, when executed by one or more processors,
cause the one or more processors to:
wirelessly connect with a computing device of a driver of
the vehicle while the driver is within the vehicle;

determine, based on being wirelessly connected with the
computing device of the driver, that the driver of the
vehicle is using the computing device;

using a vehicle monitoring system of the vehicle while the

vehicle is moving, process sensor data from at least one

Feb. 6, 2025

sensor of the vehicle monitoring system to detect an
object ahead of the vehicle; and

based on detecting the object and determining that the

driver is using the computing device, output an alert to
the computing device of the driver.
13. The non-transitory computer readable medium of
claim 12, wherein detecting the object comprising detecting
a traffic light changing states.
14. The non-transitory computer readable medium of
claim 12, wherein the vehicle further comprises at least one
output device, and wherein the executed instructions cause
the one or more processors to further outputs the alert via the
at least one output device.
15. The non-transitory computer readable medium of
claim 14, wherein the at least one output device comprises
a display screen of the vehicle.
16. The non-transitory computer readable medium of
claim 14, wherein the at least one output device comprises
at least one audio speaker of the vehicle.
17. The non-transitory computer readable medium of
claim 12, wherein the at least one sensor comprises one or
more cameras of the vehicle.
18. The non-transitory computer readable medium of
claim 12, wherein the alert indicates the change in the at
least one condition external to the vehicle.
19. The non-transitory computer readable medium of
claim 12, wherein the executed instructions comprise a
machine learning model that processes the sensor data to
determine a pattern for the detected object.
20. A computer-implemented method of monitoring a
vehicle, the method being performed by one or more pro-
cessors and comprising:
wirelessly connecting with a computing device of a driver
of the vehicle while the driver is within the vehicle;

determining, based on being wirelessly connected with
the computing device of the driver, that the driver of the
vehicle is using the computing device;

using a vehicle monitoring system of the vehicle while the

vehicle is moving, processing sensor data from at least
one sensor of the vehicle monitoring system to detect
an object ahead of the vehicle; and

based on detecting the object and determining that the

driver is using the computing device, outputting an
alert to the computing device of the driver.
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