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 PREFACE

The vauthor would like to express his appreciation for the opportunity afforded by this
program to extend and deepen his background and understanding of the technology of automo-

- bile theft. It has been interesting and rewarding work, being a subject containing elements of such "

diverse fields as engineering, law enforcement, safety technology, sociology, consumer affairs, and
~ insurance. It is hoped that this work will contribute toward a creative, cooperative effort by

Government and industry to reduce the burden of’ automoblle theft — a burden bome by
vnrtua!ly GVEF_V U.s. cmzen . : : .

’ Many mdlwduals contributed to the successful conclusxon of this program Consultants.
included Mr. David Barry, who helped with his general knowledge of the problem and to marshal
West Coaet information sources for the survey, and Mr. . Rufus “’I‘mker” Whittier, who contrib-
uted bue unique talents as the test subject for the validation tests

The theft survey would not have been possible without the generous help provided by the
many sources of information listed in Appendix- B of Volume II. In addition, the assistance of
Lt. Courtney of the San Francisco County Jail and Mr. William Quealy at the Middlesex
County House of Corzectxon in obtaining the thief interviews was greatly appreciated.

The number of Arthur D. thtle, Inc., people who apphed their epecxal talents to the
program is too great for individual recognition and, thus,. thanks must be tendered collectively.
'However, the design efforts of the principal contributors listed on the title page, the library
assistarice of Ms. Kathleen Long, the secretarial services of Ms. Donna Sullivan, and the
editorial services of Mr. Dana Pierce deserve special acknowledgement :

Fmally, but certainly not least, the author would like to thank Mr. Denms Grieder of

NHTSA, Contract Technical Manager, whose cooperation and- contnbutlon were essential to the-
successful completxon of the- prmect :
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1. INTRODUCTION

_ Auwmobﬂe theft in the United States has skyrocketed to mohuméniél prdpb?tions in recent
years. Annual vehicle thefts currently total about 1 million and total annual costs to the public
are more than $2 billion. Thousands of injuries and hundreds of deaths can be attributed

- annually to accidents involving stolen vehicles.

One of .the'many reasons for the escalating theft rate, especially the 70% stolen by amateur
_ thieves, ig the ease with which most cars can be stolen. Despite evidence that the theft rate is
related to the ease of theft, automobiles costing $10,000 and more are still equipped with anti-

theft devices that can be defeated in 2 minutes. or less by an’ amateur auto thief with little

experience or skill.

Theft protection systems are currently specified by Federal Motor Vehicle Safety Standard
(FMVSS) No. 114. This standard requires functional performance which prevents unauthorized
_use in the absence of attack on the anti-theft system itself. However, it provides no definition of

attack resistance level. Thus, there is a clear need for the development -and application of
~ improved anti-theft systéms and the standards against which they are measured. :

The objectives of this program were threefold:

0 The identification and selection of cost-effective, anti-theft perfbrmahceb criteria
- which can reduce the vehicle theft rate; : : . »

.® The design, fabricatio’n, and testing of an improved anti-theft system that com-
. plies with these criteria; and- S S

® The development and recommendation of modifications t'o'_,FMVSS No. 114 which '
reflect both the performance criteria ‘and the technical realities imposed on the
designer. ' ' IR :

The program consisted of four majdr_task areas:

® A vehicle theft stirvey in which a wi ie variety of inform}at'ion sources were tapped
- to obtain an up-to-date picture of theft experience and technology. These data
.-, were analyzed critically to provide a basis for the identification of performance

criteria. The vehicle theft survey is reported in Chapter. 3.

®. Based on the survey results, important-anti-theft performance criteria were identi-
+ - 'fied and analyzed to determine their relative effectiveness and importance as bases
- for design goals and standard improvements. This work is covered in Chapter 4.

® Using the results of Chapter 4, a design study was conducted to identify and select
design concepts for an improved anti-theft system. The selected concepts were
then developed, fabricated in prototype form, and tested for effectiveness; These

- tasks are described in Chapters 5 and 6.

® Finally, based on the results of the performance criteria study, the experience
' gained, and the design program, existing anti-theft standards were studied and
. recommendations for improvements were developed. This study is covered in
Chapter 7. :

~ In Chapter 2, the approaches followed in conducting these tasks and the principal results
and conclusions are summarized. 1 . . '



2. SUMMARY

VEHICLE THEET SURVEY

The vehicle theft survey consisted of a thorough review of published literature concerning
vehicle thefts, as well as interviews with a wide variety of expert sources — rangmg from law
enforcement officials to thieves — to obtain unpublished data and opxmon

The results of the survey were then snfted correlated and analyzed to isolate the cntlcal
data needed as a basis for the development of effective antx theft performance data.

In addition to special surveys conducted on limited samples of the theft population, general
theft data are compiled by the FBI and the National Automobile Theft Bureau (NATB), an
insurance industry investigative organization. However, it should be noted that the NATB
records cover only about 20% of all auto thefts and these emphasize the professional segment.
Thus, general conclusions drawn from these data can be erroneous when applied to the general
theft experience. Moreover, a tendency was noted in the literature to assume that amateur auto

theft results in a low loss due to the fact that the car is recovered. In fact, the best available data:

show that amateur theft losses are significant and, when combined with the higher amateur theft
rate, result in a greater total loss to the consumer tham that due to professmnal operatxons

Because the amateur is severely limited in his eblhty to apply costly. theft methods, for
example, a tow truck, this segment of the theft experience is the one in which improved anti-theft

systems can have the greatest 1mpact Moreover, rt is- thls segment whlch ‘contributes the bulk of -

theft-related accidents.

The pnncipal results and conclusions from the survey' fdlow:

1. The average annual theft rate in the United States is 7 23 per 1000 vehicles, witha -

peak rate in Massachusetts of 25 per 1000.

- 2. The national theft rate for certain specialty auto models appears to be as high-as
70 per 1000; the Massachusetts peak for one model was.calculated at 198 per 1000.

3. Recovery rate data for the entire United States indicate that about 70% of all
th_efts- are perpetrated by joy riders or small-time, non-professional strippers. The.
remaining 30% can be attributed to professional operations and insurance fraud.

4. The total cost of automobile theft in the United States is at least $2 billion
annually. Accidents costs run to $60 million and criminal justice system costs to .
$200 million. The remainder are direct losses to the consumer.

5. Allocation of these costs by type of theft shows that the amateur joy rider and
small-time stripper cost the U.S. consumer between $1.1 and 1.4 billion annually,
" while professional theft costs run between $0.7 and 1 biilion.

8. The resulting cost of amateur auto theft alone is, thus, $10 to 13 per registered
automobile per year, or $100 to 130 over a 10-year vehicle life.

7. Although a wide range of theft methods have been used, currently the most
prevalent methods include the use of a “slim-jim” or wire against the doorlock
mechanism, and a slide-hammer against the steenng-column lock. :

3 o N
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8. Nat:onally, about 13.6% of all thefts are accomphshed thh a. key that has been.
left in.the:ignition. :

9. The steering-column locks on most vehicles can be defeated in 30 seconds or less,
the most difficult within 2 minutes. Although recent data indicate that the theft "
rate on specific vehicles can be significantly reduced by improving the lock, no
changes have been made which appear to deter a theft beyond a few minutes.

10. It is generally agreed among thieves; law enforcement officials, and’ mvestxgators
-~ that deterrence beyond 10 minutes will dlscourage most amateur threves

' PERFORMANGE CRITERIA

Anti-theft system performance specification is unique.in comparison ‘with other automotive
systems because the usual functional performance characteristics are trivial. The system designer
_must recognize that the imporant criteria relate to the ability of the system to resist attack by an

intelligent, adaptive thief whose objective ‘is to defeat the norm'al functional operation. of the

system. Thus, performance criteria were found to group logxcally into three classes — functional,
- attack resxstance, and post-theft. :

Poet-'theft criteria relate to measures which will diminish the value or market for stolen
vehicles. These include identification of major parts and improved salvage titling and can have a

significant effect on professional theft operations. However, they are generally outside the scope

of FMVSS No 114, and thus were not considered further in thxs program.

Functional and attack resrstance criteria were identified in general terms and analyzed for
: then- effects on theft deterrence, consumer acceptabxhty, and cost e , ,

The unportant functlonal criteria are elther specxﬁed by the current FMVSS No. 114, or - are

commonly satisfied by current design practice. The only exception is that significantly improved -

theft deterrence would be provided by a criterion ensuring passive activation of the system so that
a vehncle cannot be left unprotected -

Attack resistance cnterie rnclude: A

Time-to-defeat limits,
Accessibility limits,

- Resistance to tools,
Conspicuousness, and
Complexity.

Resistance to tools and complexity were generally found to be overly design-limited or
.- .design-restrictive in their application. The only exceptxon is that amateur theft can be deterred
by systems designed only to resist man-portable tools." -

‘Time-to-defeat was found to be the only important measure of theft resistance and can
obviate the need for any other attack resistance criterion. However, if applied as a standard

~ provision, time-to-defeat inherently requires compliance testing with a human subject.

Alternatively, several secondary attack resistance criteria can be used to specify perfor-

mance level instead of the fundamental time-to-defeat limit. The most important of these were-

4



found to be those specifying accessibility limitations or tamper protection. The first would place
specific limits on the location of the decoding and latching functions of the system. The second
would specify a design that requires a time-consuming repair or reset if attacked forcibly. In
addition, resistance to several other potential methods of attack would require specification. This
glternative can be concluded to be exgmficemly more desxgn restnctxve than the minimum time-
to-defeat epproach '

SYSTEM. DES!GN

A conceptual desngn study was conducted. It included a systematlc concept generatxon and
evaluation process to identify as many promising anti-theft concepts as possible. This morpholo-
gical approach included the identification of methods characteristic to each energy or signal
transmission medium for code insertion, decodmg, latching, and vehicle function lock. The study
included both mobilization protection systems and sensor screen concepts. The latter class
included both alarms and tamper protection systems. In eddxtxon, a number of improvements to
entsy protection systems were xdentxﬁed and evaluated '

Prehmmary screening of the concepts ndentxﬁed two promxsmg classes of code in- -
sertion/decoding systems '

o The non-remote decoder using a conventional key and protected by a sensor screen .
to prevent attack; and z

e The remote decoder using a conventxonal key or keyboard and located, along with
- the latchmg mechamsm, such that access by a thief wxll require excesswe txme
delay. .

" The latter concept was selected for the test system of this program because it provided the
highest degree of confidence that the design goals would be met in the initial trial, and that the
least modification of existing vehicle systems on the test vehicle would be made necessary.
Keyboard code insertion was selected for the test system to avoid developing a reader for a
conventional key, or using expensive card or tape readers. It also mherently avoids provndmg an

* additional mechanism to ensure that the key is not left in the system.

Several possible vehicle functions are available for mobilization protection. However, for
the test system, a steering lock was selected because it offered the most convenient option for
packaging the electronic decoder circuitry in a relatively cool environment. This basis for
selection applies pnmanly for a retrofit system, but other types of lock could be easily used for a
production design.

The remote steering lock with keyboard code insertion was designed in detail for the test
vehicle, a 1977 Dodge Colt, and two test units were fabricated. In addition, several modifications
were made to the door lock system on the test vehicle and a commercial hoodlock was installed.

- These modifications were implemented primarily to benefit from the validation tests rather than -

with great hopes of substantially extending the time-to-defeat.

The increase in vehicle price due to the replacement of the existing steering oolemn lock:
with remote steering lock of this type produced in very high volumes and factory-installed is
estimated to fall between $17 and $36. This is well below the design limit of $50.



SYSTEM TESTING

Prior to the installation of the test system, a theft test on the factory-equxpped vehicle was
conducted. A “slim -jim” attack was used on the doorlock and a slide-hammer on the steering
column lock. The author served as a test.subject for this test which was his first attack on the
Dodge Colt lock and on a steering column lock mounted in a vehicle. '

In this trial, the door was unlocked in a few seconds and the steermg column lock defeated in
an additional 40 seconds. The total time from approach to.the vehlcle to the point where 1t was
" driven off was about 50 seconds.

After a series of functional and thermal bench tests, the remote steering lock was installed in
the test vehicle, shaken down by road testing, and made ready for the validation test. An
independent expert test subject, Mr. Rufus H. Whittier, was retained for the test. After a
‘completebriefing on the principles and configuration of the test system, the validation time trial
was conducted. The doorlock and hoodlock were defeated with a period of 2 minutes and 50
seconds. However, the remote steering lock could not be defeated within a period of 16 minutes
and 40 seconds. The subject gave up.the attack as fruitless at this pomt In his. opxnxon this car
would never be stolen on the street w1thout a tow truck. :

SAFETY'STANDARD MODIFICATIONS

After studymg exxstmg anti-theft standards in the light of the performance criteria and the
desxgn program, it was concluded that the most direct — and least design-restrictive — method
for specifying attack resistance is in terms of a minimum defeat time. However, this inherently

carries with it a need to test compliance with :a-human test subject. It is felt that effectwe _

complxance test methods and expert technicians can be developed for this purpose

If the txme to-defeat approach is found unacceptable, it is altematwely possible to specify
attack resistance objectively in terms of limits on the method of housmg and locating the

vulnerable parts of the system. This alternative is mherently more desxgn-restnctxve and in fact

is known to preclude certain prom:smg anti-theft concepts

, Specimen modifications for FMVSS No 114 followmg these two alt.ematwe approaches are
provided i in thxs report.
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3. VEHICLE THEFT SURVEY

The vehicle theft survey consisted of a thorough review of the published literature con-
cerning vehxcle theft, as well as interviews with expert sources — rangmg from law enforcement _
officials to car thleves — to obtain unpubhehed data and opinion. : '

The sources covered in the literature survey, along with a bibliography of the literature,
including abstracts of the important citations, are provided in Appendix_A. This bibliography
stresses recent literature which has appeared since a comprehensive literature survey and bibliog-
raphy were published by the Motor Vehicle Manufacturers Association'".* In Appendix B, the |

_various orgamzatxons and mdmduals contacted or mtervxewed for unpublxshed mformatlon are

listed.

In this chapter, the information obtained is analyzed and dlscussed in the context of each o
major subject area addressed. ' ' '

SOURCES OF THEFT DATA .
There are only two basic sources of vehicle theft data; viz., local and state law enforcement
organizations and the msurance industry. .

The only general source of law enforcement statistics is the FBI Uniform Crime reports® in
which vehicle theft data from.virtually all U.S. jurisdictions are collected and analyzed to
determine the theft rate per 100,000 inhabitants in each geographical subdivision of the United |
States. In addition, information concerning age, sex, race, and city-size is tabulated for all
persons arrested for motor vehicle theft. In addition to the Uniform Crime reports, a number of
special surveys have been conducted in recent years, based on. law enforcement statistics or -
conducted by law enforcément officials.>® :

The only general source of insurance industry data appears to be the files of the National
Automobile Theft Bureau (NATB) which is an industry-supported investigative organization.
This organization only files thefts where there is no quick recovery, and receives statistics from
member companies that insure 80 to 95% of the insured vehicles in the United States. For this
reason, NATB statistics only represent 200,000 thefts per year of the total 1,000,000 that occur,
and they tend to concentrate on the proféssional auto-theft segment where no “quick” recovery
oceurs.'” .

In addition, each insurance company maintains its own statistics on vehicle theft which
usually is included in their general comprehensive coverage. The data available from this source
consist of partial and total theft claim frequency and dollar losses.'*'* Partial theft is defined as
one where the vehicle is not moved from the site of initial entry. Although NATB files can provide

_vehicie model and year data for their. particular segment of the theft experience, there do not

appear to be any general insurance statistics available which break down theft occurrence or
losses by model, year, method of theft, recovered versus unrecovered, or type of installed anti-
theft dewce Az

“Numbaers in parentheses refer to referencas listed at the end o_f this report.



Recently, ‘the results of a special survey conducted by General Motors Corporation in

- cooperation with several insurance companies became available,"” This survey, which.was based
on questionnaires ‘completed by the insurance companies for a total of 16,619 thefts, provides
valuable data on average losses by model year, recovery status, and model. It also provides some

- mdlcatxon of the.degree of stripping and the theft method used. However, it:stresses partxal theft.
- over total theft and the M:ch;gan-llhno:s geographical area.

. The only, remaining source of data uncovered in this study was a sample of 178 thefts
reported to the Massachusetts Division of the American Automobile Association (AAA). These
data which ‘have not been published are interesting since they not only indicate the -theft
expenence by model and year, but also give some information on .method used, anti-theft

eqmpment installed, and the dollar losses associated: thh recovered: vehxcles xncludmg unmsured :

losses This latter type of mformatxon is not avaxlable elsewhere a0
THEFT RATES |
Overall Theft Rates

The number of ndtional motor vehicle thefts in 1976 was 957, 600 — down about 4.3% from

the 1975 experience.” This corresponds to a per capita rate of 469. 4 thefts per 100,000 in-
~ habitants, The rate is - higher in urban areas, with Boston reporting a rate of 16487 and New York,
1095 per 100,000 inhabitants. Of greater interest is the theft rate expressed in thefts. per 1000
vehicles. This is, of course, a direct index of the probability that a vehicle will be stolen.
Moreover, if sufﬁcxent theft-and exposure data are available, thefts per 1000 can be used as &
. conveniént companson of the relatlve susceptib:lxtxes of vanous segments. of thé vehlcle

B ,populatnon

Since there were approxunately 140 million vehicles regmtered in the United States dunng

1976,** the national vehicle theft rate was 6.8 thefts per 1000, Some 83% of all vehicle thefts, or

. 794,808, involved automobiles. Since there were about 110 million automoblles regxstered durmg
this penod the automobile theft rate was 7.23 thefts per 1000.

" The. Massachusetts state theft total for 1976 was 76 257"’ which, since the total registration |

. is about 3. mxlhon,‘“’ translatss mto a rate of 25 the fts per 1000. This is hkely the hlghest overall
- gtate theft rate.

Theft Rate by Manufacturer

Of. part:culsr interest in an equlpment-onented study are the manufacturers theft rates. It
might be expected that this would provide a comparison of the relative capability of several anti-
~ theft system designs to resist theft. Of course, superimposed on theft resistance is the relatwe

‘ attrsctxveness of the various models to the thlef populatxon ’

Unfortunately, tfhe most recent survey in which thefts were differentiated‘by m'anufactu_i-er,
‘model, and model year, the General Motors Survey,"*® is useless for purposes of comparing theft
rates, since ‘the total regxstratmns in the populatlon from whxch the thefts were drawn are
unlmown

However, by correlating police_ and regist'ry data, Barry'® determined the theft rate in
Massachusetts duririg 1974 by vehicle model and year.'® The rates for the major manufacturers
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_ are shown in Tahle 1 with a comparison (hy year) hetween those models having a steering column

lock and those without. Although the steering column lock eategory shows a lower rate for three of
the manufacturers, the Ford data show a significantly higher rate for the later models. In fact, the

rate for 1972 Lincolns was 198 per 1000. This trend was later verified with national statistics from

" Reference (3) in the LEAA study,™ as shown in Table 2.

TABLE 1. THEFT RATE IN MASSACHUSETTS — JANUARY 1974
' * (No. of Thefts par 1000 Registrations) o

Averags for ) Average for

Vehicles _Equippad with o _ Vehicles withqut _
Manufacturer Steering Column Locks ~ Steering Columr_rLoc':ks :
AMC . 4 5
Chrysler S 12 22
Ford - - 46 ‘ 1m
General Motors S k] . LA
Total o ’ T

Motes: Averagés shown are averages ‘of rate by model-year for each cétegow..
- ‘Data from Reference {6). L .

TABLE 2. THEFT RATES® BY MANUFACTURER AND MODEL YEAR

‘ Model Years ,
Manufacturer 1968and Bofore 10681971 19721975
AMC 5 5
Chrysler = V 7 5 |
Ford ' 7 8 12
General Motors _ 13 5 '
" Others 14 7

*Numbers of annual thefts per 1000 registrations.
Date from Reference (18).

Ford, however, improved the design of its steering column locks beginning with its 1976
models. Recent data compiled by Allstate Insurance Company from NATB and new registration
statistics ! show that the 1976 and 1977 Ford models, especially the higher .priced models,
experienced a significant drop in the theft rate index compared with the preceding year. The theft
index is a relative measure of the theft rate for a given model compared with the overall rate for
all cars. Because it is derived from NATB data, it stresses, as noted earlier, professional rather
than amateur thefts. However, if this trend is verified as more complete data are obtained, it
would support the value of improved anti-theft hardware in reducing theft. - ' S
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"Theft Rate by:Model Year

, There is no clear trend concemmg theft rate by model year obvious from available statlstxcs
The only overall U.S. data are those presented i in Table 2- where the theft rate is shown in three
_separate mode! year groupings. Overall, these data do not show any major preference between old

and new cars, but they do seem to indicate a significant preference by thneves for older General’ , )

Mof.ors and mxscellaneous vehicles and new Ford products.

Regional data from Califomia‘"’ and "Massachusetts“’ are available, and ‘.have been .

enalyzed to provide the information in Table 3. The Massachusetts data show a marked prefer-

ence for new vehicles with a theft rate which is about 3% times the national -average and 5 times
that of very: -old vehicles. Of course, there is no large. vanatxon among vehicles for the 10 model

" years precedmg the date of the survey.

TABLE 3 THEFT RATE' BY YEAR IN CALIFORNIA AND MASSACHUSETTS
(Celifomia Oet. 23-29 1877; Massachusetts Jan June 1974) '

Model Yew . . California h-’ﬁ | *ihm‘ehum-aete

1976 ' 8.6 S -
1975 o 86 =
1974 -v ‘ 12 - -
1973 - . .86 =
1972 CE '89. T 24
1871 ST 69 . 20
1970 e 2 P |
1969 L 82 119
- .1968 o 16 : 20
1967 , SR § X I B 17.
. 1966 ' . 169 B ¥ A
1966 R 20.9 13
1964 247 - . : 19
1883 . 280 : 16

1962end Before . 1.2 B

~ *Number of annual thefts per 1000 reglstratlons.
Source data from References (6) and (17).

The Cahforme data show a much higher theft rate for older cars, a phenomenon only partly
understood. The theft rate for the preceding 8 to 10 model years is near the national average, but
then increases to 4 times the national average for 1963 vehicles before it again drops off for earlier

‘, models. The high 1963 model year theft rate can'almost entlrely be attnbuted to the theft of 1963_ )

Chevrolets which occurred at a rate of 76 thefts per 1000

Theft Rate by Vehicle Category

It has long been recognized by those studying automobile thefts that certain categories of
automobiles are stolen more often than others. These are usually thought to be the luxury and
specialty or sporty-type vehicles. However, the only data available which allow differentiating on
- a national scale among cabegones or models w1th1n the line of a ngen marque is that produced by
the NATB
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NATB data for 1976 models stolen in 1976 were correlated to-show the theft rate for several
vehicle categories in Table 4. The NATB rate is, of course, lower than the national rate because it
only covers 20% of the total thefts. The second column adjusts the NATB rate to reflect this

- situation. However, this presentation is not strictly valid, because NATB statistics stress profes-

sional theft, while a major proportion of the national theft experience is amateur. Thus, simple

" scaling of the rate would not accurately reflect preferences by category that the professional
_ xmght have in companson with the amateur :

; TABLE 4. THEFT RATES® BY VEHICLE CATEGORY
) (@ﬂluqlmd f&’@mm&‘?@ Deta for 12/1/78 _ﬁhmugh 05/31/77)

'Estimated Rate

- v . Adjusted to
Category _ NATE Rate- " National Level
| &mp@mmd&:Mmmm - 283 147
Intermediates : : 2.61 : 130
~ Full Size - 266 133
luxury Intermadiates ' ‘ . C
© Marcedss . 1.88 a 10.0
@ Seville - A 8.7¢ o 43.7
Speclalty - - - o o
© Corvets © 1387 . 684

" ®Number of annual thafts per 1060 registrations.
1. Dsts from Refarence (11) for 1876 vehicles stolen in 1976.

2, Adiustmeni 1o netional level simply mada by multiplying the rate by 5 to
mmpamats for the ratio batwesn NATB thefts and the national experience.

However, the data of Table 4 indicate that, except for a few very specialized models, the
theft rate is not significantly dependent upon vehicle size. In general, the theft rate is greater for
higher priced models. For example, the adjusted theft rate for Cadillacs alone (except Seville) is
27.5 thefts per 1000; and for Lincolns, it is 38.5 thefts per 1000

The 1976 leader was the Chevrolet Corvette followed by Cadillac Seville and Lincoln. In
1975, the leaders were Lincoln and Ford Thunderbird followed by the Corvette. The only foreign
car that appears on the list of the 10 models with the highest theft rate is the Porsche.

_ Some regional preferences show up in local data. For example, the high rate for the 1963
Chevrolet in California has already been mentioned. Its rate is even higher than the national
Corvette rate. The all-time high noted in any of the data that have been reduced by model was
the Massachusetts rate for 1972 Lincolns stolen in 1974, viz., 198 thefts per 1000.

Recent Cahforma data show a marked preference for late-model pick-up trucks and vans.

Several recent Ford models are stolen more often than all but 30 automobile models. These pick-
up trucks are generally those which are not equipped with steering column locks.
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THEFT MOTIVES

Cars are .stolen for two generel reasons: transportatlon for joy-riding or commission of
- another crime and profit by resale of vehicle or parts. There are fio dxrectly apphcable statxstlcs )
with which the theft for various motives can be. separated ‘ '

The 1966 Department of Justice Survey of thieves™ showed that only 8.1% stole for

s 'monetary gain. However, this figure is not reliable since thieves always list joy-riding as theu-_

‘motive when apprehended due to the Jower penalties which usually apply.

Recovery rate is often used as an index of amateur versus professional auto theft. This was
shown in the FBI survey™ to be about.70% nationally with variation between 50% for New York,
' Baltunore and: Phxladelphla and 80% for Los Angeles Recent Cahforma data indicate recovery
data over 90% un v

However, many of the vehlclee recovered have been stnpped to some degree, presumably for
proﬁt The FBI survey of recovered vehxcles showed the breakdown of Table 5*. California data»
- ‘show about 20% not recovered, 31% stnpped and the remammg 49% intact or damaged i

_TABLE 5. ANALYSIS OF RECOVE-RED VEHICLES

Purposecf Theft ~ No.of Vehidles ~ Percentage
Tramsportstion . .. 312 - 3%
 UeinCrime . z3 21
" Stipping . 3me - - 318
. Resale S B . 13
. Unknown 2302 o .23.0'

1. On the assumption that 70% of alt thefts are recovered, thus analysis
shows that smali-time theft for profit accounts for 27%. of all thefts
while transportation -accounts for 43%.

2. Data from the 1874 FBI Survey o Referenee (3).

The most recent analysis of recovered vehicles conducted as part of the General Motors
- survey'™” showed that parts were removed from 1232 out of 2089 recovered vehicles, or 58.9%. In
this survey, the parts stolen from both these recovered total thefts and a large number of partial
thefts were listed. By far, the most common items were wheel covers; wheels, tires, radios and
other electronics, and batteries. Although it is not possible to separate total and partial thefts in
_this listing, and thus verify the conclusion, the data appear to indicate that major body parts and
- mechanical components are stolen in less than 16% of the cases where the vehicle is recovered. .
“Thus, ‘the small-time theft for profit can be estlmated to be 84% of the recovered populatxon

-which in this sample represents about 40% of the total thefts. :

However, determining the actual motives for a given recovered vehicle is difficult and

approximate at best. A well-known occurrence in major urban areas is the theft of a vehicle for
joy-riding purposes, followed by stripping or re-stealing by an illegal junk dealer following its .
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abandonment. Thus, the original purpose of theft was likely joy-riding in some unknown portion

-of the thefts reported “stripped.” The best conclusion that can be reached is that the 70% of
- thefis natxonally where the vehicle is recovered is almost entirely made up of some combmataon of

theft for tmn@pomtmn and small-time theft for profit.

There are two types of highly professional car-theft enterprises. The first steals and strips

~ cars for expensive body assemblies such as the front-end clip, doors, and the rear or “‘dog-house”

assembly. The second involves the “replating” of late-model stolen cars with VIN plate and title
from a junk car of the same model. The recovery rate from both of these types of operations is
negligible. Thus, it is quite likely that the 30%.-of vehicles unrecovered contains these two

populations, along with the many. stolen for ftaudulent msurance claxms and for shlpment_

overseas for resale.

Because most stolen vehicles involved in fraudulent insurance claims are not recovered,

"there are no hard data concerning their incidence. They are potentially important in this study

because, in essence, they represent a portion of the thefts which can never be countered. Several
professionals in the insurance investigation field indicated unofficially that between 5 and 10% of
all automobnle thefts are believed to be involved with fraudulent claims..

Takmg all of this information together allows bracketing the major motxves by percentage of

tne total theft populatxon, as shown in Table 6.
TA@LE & MAJOR THEF‘T MOTEVES

_ . R Pereéntag?e of
' Motlve : All Thefts
Proféssiohsl -Car-Theft Oparations ' - 201025
~ Fraudulent Insurance Claims ' A 5t0.10
Small-Time Theft for Profit ' 20 t0 30
Thatt for Transportation ~ . 40w50
THEFT COSTS -
Total Thefts

The only nationally reported cost for auto theft was that provided by former FBI Director

Clarence Kelley in a recent speech; viz., an estimated $1.6 billion for 1976. It is presumably based
on an estimated average loss paid_by insurance in the case of “total” theft of $1600 times the

1,000,000 thefts which occurred in 1976. However, this estimate represents only an approximation
for part of the total cost of automobile theft. It is of interest to examine-all of the component costs

" 'in as much detail as possible with available statistics.

Recent data obtalned' from two of the largest automobile insurers in the United States
indicate that the average paxd losses for 1976 total $154,889,597 for 76,209 paid claims for total
theft® 1043 Thus, the average covered loss was $2032 per theft In a recent survey made in

*Total thett Is defined as the case where the vehicle was moved from the site of the theft.
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Massachusetts by the American Automobile Association, 107 owners, who were msured reported
‘an average loss of $240 per theft which was not covered by insurance.* While this may reflect the
deductible amount which is not umvereelly applied throughout the Umted States, it is probably
accurate to state that the msurance payment seldom reflects the total loss expenenced by the
: owner in case of theft : '

. Insurance admrmstratxon losses are also a component of the loss to society due to theft. In

1975, the losses paid on private passenger vehicle insurance were only 83% of the premiums

~ paid."® Thus, the actual cost of $2032 per covered loss was $2448. Adding this to the uninsured
loss of $240 gives an estimate of $2688 as the average total direct loss per automobile theft. Since.
there were 794,808 automobile thefts in 1976, the total direct loss can be estimated at $2.14
billion. This estimate of direct Joss is almost certainly an upper bound for that which was actually
incurred. It is based on the average loss sustained by insured stolen cars, while the 794,808 thefts -
include many uninsured vehicles. The losses sustained by owners of the latter group are very
likely lower on the average than those in the insured group. Thus, the total direct loss due to auto
theft certainly lies in the range between $1.6 and 2.14 billion. In the case of the insured group, this -
cost is. distributed among all insured owners. In the case of the self-insuring motorist, this loss is
borne by each individual experiencing a theft.

Since there are about 110 million automobiles registered in the United States, the above
direct loss-estimates translate into a range of $14.50 to $19.50 per vehicle per year nationally. The
losses, of course, are concentrated in areas with a high theft rate. For example, the total cost in
‘Massachusetts in 1975 was estimated to be $115 million- for 2.7 mllhon registered vehxcles,
reeultmg in an average of $42. 60 per vehicle."® . :

However, there are mdlrect costs to soclety which are not reflected in this direct loss. One of
_ these is due to the extraordinarily high accident rate associated with stolen cars. This has been
- variously reported as 47 and 200 times the normal accident rate.”*® The LEAA study"®:reports
" that one out of every 350 accidents involves a.stolen car. The National Safety Council reports a
total cost for all motor vehicle accrdents of $21.2 billion for 1976.® Thus; the botal accident. cost
attnbutable to auto theft is $60 6 mxlhon :

The final mdlrect cost attrlbutable to auto thaft is its share of the cost of the criminal Justlce
system. In 1974, the total cost of the criminal justice system including pohce, judicial, legal, and
corrections for all jurisdictions was $14.9 billion."** The Uniform Crime reports provide a measure
" of the portion that is attributable to auto theft.* In 1976, the total arrests recorded by 10,119 law
enforcement agencies was 7,881,050, while arrests for motor vehicle theft alone were 110,702.
. Thus, motor vehicle thefts account for about 1.4% of all arrests. Using this as an estimate of the
proportion of criminal Justxce system costs attributable to motor vehicle’ theft provides an
estimate of $208 6 mxlhon for these coste ‘ :

~ Combining direct costs with those due to accidents and the criminal justice system gives a
range of $1.9 to $2.4 billion for the total annual cost of auto thefts.

The best available data which dlfferentlate between theft costs or losses for recovered and
unrecovered vehicles are found in the General Motors survey which covered 2089 total thefts.*®
The direct losses sustained for various model years are shown in Table 7. Despite the author s
- disclaimer, the losses by year follow the expected pattern. Also, as would be expected, the losses
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TABLE 7. AVERAGE LOSS BY MODEL YEAR

. . _ Total Theft/ '  Total Theft/
Modsl Yeer - Vehide Recovered © Vehicle Not Recovared.
1977 } $2,034 . $6,748

1976 . - 2,290 ' - 5,561

1975 ' : 1,836 . 4,253

1974 1,955 - 13,216

1973 1,351 2,665

1872 and Earlier %6 1,379
Overall Averags $1,522 - . $2,903

1. Data from Referencs (13)

2. Authors suggest comparisons between years not valld wuthout adpustment for
exposure.

for recovered vehicles do not drop off so quickly as the unrecovered because they réflect damage
and part replacement rather than total market value. However, the figures of greatest interest are
the overall averages for the two categories. These can be used to assess the total direct losses
experienced as a result of all thefts between these two maJor groups.

It has been stated that no anti-theft device will deter the professional. While this statement
may be too strong, it is relatively meaningful. That is also true of the owner who files a fraudulent
claim. These two components almost certainly make up the bulk of those thefts in which the
vehicle is never recovered. Taking the average loss of $2903 per unrecovered automobile (Table 7)
and multiplying it by the 1976 total of about 238,442 unrecovered automobiles gives a total dlrect
loss of $0.692 billion for professional car theft and fraudulent claims.

However, the same rationale also shows that the 556,366 recovered automobiles with an
average loss of $1522 resulted in a direct loss of $0.847 billion. This group of thieves is almost
certainly made up largely of joy-riders and small-time strippers not equipped with compactors or
other effective means for vehicle disposal. Moreover, this is.the group that provides the bulk of
the accident costs and criminal justice system costs associated with car theft.

The argument against improvement of anti-theft systems on automobiles most often ad-
vaneed by manufacturers and others is based on an assumption that professional auto theft is the
most costly component and that this will not be deterred by realistic improvements in anti-theft
hardware. The underlying assumptions in this argument are fallacious. Not only do its pro-
ponents quote recovery percentages of 50% which are only typical of certain cities, such as New
York and the NATB portion of the theft experience, but they also underestimate the losses
associated with a theft in which a vehicle is recovered. In fact, as the above calculation shows,
55% of all direct losses due to automobile theft occur in thefts where the vehicle is recovered.

"~ The compatison can be further refined by allocating the i_ndirect theft costs betwgen the two
groups, as shown in Table 8. This calculation shows that about 60% of all theft costs can be
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TABLE 8 TOTAL ESTIMATED THEFT COSTS FOR 1975

s bllhom)
CostComponent -~ . .~ Vehicle Recoversd Vehicle Not Recovered
. Direct Loss! ' C o $0.8810 1.18 I $072100963 e
‘Accident Costs® 8006 D '
rArrest Prosecutlon ‘& Correction Costs® - $019 T - $0.02
Towals .~ © $11310143 - - $0.74t00.98

1. Calculated by applymg 55/45% to total direct |osses of $1 6 1o 2.14 billion.
2. Calculated by assuming that all theft-related accidents are inthe j joy- ndmg/small-tlme strlpper group

3. Calculated by assuming that 90% of all criminal justxce system costs are assocnated wnth the joy- rlder/
small-time stnpper group. : : : : :

. attributed to thefts in which the automobile is recovered, largely made up of the joy-rider and
small-time stnpper components. This cost is estimated to fall between $1.13 and 1.43 billion.
These costs average between $10 and $13 per registered automobile per year. A substantial
reduction in the so-called amateur class of theft would be _expected to provide a proportionate

savings in this cost nationally, both drrectly and through a shift of criminal prosecution effort to -
-other crime areas. The drrect portnon of the - savings would of course be concentrated in the hlgh- :

_theft areas.

_ Partial Thefts . -

The direct losses discussed in the preceding section are all associated with total thefts, ‘

defined as those cases where the vehicle was taken away from the site of the theft by the thief.

Another class of theft is that in which components and personal property are removed by a thref A

at the original site without moving the vehicle. This is ueually termed partxal theft.

Partial,i_t,héft»losses are of i_nterest in,this study only to the degree that 'they might be reduced

“due to improved anti-theft hardware designed to reduce total theft. For example, an important
part of a total anti-theft system is the entry protection system. Improved entry protectlon
systems would be expected to reduce losses due to property and components stolen from the

passenger compartment. Likewise, improved hood- locking, systems combmed w1th entry pro- .

tection, would reduce losses due to engine compartment thefts.

-In 1976, 22.3% of all larcenies consisted of motor vehicle accessones and 20.1% consrsted of :

motor vehicle contents.® Since there were 6,270,800 larcenies, some 2,658,819 were partial motor
vehicle thefts. The average loss for accessories was $134 and that for contents $216.%' This is
consistent with the value reported in the General Motors survey, viz., $200 for & partial theft
Takmg the average loss of $175, we estimate the total value of stolen goods to be $0.465 billion.

The recovery rate for this type of property is about 10%."* Thus, the net direct loss due to partial -

“vehicle theft can be estimated at $0.419 billion.

There are no accident costs related to partial theft, but a significant portion of the criminal

justice system costs of $14.9 billion is related to larceny. Since 42.4% of all larcenies were partial = -
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vehicle thefts and there were. 1 117 300 arvests for larceny in 1976, then we can estxmate that -
473,738 arrests were for thefts of vehicle contents or accessories. Since the total arrest figure was
-9, 6@8 500 in 19786, 4.93% can be estiimated to have been for partxal vehicle theft. This corresponds
to a cost of $0.735 bxllxon if the total criminal 3uetzce system costs are allocated by arrests.

"The precedmg calculatxom mdxcate that the total annual direct and mdlrect cost of partml
vehicle theft can be estxmated to be $1 154 bxllxon, whlch represents a cost per regxstered vehicle
of $8.24 per year. . : _

Saﬁety Hazard of Vehlcle Th@ﬁi

- Another cost to gociety due to vehicle theft is that of i mjury and death The monetary cost of
accident losses has already been included in the “calculations of the precedmg sectxon However,
the intangible loss to life and limb should also be noted

The FBI survey showed that, of 10,014 recovered vehicles, 429 were. mvolved in traffic
accidents in which 20 persons were injured and 2 were killed.” On the assumption of a national
recovery rate of 70%, these vehicles comspond t0 14,305 thefts. Thus, the 957, 600 thefts in 1976
can be estxmated to hawe caused about 1339 mjunes and 134 deaths S ,

THEFT TECHNOL@GY

Existmg AmlaTheﬁ Syst@ms

.- Modern automobiles are provxded with two standard factory installed anti- theft systems
Entfy protectlon is- provided by means of deor and truck-lid locks and, in some cases, a hood-

’ _ latch mechanism released from the interior of the vehicle. Prior to 1969, protectlon against setting

the vehicle into operation was traditionally provided by a locking ignition switch. In addition,
some -models, notably Ford products in the late 1980°s, also. featured a device for lockmg the

steermg mechanism.

Begmnmg in 19689, General Motors vehicles mcorporated a steering column lock which has
been standard equipment on all models since. This lock prevents the steering of the vehicle as-
well as ignition and starting when intact and in the locked position. Beginning in 1970, Federal -
Motor Vehicle Safety Standard (FMVSS) No. 114 mandated the use of this type of system, or
one which would prevent forward self-mobility of the vehicle, and thus the other manufacturers of

vehicles eold in the United States followed smt with similar mechanisms.

. Entry locks generally consist of a cylindrical lock with five or six tumblers In the case of
Chrysler and Ford, these are simple pin tumblers. General Motors and AMC, on the other hand,
 use disc tumblers which operate a side locking bar. When the correct key is inserted, the rotation
of the cylinder actuates a linkage mechamsm which unlocks the interior push- button lock and
actuates the door latch, as does the interior door handle of an unlocked door. Truck-lid locks
operate the same way, except that there is no interior push-button lock and the mechanism 1s 3
somewhat snmpler, since the latch is usually located umnedxately behind the cyhnder

The major USs. manufacturers comply with FMVSS No 114 by means of a steermg column

lock. This lock combines a bolt (latch in the case of Chrysler) which locks. the rotation of the -
steemg wheel thh the s;multaneous lockmg of the mechamsrn whlch actuates the ignition and
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starting sthch unless the cylindrical lock is turned with the proper key. The types of cylindrical
~ locks used are the same as those used for the entry locks, as described above, except | that. the body
- of the cylmder is usually heavier and the. cylmder is retamed in the steermg collar housmg by .
" means of a pm or plate device, : :

In the case of General Motors and Ford, the ignition switch is located in a secure location
near the base of the steering column and is operated by a rod attached to the steering bolt. Inthe
case of Chrysler the switch .is located in the. cavity under the.steering wheel- and is operated )
directly by the mechanism whlch operates the steenng latch.

Ih all vehicles with column- mounted shift levers, the lock cannot be rotated to the locked
~ position and the key removed unless the shift lever is in the “PARK” position, or if manual, in the

‘reverse position. This is a safety provision to prevent-locking the steering mechamsm, while the
vehicle is in motion. Exceptions are made for floor-shift vehicles where a separate button must be
- pushed to enable the locking action. Some ﬂoor-shxft vehxcles allow for the actuatxon of the

steering lock when the key is pulled out. :

FMVSS No. 114 also requires lock cylinders which provide 1000 (or more) different.com-
~binations and a warning device to remind the driver that the key has been left i in the lock xf the
driver's door is opened while the: key is in the “off” or “Jock” posmon '

Optional factory installed alarm systems have been offered for some vehicles. The LEAA
study indicated  that these were available in 1975 on all full-size' cars from the three major
manufacturers and for the smaller size Ford products a8 However, recent interviews .with’ the
- automobxle manufacturers. mdxcated that most of these optxons have been. dropped due to lack of

purchaser interest, 32 :

In addition to factory-installed equipment, there are mans’r.systems available on the market
for seller or owner installation. These are far too numerous to describe individually in this report. -
Many are listed and briefly described in Appendix D, excerpted from the Massachusetts H.O.T.
Car Campaxgn Handbook.** Howland describes and rates many of these devices for purposes of
estabhshmg insurance discounts,'®’ and Hunt presents the rationale behmd the level of insurance
- ,dxscount allowed for the various systems listed in ! ppendlx C.®

Aﬂer-Market Systems

" The after-market systems fall mto several major classes; each of whlch is discussed below. T

A larms

Alarm systems sound a siren or a vehicle horn when illegal entry is attempted or the vehicle
is jostled. Some of these systems are passively activated when the motor is turned off or the key
removed. Only recently have any data concerning the effectiveness of alarms become available.
‘The General Motors survey identified 362 automobile and truck thefts in which alarm systems
had been installed and were definitely “on” at the time of the theft. ** Because it is unknown how
many alarms prevented thefts — and thus claims — in the population examined, the true
deterrence of an alarm cannot be evaluated from the data. However, in cases where a theft claim
was made, 60 alarms were defeated by the thief and 134 operated but did not prevent the theft. Oof
~ _course, many of the latter group may have prevented total theft of the vehicle and limited the

"theft to partxal theft of personal property.
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Ignition Shut- Off Swztches

There is a wide variety of these devices which generally operate in series or parallel with the
ignition switch to prevent starting unless actlvated Some mcorporate elaborate antn-tampermg
features and some are passively engaged. : '

Fuel Shut-Off Valves

Solenond valves cause the vehxcle to stop several mmutes after startmg, unless deactxvated

Mechamcal Devices _ . ,
- Mechanical devices include hood locks, steering wheel locks armored sheath% which sur-

_ round the steering column, and the like.

Theft Methods

There are many methods used to gain entry into a locked vehlcle and then to dxsable the
xgmtmn lock system The more important of these are descnbed in this subsection:

Door Button Hook

One of the mo_st.common methods used to gain entry is that of using a bent wire to hook and
raise the door button from outside. The wire is forced through the gasket at the edge of the

‘window. In the case of older cars where the door button is close to the gasket, a thin blade or
‘screwdriver can be used to open the door as fast as is possible with a key. One thief discussed the

effectiveness of using a short length of rubber tubing at the end of a wire to raise the tapered-type

" buttons. The general method is prevalent in many areas. Because it often does not leave any

marks on the door, it is often listed as a-““no visible means’ entry by investigators. However, the
Michigan theft study'* showed that 43% of all vehicles stolen were two-door hardtops and 7%
four-door hardtops. This is felt to be due, at least in part, to the relative ease with which the door

lock can be circumvented, The recent General Motors study indicates that 20% of the 5045 theft

entries were effected by this method."* However, they also list another 38% as unknown, many of -
which probably used thm method. : :

“Slim-Jim” _ _

Another common method used to unlock doors involves use of a thin blade of spring steel
with a hook or notch on one end. It is inserted between the window and frame at the appropriate
location for the particular vehicle and used to unlock the button lock mechanism by pushing or
pulling directly on the internal linkage. There are understandably no statistics for this method
since it leaves no visible evidence. However, .its use is common knowledge among thieves,
investigators, and manufacturer security experts The advent of the frameless or channel-less side
window has made this method particularly effective. A wire thh a hook o its end can also be
employed as g “slim-jim” for many door lock mechamsms

Wmdow Breakmg

Actual breaking of window glass is seldom used as a method of entry because it resultsin a
conspicuous and suspicious condition. Also, the thief does not want to remain at the scene long
enough to remove the pieces of glass from the seat and, thus, would be forced to sit on them.
However, with older vehicles havmg vent or wing windows, & common entry. method is to force the
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catch on the window and unlock the door from the inside. At this pomt thns method is more

. common in’ ‘California where old cars are stolen more often than new cars, The combined total of

broken glass and forced vent wmdow compnsed 18% of the entnes in the General ‘Motors study e

Shde-Hammer

In the eastern-and midwestern areas of the United States, the shde-hsmmer has become the
_prevalent method for forcing the steering column lock. However, it is also used to remove the lock
cylmder from doorlocks, truck-lid locks, and the older type ignition locks. The method is the same -
in all cases. After removal of any decorative ring, the screw at the end of the slide- hammer is
engaged into the key-slot or a notch at the edge of the lock cylinder. The sliding weight is then
slammed back- against its stop, producing a tensile impact. on the lock. Several such blows are’
sufficient in most cases to pull the lock cylinder free; exposing the mechanism so that it can be
unlocked from the outside, typically with a- screwdriver. Barry® showed that the steering column
lock on 1970-1975 Ford products was particularly susceptlble to this type of attack. Theft data in
Massachusetts showed that 70% of the 1972 through 1974 cars stolen in 1974 were Ford products.
‘A recent AAA survey in Massachusetts showed that 60% of 178 stolen cars were Ford products.'*'
Nationally, the ‘FBI survey® showed that 50% of the recovered vehicles studied were Ford
products, compared with their market share of only about 20%. Moreover, of the 43% having
removed or forced ignition locks, 80 to 85% were Fords, and, of the 57% with intact ignition locks, -
only 27% were Fords. Recent data obtained- followmg 1mprovement of the Ford lock showed a

' reversal of this trend for the newer models.™" :

, ‘When used agamst the older 1gmtlon sthches, the shde -hammer allows the rnanual oper-
ation of the switch with a dummy cylinder or screwdnver In some cases the smtch is hot-mred
“after it is: pulled free of the dashboard ' ' : :

The. r‘ecent General Motors survey which was nationwide, but concentrated in Michigan and -
~ Ilinois, showed that 37% of total thefts where the method could be defined were accomplished by
~pulling out -the ignition lock cylinder." Moreover, the same study showed that entry was
accomphshed by attack on the door lock cylinder in 6 5% of the cases. .

Door-Lock Turning

‘The entire door lock receptacle i is keyed by means of its mounting hole — located in the
door in most models. A method of opening the door that has been described is to grasp or pry the -
lock outward to free the keying action and then turn the entire lock to unlock the mechanism. Itis.
not known how often this method is actually used The FBI study shows only 1% of recovercd

-vehlcles wnh a tampered doorlock : :

Tr:y-Out Keys

Try-out key sets-consisting of 5 to 725 keys are obtainable. Each set approximates several of
. the 1000 combinations in use. Although any given key has been found to operate any given lock 6
to 7 out of 10 times, no specific evidence was uncovered to indicate the use of such try-out sets.®
Public Law 90-560 prohibits the use of U.S. mails for advertising or delivering master keys or sets,
and several states have enacted similar laws.* Of course, the use of a try-out set would leave no
- visible means of entry or ignition lock attack, and the FBI study shows this in 65% and 33% of
thefts, respectively.” Likewise, the General Motors survey shows unknown method of entry in
38% of thefts-and unknown method of mobilization in 38.6%.® Thus, the conclusion in the LEAA
. study*® that this “tedious’ approach is seldom used is questionable.
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Torsional Attack
A common method of attack against the steering column lock has been to insert a blank key
to raise the tumblers and then to twist the key to break the tumblers. This allows unlocking and
starting the vehicle. This method is-generally applicable to Ford and Chrysler locks of the major
U.S. manufacturers, since GM and AMC use a lock cylinder with a sidebar."® The FBI survey
indicated that . torsional attack accounted for 18% of ‘ignition lock thefts, 78% of which were
. Fords.” This was largely due to the use of brass tumblers which have since been replaced by steel
tumblers. The more recent Geneml Motors survey shows only 2, 8% of 1gmt10n lock: thefts due to
torsional attack ot : « ce

Lock chkmg

The lock cylinders used in various automobile locks are generally susceptible to the rake
pick. The exceptlons are the GM and AMC locks which have a sidebar to prevent rotation.
Normally, a slight torque is placed on the barrel during rake pxckmg to create a slight edge to hold
each picked tumbler as it is raised to the correct level. There is no evidence from any source that
~ manual lock picking, i in the classical sense, is used against auto locks. However, a device called
“the rake or pick gun which provndes a vibrating blade that is mserted into the lock is'described by
Brickell and Cole.® .

Another type of 'f:rude pick consisting of a key blank filed. with several circular lobes was
described by California police as a method that is being used against late-model Fords The blank -

is inserted and jiggled back and forth until it raises enough tumblers to allow the turning of the

lock.%® ’I‘he California etudy report descnbes a sxmxlar dewce, reported to be used agamst trunk .-
locks. : . LR .

- Lock Impresswnmg

Lock xmpressxonmg which involves use of a locksmith’s tool to decode the Iock has been
?eported as a common method of theft.” Typically, the door-lock cylinder is removed and taken
away from the vehicle. A key is cut and the thief returns to steal the vehicle with a key. The tool is
not felt to be in the general possession of a large number of thieves, but it is certainly a method
that has been commonly used by professional thieves. The separate doorlocks used on post-1974
GM locks are designed to counter this method. Parenthetically, it might be noted that obtaining
the lock code and cutting a key is currently reported to be a-common method in- -California. Some
Datsun models have the code on the outside face of the lock; others in the instruction book which
is vsually in the glove box. Some Volkswagen models have their code on the doorlock cylinder
which can be read simply by removing one screw holding the outside cover of the door handle.
Recent rules have been. instituted in California requiring better 1dent1ficatxon for individuals
requesting a replacement key with a code number '

Static Lock Cylinder E’xtmctwn .

Static lock cylinder extractors have been recently reported as a theft method, pamcularly
against GM steering column cylinders which are the most difficult to release with the dynamic
slide-hammer. The split mandrel on the extractor is clamped onto the rim of the lock cylinder
after removing the outer ring. The cylinder is then jacked out with a wrench, the extraction force
being reacted against the steenng column housxng There are no data on how prevalent this is asa
th@ft method in the field : : -
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Hot- Wtrmg

_ This method-of theft was. the prevalent method used. prior to the advent of the steermg
column lock, and'it is still used:in the theft of older vehicles. It basically consists of electrically

- shorting the ignition switch and then shorting from a positive battery source to the starter

solenoid to start the engine. In essence, the function of the ignition switch is duplicated:by means

- of jumper wires. This can be accomplished behind the dashboard or under the hood. Many of the
. pre-1970 vehicles simply had a plug at the: bat.k of the 1gmtxon sw1tch whlch could be unplugged
“and Jumped thh paper clips.

Drtllmg Out the Lock Cylmder

Theoretically, the lock cylinder can be drilied out. However, the hardened plate onthe GM

lock makes this extremely time-consuming. For reasonable theft times, even thh the Ford die
cast cylinder, a battery-powered electric drill would be requxred There &re no. data whxch mdxcate

*that this method is applied with any frequency

Attack on Lock Housing

At one time, before the slide-hammer came into common vusage, the steering.column lock
was often destroyed to the point where the lock cylinder was freed and the mechanism could be

“ operated without a key. The experienced thief could peel back a strip of the die casting to the

retaining pin location with a cold chisel and remove the cylmder This method is not frequently

~ used now since the slide-hammer is a much faster and less conspicuous method. The General
- Motors survey indicates that the lock cylinder was broken out in.11% of the cases exammed aa

Use uf Owner’s Key - -

The use of the owner’s key to enter and/or moblhze an automobxle is commonly reported asa

major method of theft. Table 9__shows the results of the major stolen vehxcl_e surveys concerning
this method. An earlier survey by the Justice Department'® showing that 40% of all thefts were
- accomplished with the owner’s key has been omitted because its data came from thief interviews

which are highly unreliable for this particular data, since this method tends to result in- a lesser
penalty for the thief. . )

TABLES. SUMMARY OF VEHICLES STO'.EN WITH A KEY IN THE IGNITION LOCK

Thefts with Key

S ~ inthe . Percentof Thefts
Sumy Reference , - Total Thefts - - Ignition Lock. w:th the Key
Galitornia®® - e 1w 47
~ Michigan Phase I(4) : 2466 167 6.7
Michigan Phase 11(8) 135 - . 42 -3
FBI Special Survey(®) . 10,014 1,695 17
FBI Survey(®1) . 116,409 ‘15434 13
General Motors Survev_(”) ' . 2,089 322 _15___
Totals S 131,624 17,83 . 13.6%.
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The California survey showed 47% of the stolen cars were taken with factory keys. (Adding
substitute keys raises this to 58.8%.) This correlates with the conclusion reached in this survey of

' exp@m which alsa indicates a majme portion of the cars stolen in California are stolen with a key

The two Mlchxgan sutveys show completely different results concemmg ‘the owners’ keys
being left in the ignition.'* There is no explanation for the discrepancy. The FBI surveys cover the

~ largest number of cars, and the results of the special survey of recovered vehicles and the survey of

116,409 theft reports show compazable results regardmg thefts due to owners’ keys being left in
the vehicle. :

Analysns of the FBI and Michigan data in the LEAA study”°’ suggests that vehicles
equipped with warning buzzers are left with the key in the 1grut10n and subsequently stolen about

" . as frequently as cars not equipped thh & buzzer.

Suwey of Manufacturers

Vehicle security specialiats at the three major U.S. automoblle manufacturers were inter-
viewed to determine current and projected improvements in theft prevention equxpment (30,21,
The major modifications that have been made recently or are being contemplated for the door
lock system center around the design of the interior lock button Ford has recently introduced a

* flush door button on some two-door models. The door is unlocked with the door handle from the

inside. On four-door models, FMVSS No. 206 requires that, for children’s safety, the rear doors
cannot be unlocked by means of the door handle. Thus, the conventional mushroom door buttons .

are retamed on the rear. doors of four-door models. Ford also reports that it is developing no-.

button door locks, but no details were supplied concerning the desxgn approach Chrysler and GM
have made no receut change in the door button desxgn ‘

Chfysler has adopted the pohcy of providing tapered buttons through its dealers, and these
can be used by the interested owner to improve theft resistance. GM has also retained the
mushroom button as the optimum current design for child safety and the handicapped consumer
who has reduced ménual dexterity. However, both Ford and GM state that they are searching for
or.developing button design modifications which wxll improve theft resxstance, while stxll allowing
convenient operation by handxcapped owners. '

Baffies have been added in some cases to make actuation by the “slim-jim” more difficult.
However, -all three manufacturers state the opinion that a “glim-jim” can always be devised

- which will be capable of releasing the doorlock. Another design approach which has been applied

is that of reversed linkage in which the free play provided for button actuation is contained in the
lock mechanism rather than in the linkage system. This reportedly makes “slim-jim” attack more
difficult, but has evidently not been used to any sxgmficant degree.

The major innovation in locking approach is the separate door and ignition combmatlons

used on the post-1974 GM products. This effectively precludes the thief from making an 1gmt10n L

key by decoding the doorlock

Both Ford and Chrysler descnbed efforts to improve the retention of lock cylmders on door
and trunk lid locks to 1mprove their resistance to the slide-hammer. All manufacturers stressed
the difficulty of improving the door-locks within the constraints imposed by the window operating
mechanism, the required impact resistance, and the trend toward thinner doors imposed by
vehxcl@ weight limitations.
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As a result of the vulnerability of the steering column lock to the. slide-hammer, various
improvements havé been made or are'in the development stage. Ford introduced a variety of
changes, beginning in 1974. These include the ‘addition of a snap-ring-retained steel washer and
necked-down shaft on the lock cylinder such that removal with a slide-hammier requires more

(RN EPRY

blows and, when the cylinder ‘does bresk free, a portion is left in the mechanism. This makes

actuation of the mecharnism with a dumimy cylinder or screwdriver more difficult.

As noted é\ﬁn;lﬁe:r, initial insurance statistics indicate that the theft rate for the 1976 and 1977
Ford products incorporating this. change are comparable with other vehicles in the same price
class. Other changes introduced by Ford include a steel anti-drill plate placed in front of the

_tumblers, better retention of the tumbler cap, use of stainless-steel tumblers for increased torque

resistance, and the use of an enlarged retaining pin for the cylinder. Their pérfdrm’gr'xce' criterion

has been that the cylinder should resist 60'blows with a 15-1b slide-hammer, and they 'l"'e‘i)ort that

‘the current locks meet or-exceed this requirement.

" The other manufacturers have not made any major changes in their steering column ldcké,
except that Chrysler replaced the cylinder retaining pin with a larger, steel pin several years ago. .
However, the 1978 Omni reportedly incorporates a roll pin retainer to improve the resistance of -

" the steering column lock to the slide-hammer. Also GM reports that it will introduce an ignition -

lock improvement to increase slide-hammer resistance in its 1979 models.

* None bf the thr_ee manufacturers interviewed reported any planned change in the basic door -

. or ignition iOcking system now used. Very preliminary planning appears to be under way in

connection with the incorporation of security features into on-board microprocessor systems, the

.. primary appligaﬂtion.df which will be the control of engine performance.®® However, this is not
likely to occur for 5 to 8 years and appears to be centered around the doorlock system for vehicles

equipped with electrical doorlocks. The general reaction was that such a system would appear

_ first on higher priced models to be followed later on.lower priced models if consumer reaction were

favorable. -

Keyfejéqtion and keyless systems have been considered, but no conclusidng or plans con-
cerning their-adoption were provided. GM tested a keyboard system, designed to prevent the use
ofa vehicl_e' by intoxicated drivers and report a lov degree of user acceptability: S

_ All three manufacturers state that they do not have data on the cost or the portion of vehicle

- price attributable to existing security systems. If this cost could be separated from that of the -

other functions performed by the. systems, it would be regarded as proprietar'y'by each
manufacturer. o : : ‘ ' -

Time Required to Defeat Existing Systems-

Barry conducted a test program to establish the time required to remove the‘ lock cylinder
from steering column locks with a slide-hammer.®'® The times for the three major U.S. manufac-

* turers’ locks are summarized in Table 10. Assuming that the previously cited 60-blow perfor-

mance criterion is achieved by the Ford locks for 1976 and. later, the Ford time has almost
certainly been increased to the 120-second range, not counting any-additional time required to
turn the mechanism with the piece of the cylinder remaining in the sector gear. :
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TABLE 0. MHNIMUM TIME FOR REMOVAL OF IGNITION LOCK CYL!NDER
| oBY MEAN@ OF A SLIDE-HAMMER

finlmum Removal

Wanufesturer Timo {eac)
Ford (pre-1976) N S
- Garysler S 30

Gonesal Motors® ' : 120

°AMC locks are substantially the sama as GM locks.
‘Adapted from Refersncss (8) and (18).

No source of data was uncovered concerning the time required to circumvent the existing
door lock systems. The earlier hardtops with mushroom shaped buttons can be entered as quickly
without & key as with one — a matter of 2'or 3 seconds. Likewise, many of the specific door
mechanisms which are extremely vulnerable to the “shm -jim” can be cxrcumvented in a few
seconds. o

Thief Profiles

The FBI reports that the most frequently apprehended motor vehicle thief is a male between
- the ages of 13 and 18. Males are arrested six txmes as often as females and 53% of all arrests are of .
"individuals under the age of 18.%

~ Articles have appeared in the popular press describing car thieves who appear to be modern-
day Edisons turned bad, armed with a formidable array of techniques for countering any
imaginable anti-theft device.® While there are undoubtedly many such highly skilled and
experienced car thieves, especially among the professional ranks, neither arrest statistics nor the
proportion of thefts atiributable to professionals indicates that this type of thief is typical.
Rather, interviews with thieves by Barry, as well as.those conducted in this survey,* and with
law enforcement officials also indicate that the great bulk of thefts are committed by juveniles or
young men. Many of the professional auto-theft operations make use of these individuals for the
actual theft since they are relatively immune from serious prosecution, if caught.

The general thief profile shows that the car thief often begins to steal cars between the ages
of 13 and 15. Many appear to steal one or more cars every night for joy-riding purposes. These
thieves often strip easily removed and marketed parts from the cars they steal and then abandon
the vehicle. As they get older and in need of more lucrative endeavors, they often turn to other
sources of income and abandon car theft, except as a means for acquiring transportatxon for the
commission of another crime.

Most of the thieves interviewed showed little general mechanical aptitude or talent. More
often, their methods are operation-oriented, i.e., they concentrate on a specific type of vehicle
lock. with which they have experimented and been successful. The knowledge and techniques
used appear, in general, to be communicated directly from one thief to another, usually as aresult
of ccoperative efforts during a number of thefts :

°8c0 Appendix D.
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Most of the thieves interviewed had little general knowledge of the mechanisms used in &
- variety- of vehicles and could only identify hardware used in the type they liked to steal. Only one’
thief reported perfecting his techmque by practxcmg on cars in a Junk yard. .

Thieves mterylewed in the San Francisco jail all displayed an ignorance of the slide-
hammer and of methods for defeating the steering column lock. This correlates with the theft rate
by ‘vehicle- type and year discussed previously. On the other hand, all thneves mtervnewed in
Massachusetts were familiar with and had used the slide-hammer.

~ Another regional difference noted from the interviews was the time allotted to the theft. .
California thieves characteristically cited 5 minutes as their normal theft time (I minute was the
minimum) and 10 minutes as the outside limit, after which they would normally abandon the
attempt. Massachusetts thieves cited average normal theft times of 1% minutes (30 seconds was
the minimum), and 2 to 5 minutes as the outside limit. While testing by Barry (see Table 10)
- during this program suggests that 30 seconds may be a somewhat immodest’ claim fora locked car
‘without a key, it is certainly possible for most types of cars.

The specxﬁc circumstances would, of course, affect the outside limit. Thieves indicated that
in a remote, relatively safe location, they might risk exposure for a- much longer time. Several
indicated the strong sense of vulnerability felt during’ the pre-entry phase of the theft and their -
tendency to look for an unlocked vehicle and to avoid vehicles showing any evidence of an alarm

- system. None of the thieves interviewed mentioned breaking the glass as a means for entry and at
.- least one indicated that he would never use this method because it was too obvious to the pohce
- . and left glass fragments on the seat on whlch he would then have to sit. :
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4. ANTI-THEFT PERFORMANCE CRITERIA

The objective of this program is the improvement of FMVSS No. 114 in such a way that it
mandates anti-theft performance level as well as function, but is not design-restrictive. This’
statement is, of course, somewhat contradictory in terms. The specification of any minimum level -
of performance or furictional characteristics necessarily eliminates those designs incapable of
"achieving these levels. The intent, however, is to avoid standard provisions which preclude a -
range of different designs that are each capable of achieving the required level of theft deterrence..
Moreover, it is important to eliminate provisions that are based on specific systems and the
known attack methods used to defeat them. Such provtsmns inhibit the application of clever
design which cannot only deter that specxﬁc attack method, but also other whole. classes of
potential methods '

The program also encompasses the design and development of a specnfic 1mproved anti-
theft system as described in Chapters 5:and 6. The first step in this process was, of course, the
formulation of a fairly detailed list of design specifications.

The basic building blocks for both the development of a standard and the desxgner s list of
specnficatxons are the performance criteria for effective anti-theft performance. This chapter
covers the identification, evaluation, and ranking of these performance criteria based upon the
information gamed in the theft survey of Chapter 3. - :

UNIQUE CHARACTER OF ANTInT’HEF’T PERFORMANCE

In terms of specifying performance, anti-theft systems are unique in comparison with other
motor vehicle systems. This distinction must be understood at the outset. Otherwise, the formu-
lation of an effective anti-theft performance standard is doomed to failure.

It is convenient to discuss the performance of a generalized motor vehicle system in terms
used by the control engineer. As shown in Figure 1(a), the system can be represented by a
transfer function, K, which relates the output to the input, as well as a number of environmental
and system parameters. The transfer function, K, can, of course, be a function of time or
frequency, depending on the nature of the input. Taking the hydraulic brake system as an
example, the output could be stopping distance and the input a step force applied to the brake
pedal. Typical environmental parameters are temperature, pavement type, and pavement condi-
tion, while system parameéters would include the welght carried by the vehicle, the type of brake
fluid used, etc.

In this case, if the parameters are all held constant, one would expect the stopping distance
or performance for a given brake system to be a repeatable function of the applied force, within
experimental error. The example would be carried further by realizing that there are predictable
failure- modes, such as the loss of a single pressure- carrying component which would result in a
different transfer function, but would also provide repeatable performance for a given system.

Thus, for this example, a performance standard can easily e formulated which specifies the
minimum performance level in terms of the output for a specified input. FMVSS No. 105 does
this for the two conditions described above. This system and most of the others on an automobile
can be termed passive because, once the operator’s input is specified, the characteristics of the
system and its response to the passive parameters do not change. '
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_ The thief, however, can be viewed as an adaptive element. He views the output or results

~ and varies his attack on the system to produce his desired result. He is capable of acting directly
on the anti-theft system and changing its characteristics so that it no longer. functions as
designed. S ' o o - : X

. Thus, the anti-theft system must vb;e characterized by a block diagram of the type shown in
Figure 1(b). The adaptive feedback element in this case represents the thief..

The essential difference between the anti-theft system and other automotive systems is that
the open-loop performance of the anti-theft system without the inclusion of the thief is trivial. In
general, the characterization of the system can only express the activation and deactivation
operations.of the system in response to the operator’s input. It can never describe the fundamen-
tal performance of the anti-theft system, its resistance to intelligent attack. The trivial open-loop
performance is what the current version of FMVSS No. 114 specifies. It does not concern itself
with any form of attack, other than the relatively unimportant use of try-out keys.

This problem, of course, is much easier to-identify than it is to solve. Because the system
must include the intelligent, adaptable thief in order to express meaningful performance levels,
the whole system is not within the control of the designer. It is,. however, in this context that the
task of identifying meaningful performance criteria must be gpp‘ro‘aéhed..‘ '

GENERALIZED ANTI-THEFT SYSTEM |

For refererice in the discussion of this and subsequent chapters, it is convenient to define the . -
major elements of a generalized anti-theft system. These are shown functionally in the block
diagram of Figure 2. Virtually any anti-theft system designed to prevent the operation of a critical -
~ vehicle function or to sound an alarm, unless deactivated by an.operator with the appropriate
code, can be visualized in this way. Specific systems, of course, seldom encdmpéss all of the
generalized elements shown. " E : :

For example, the standard factory-equipped entry or steering column locks do not provide
either & sensor screen or a sensor signal processor. The code insertion device in each case is a key
and the decoders are lock cylinders. The bolt or latch mechanisms are incorporated into the
doorlatch and steering column mechanisms for the mechanical locking functions. For the ignition
and staring furictions, the latching mechanism is a switch. ' -

The various signals shown can, in general, be mechanical, electrical, hydraulic, or pneu-
matic. In the current standard systems, the coded signal is mechanical. The binary signal is
mechanical in the case of the door lock and steering wheel lock, and is transduced from
mechanical to electrical in the case of the ignition/starting switch.

. The operating energy sources can also occur in any media. In the case of the existing locks,
they are mechanical and both are supplied by the operator as he turns the key. )

The sensor screen and sensor signal processor show, in general fashion, the function of any
system designed to sense illegal entry or tampering. In general, this type of anti-theft system can
sound an alarm, feed back a blocking signal to the decoder or latch mechanisms, or both. For
example, the conventional alarm system, available as optional factory equipment or purchased as
an aftermarket system, uses switches on all entry points as a sensor screen and sounds an alarm,

29



13

OPERATOR

ALARM

SENSOR SCREEN SIGNAL ——————t-

 SENSOR SIGNAL PROCESSOR

SENSOR |
- siGNAL |

FEEDBACK _

CODE INSERTION

' pEVICE. [

"DECODER 3> | ATCH MECHANISM

'SENSOR SCREEN

SENSOR
SIGN ALI 1FEEDBACK

BOI.T OR-

CRITICAL

YVEHICLE
JFUNCTION

g

I

* FIGURE 2. _GENERALIZEI_)_'ANT!’-THEFT SYSTEM.

OPERATING
- ENERGY
SOURCE

'ENERGY
. SOURCE

OPERATING



as well as feeding back a switch opening in the ignition circuit in case of illegal entry. No
commercial system known to this author is currently available which incorporates a tampering
sensor on either the decoder or latch mechenmm However, thisis a feaszble concept and has been.
pxropmed in several forms.

This picture of the anﬁ-theft system is useful because it provides a fremework within which -
any proposed system can be discussed. It also shows clearly where the major constituent functions

- oceur and where the vulnerability lies. For example, a thief can quickly obtain access to the

binary signal point by means of a slide-hammer or a “slim-jim.” If he could only access the coded
signal point quickly, he would have great difficulty deactxvatmg the system because of theeasein.
provndmg thousands of possible coded signals. .

PEQF@QMANCE CRITERIA CLASSES
Based upon the vehicle theft survey of Chapter 3 and the studles of this program, it is

‘apparert that the various anti-theft system performance criteria can. be logxcally grouped into

three major clasees, which are defined and dlscussed below

Fum@ﬁﬁ@ﬁaﬂ Criterla

Functional criteria merely state what the system must do to be effective. In thls discussion,
they are further restricted to define system function in the absence of attack by a thief. Thus, this

class includes criteria related to the provisions of the current version of FMVSS No. 114 aswellas

a.number of others. In general functxonal criteria are concerned with the locking function,
number of codes or combinations, safety provisions, anti-key retention, and passive activation.
Functxonal criteria which specxfy exther mobilization or entry protection systems can be defined.

Attack Reslstance Criterla

These performance criteria are concerned with defining the capabxhty of the system to
withstand attack by a thief who does not possess the authorizing code or key. The various

o wlem&xﬁed perform@nce criteria fallmg into this class include:’

¢] ,Tnme~to=defeat,
© Accessibility,
© Resistance to tools,
- @ Conspicuousness; and
O Complexity.

Time-to-Defeat
It has been generally stated by every source consulted in the theft survey that time-to-defeat
is the only important measure of theft resistance. In fact, except for conspicuousness, the

-remaining ettack resxstance criteria all have, as a basxc obJectlve, the imposition of a minimum

defeat time.

In fact, it is clear that the attack resistance class of criteria can be considered to be a two-
tier hierarchy. The imposition of a minimum time-to-defeat obviates the need for any other
attack resistance criterion. Moreover, the criterion is also inherently free of design restriction.
The designer can use any possible system design so long as it is capable of resisting attack for the
prescribed period. Finally, opinions on the length of time which is likely to be effective are very
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consistent, always being cited in the range of 5 to 10 minutes. As it happens, this is a fortuitous .
time range because its provision on a system by a performance criterion would not impose any
undue maintenance burden in.the case of a need for normal servicing of the system. For.example;
the standard time estimated for the removal and replacement of an ignition and starting switch
on most current automobiles is 0.7 t0 0.8 hour by a mechanic with moderate skills.**' The major
»problems with using a minimum txme-to-defeat as a performance crlterxon mclude :

It requxres performance testmg with a human subject

® Realistic txme-to-defeat criteria will hkely require some hmxtatxon on tools and _
- equxpment

-® Designofa system to meet such a criterion inherently reqmres that the desxgner be
" able to identify the methods which potential attackers will use against the system.

The first of these will likely prove the major obstacle to the use of this criterion as a basis for
safety standard. It implies the need for a defined test with subject(s) having a specified skill level, -
and some method, statistical or otherwise, for judging the results. Limitation on tools or equip-

‘ment will be required to allow realistic design without the need to deter uncommon or expenswe
‘methods of theft such as the use of a tow truck.

Identifying the potential methods of attack and, further, forming the methods'-to be those
where the time-to-defeat can easily be predicted and estimated are part and parcel of an effective
-anti-theft system design. It is entirely analogous to the use of failure modes and effects analysis -
(FMEA) to design systems that are fail-safe, an accepted design procedure for. consumer prod-
ucts. An effectxve set of performance crxterla must requxre thxs design process Thus this problem '
is mherent '

Methods of estimating the time required to accomplish a given operatlon are well-defined in
the industrial engineéring hterature, as are measurement. techmques once & system has been-
desngned and test models are avaxlable 28! .

In fact, the automobile mdustry currently assembles this type of data for. purposes’ of
establishing warranty allowance schedules for dealershlps This body of data is also used to. '_
compile the. vanOus pubhshed standard time gurdes R : : :

If time- to-defeat is ultimately found to be unacceptable as the attack resistance criterion in
formulating the anti-theft safety standard, then it will be necessary to move down to the second -
tier of the hierarchy and replace time-to-defeat with one or more of the remaining criteria. It'is
important to note that, except for conspicuousness, each of the other criteria has, as a basic
objective, the establishment of a minimum defeat time for a system. In each.of these cases, the
- designer who wishes to predict or measure the quantitative effectiveness of his design will have to
use defeat time as the measured. quantlty Even conspicuousness is related to defeat time, since
its basic objectxve is the reductxon of the average tlme allowable to a thief for a successful theft, -

Access;bzhty

The only advantage of the second-tier attack resistance cntena over time-to-defeat is that
they can be expressed in objective terms related to the system itself, mdependent_ of a thiefora
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thief test eub]ect However, these is a penalty for this advantage They are inherently more
desxm—mtnctwe, and thus less adeptable to the appllcatlon of clever desxgn to achieve the baszc /
objestive.

For example, accessibility criteria are designed to impose a time penalty on the thief by
ensuring that the vulnerable parts of the anti-theft system are located in a place which he cannot
easily reach. These parts, as defined in Figure 2, are the decoder, bolt or latch, and sensor signal
processor, if used. An accessxblhty criterion must be expressed in terms of specific locations ini the

' vehxcle For example, the criterion could specxfy that the vulnerable parts be located.

® remote from the passenger compartment;
© in a locked engine compartment; or :
'® - such that they can be reached only from under the vehxcle

As such, accessibility criteria inherently impose some degree of design restriction. Each of
these criteria would effectively preclude the current type of mechanical lock cylinder decoder,
unless a complex — and likely impractical — method of transmitting the coded mechanical
signal to the remote decoder were used. In fact, the criteria tend to mandate the use of electrical

oF electronic decoders for ease in transmitting the coded signal. Thus, even if a designer were to

produce an exceptionally secure mechanical lock for the passenger compartment capable of
meeting a reasonable defeat-time criterion, it would hkely be forbndden by an accesslbxhty ,
criterion effectwely worded for geneml apphcatxon ' '

Resastance to Tools

Resistance to specific tools is another type of criterion widely proposed in the past for attack
resistance. To avoid subjective wording in terms of time, these generally require specification of
the type of tool and a limitation on force level, energy level, number of blows, etc. As such, they

- are inherently design-restrictive when used as the basis for a general performance standard. To be’

effective, they must anticipate both the design used for the anti-theft system and the method of -
attack at which they are aimed. Thus, a vast list of tools and specified limitations would be
required to provide a complete coverage of conceivable anti-theft system designs. Moreover,
thieves have been clever in the past at designing or adapting new tools to attack new systems, and
there is no reason to believe that this capability will not continue. Thus, tool resistance. criteria
are likely to be of only transient use. -

Conspicuousness

The value of conspicuousness in thwamng auto theft was stressed by a number of sources in
the vehicle theft survey. Thieves will, in general, not break window glass because it represents a

- suspicious condition that often leads to apprehension by a police officer. One thief stressed the

vulnerability felt by the thief during the entry phase of the theft when he is exposed. This stresses -
the potential benefits of improved door locks. A major flaw in the steering column lock is that a
thief can gain access to the operating mechanism by lying on the front seat where he cannot be
easily seen from the outside. Many sources have pointed out that if the lock were rotated 80
degrees on the'steering column, the thief would be visible as he worked on it.

Conspicuousness can be provided by either aural or visual means, and thus criteria can be
objectively worded to specify the level or nature of the signals produced. However, the provision
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of aural conspicuousness implies an alarm system. Likewise visual conspicuousness requires
either an-alarm system (e.g., with flashing lights) or, at minimum, a defined degree of visibility
for any effective method of attack. The latter is closely related to an accessibility criterion and
would i impose ‘a location limitation.on the vulnerable parts of the system. Thus conspicuousness
criteria used as a basis for a performance standard are mherently desxgn-restrxctxve

Moreover, the qu‘antltatlve effectiveness of conspxcuousness as a theft deterrent carinot.be
accurately predicted. There is no question that a vehicle which is equipped with an alarm system
now stands a lower chance of being stolen relative to the remaining population not so equipped.
However, the alarm system does not mhérently delay the theft. Many cars equipped with alarm
~ . systems have been.stolen. Thls occurrence. would hkely mcrease greatly if all vehicles were 50

-equipped. -

Complexity

The final type of second-tier attack resistance criterion is some defined degree of system
complexity. This has been proposed by many previous investigators as a general mesans of
increasing theft deterrence and is, of course, related to several of the other criteria. For example,
complexity can increase the time-to-defeat by increasing the number of operations required to
mobilize the vehicle. It can impose the requirement for special defeat tools which are either
expensive or difficult to improvise. Finally, it can impose the need for a level of knowledge on the -
thief which is beyond that typically at his disposal. As such, there is no gquestion that complexity
can be a valuable tool for the designer in developing an effective anti-theft system. However,
unless it is expressed in terms of the subjective time-to-defeat measure, complexity can only. be . '
expressed in terms of the specific characteristics of the system. For example, number of moving

. parts, number of redundant locking functions, number of electronic components etc., would be
: typlcal expresslons of complexity. These are, of course, all inherently deslgn-restnctlve

A complexity criterion would tend to preclude a very sxmple design whxch -effectively
reduces the potential attack on the system tc a single well-defined method and extends the time
required for this method to beyond the 10- minute range. Many desxgners, including this author,
~feel that this approach is one of the most promxsmg ones for acluevmg effectwe antl-theft designs.

Post-Theft Crlterla

An important theft deterrent is provided by any factor which dummshes the value of the
vehicle for the thieves’ purposes. There is little that can be done to a vehicle for this purpose in
the case of the joy-riding thief or the small-time stripper who removes accessories, tires, battery,
or body parts for his own use or that of his friends. However, professional car thefts constitute 20
to 25% of all thefts and direct losses of close to $1 billion per year.

Virtually all professional auto theft is done with the objective of removing and sélling major
body and drivetrain components or reselling the vehicle. Currently, auto theft investigators are
hamstrung by the fact that most major parts are not identified with the original vehicle identi--
- fication number (VIN), and the titles and VIN plates from junk vehicles can easxly be transferred
toa stolen vehxcle of the same year and model. -
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* Thus, two- antn-theft performence criteria for a complete system of vehlcle theft deterrence.
are the followmg

@ Requxrement that all major body and drxvetram components be marked by starnp-
mg the ongmal VIN on them, and :

- ® Reqmrement that salvage titles be separate and distinct from norrnal titles and not
- convertible wzthout careful inspection of the vehicle to ensure that the VIN plate
and other xdentxficstxon have ot been transfeérred from a dxfferent vehicle.

- Both of these criteria go somewhat beyond the scope of FMVSS No. 114, Further use of the
VIN for theft deterrence would be a logical. extension of FMVSS No. 115 and titling laws are
generally within time perview of the individual states. Thus, while they are mentioned here for
completeness, this cless of deterrent criteria will not be carried- further in the: analysrs and rankmg

of performance cntena

Perenthetxcally, it might be noted that the txtle and remains of most “totally-wrecked” late
model vehicles become, at some point, the property of the insurance company which insured the
owner. Thus, the objectives of the salvage title law could be easily achieved within the insurance
industry itself by effective control over the titles and resale of its wrecked vehicles. Of course,
such measures would have the effect of decreasing the junk value of these vehicles.in the interest
of decreasing later theft clanms for vehxcles that have been stolen and replated with the VIN plate-' )

- from the junk vehxcle Lo e o -

NDICES OF PERF@RMANCE

In subsequent sections of this chapter various and specxfic performance criteria in the
functional and attack resistance classes will be ranked according to their importance on overall
system performance and acceptability. As discussed in the preceding section, any anti-theft °

_systemn must reflect both functional and attack resistance criteria to be effective. The functional

criteria define what the system must do in the absence of attack to prevent the use of the vehicle
by unauthorized persons. The attack resistance criteria, on the other hand, define the required
capability of the system to resist the forcible by-passing of lts functional features. '

It is felt that these two classes should be ranked separately to avoid confusion. However
both should be judged against the same nnportant mdlces of performance as follows

Theft Deterrence

Theft deterrence potential can be evaluated quantxtatxvely by estxmatmg the total theft
incidence or costs.that can be saved if systems are applied which reflect the criterion in question.
This estimate must be based upon that proportion of thefts or theft costs at which the criterion is
aimed times its estimated effectweness in reducrng the number of thefts '

For reference, the theft cost data of Chapter 3 are broken down in greater-detail among the

various major theft types in Table 11. A similar breakdown ‘of the number of theftsin 1976 among
the various types is shown in Table 12 :
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" (6)

TABI.E " SUMMARY OF ESTlMATED AUTO-THEFT eosrs BY TYPE OF THEFT

Based on Table 9, 13 6% of each category, exoept frauds, is assumed to have occurred by thls method

(3 bl“ions)
Vehidc Unrecovered Vehicle Reeonrod
o . Professional Small-Time Theft  Tramsportation :
Costs B ‘Fraud;(' ) ThettOperations®) . for Profitl?) Them(‘) “Totals
Direct losses(*) | $0.116 $0.576 $0.302 $0.545 _$i.6
Accident costs(¢) - 0.021 0.039 0.06
- Arvest, prosecution, & eorrection.costs(’) T _ ‘ - o1 0.067 - 0.021 0.2t

Subtotals T T s 0116 0597 © 0.390 0.705 181
Costs for theft by means of key left in vehicle(®) o : .0.081 0.053 ' 0.095 . 0:25
Notes: :
(1)  Assumes 5% of all thefts are frauds — see Table 6.
{2)  Assumes 25% of all thefts are by professionals — see Table 6. ,
{3)  Assumes 25% of all thefts are by small-time thieves for profit — see Table 6.-
{4) Assumes 45% of all thefts are for j joy-riding or transportation — see Table 6. . )
{6) Average losses for unrecovered and recovered vehtcles are $1522 and $2903, respectively, from Ref (13) - see Table 7. Total automobile theﬂs

were 794,808 for 1976. :

Data from Refs (15) and (18) — assumed all in amateur category. . ' :
(7) Date from Refs. (2) and (16} — 90% of total allocated to recovered vehicle categories and 10% allocated to profasuonal categorv
{(8)



?ABLE ‘i2 SUMMV OF AUTQM@B!LE THEF‘T UNCBDENCE N 19‘76

-+ BY TYPEOF THEFT

1 Wn@wm e _’ . iumber of Thots
Pwofesmomﬂ ihsft opammoﬂs(s) E e Tl 188,702

Fraudulent i msmanog claims(? ) ‘ ' 7 ag7a0.
Small-tms thefuforprofie®) . qeej02
Trasporation®) 367,664
CTots . 794808
 Rumber of thatts by msons of key left invehicle®) . 102,689

Rotes: : _

(1) Assumss 5% of all thefts are frauds — see Table 6.

(2) Assumes 26% of all thefts ara by profassionals — see Table 6.

{3) Assumes 25% of all thefts are by small-time thieves for profit — see Table 6.
(4) ~ Agsumes 45% of all thefts are for joy-riding or transportation — see Table 6.
-{8) Averaga losses for unrecovered and recovered vehicles are $1 522 and $2903,

_respactively, from Ref (13) see T‘abie 7 Total automobale thefts were
794 808 fOf 1976 : . .

Consumer Acceptabzlzty

Many performance criteria that impose obstacles in the path of a thxef will also put
comstramts on the authonzed user of the vehicle. If these are sufficiently annoying, many drivers
will not use the system or, if it i passive, disable it. Thus, the system will become ineffective for
theft protection. The. proper balamc@ between effectiveness. and. consumer acceptability must be
found. :

- In advanice of extensive testing, perhaps in the marketplace, the potential consumer accept-
ability of a performance criterion or system design must be a judgmental factor. The basis for this
judgment is the degree of change imposed on the driver’s habits. If, for example, a performance
criterion would impose addmonal time-consuming steps on the process of mobilizing the vehicle, -
it would suffer from low acceptabxhty Likewise, if it imposed difficulty on customary operations,
such as parking lot or valet services or getting back mto a car after locking a key m, it would be
Iess acceptable to the: consumer as well.

Cost

A proposed performance criterion alone does not have a characteristic cost. It is required.
that the criterion be implemented with an actual system desxgn to the point where a great deal of

detmled techmcal v:snblhty has been gained: before costs can be estunabed with any accuracy

~ However, the cost of any system resulting from a performance criterion is an 1mport&nt
rating factor.. Asnde from the pain and suffering expenenced by accident victims, auto theft is
primarily an economic. problem. The latter is the only factor in the great bulk of thefts. Thus, the
cost of axm-theft equnpment must be conmstent with the savings produced.
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The various manufacturers ciaim that they cannot estimate the separated costs for the
svstems that have been installed on U.S. automobiles for the past seven years.’***'#*' However, an
independent firm has performed such a cost study for entire compact and intermediate. vehicles
under Government sponsorship.'**” Although the breakdown of parts was not- detailed enough in
each case toseparate the antl-theft parts from the overall system in whnch they are contamed the'
data of Table 13 are included here for reference. - : :

_ In ranking- performance criteria, cost can only be assessed on the basis of engineering
. Judgment concerning: the probable relatxve cost necessary to 1mp1ement the various proposed . .
criteria.

Safety, Reliability, and Maintainability _

" These are extremely important performance indices for evaluating a gystem concept. How-
ever, at the performance criteria level, sufficient technical visibility of the specific methods
necessary or possible for implementing each criterion is not available for any realistic comparison
of these characteristics. It is felt, at this level, that their inclusion would only confuse the issue
~ and diffuse the impact of the other ratings which can be more accurately visualized. Thus, except
for comment in any unusual case where safety, reliability, or maintainability are clearly related
to the basic criterion under consideration, these factors should be deferred to the system concept
level. General statements that can be made &re that all antl-theft systems must meet the-
xmportant safety criteria’ mcludmg »

a) ensunng that no vehicle function Crltxcal to safety can be madvertently com-
promnsed whlle the vehicle is in ‘motion;

- b) ensunng that the occupants can open the doors. from msnde if necessary, and

c) prowdmg for mtenor door locks consistent with child safety.

Maintainability and theft deterrence are inherently conﬂictmg requirements and require a
trade-off. However, in general, defeat times that are consistent with theft deterrence are well
within the normal repair times associated with mamtammg a vehicle, Thus, it appears that this

trade-off can be: successfully achleved '

_RANKING OF FUNCTIONAL CRITERIA

Although virtually all of the performance criteria which fall into the two major classes —
functional and attack-resistance — can be evaluated for their effects on theft deterrence, con-
sumer acceptability, and cost, these classes should be ranked separately. Each system must meet
‘criteria in both classes, and specification for what the system should do must not be confused
with specifications on how well it must resist attack. To compare them in a single rank list would
be tantamount to vnolatmg the well- known precept agamst comparmg apples and oranges

‘ Wxth the exception of safety criteria of the type listed at the end of the precedmg sectlon ‘
- the various general functional criteria are listed and deﬁned as follows: ‘

1. Mabilization-Pfotection — This type of criterion specifies that the system must -
prevent activation of at least one automobile function necessary for its mobiliza-
tion, unless it is deactivated with the authorized code or code insertion device, The

" current standard, of course, specifies at least two critical automobile functions, but
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TABLE 93. CONSUER COSTS FOR ANTI-THEFT EQUIPMENT AND RELATED HARDWARE
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Front door latch end lock m'chanislm

Front door lock cylinder

 Lock centrol rod and plastic pushbutton -

Steering column
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. in any case -
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this was a réaction to the earlier ease in hot- -wiring. In fact, the resultmg systems
ended up less effective in- some ways than earlier systems. Thus, .there is no
fundamental advantage in redundancy. The unportant characterrstrc is attack
resistance which is covered in the other criteria class.

2. Mobilization-Passive Activation — This type of criterion specifies requirements for
the autoniatic activation of the protection system under some conditions intended
to define the point when the operator leaves the vehicle. The intent is to keep him
from leaving the vehicle unprotected against theft. The. current standard accom-
plishes this, in part, by ensuring that the system is activated whenever the key is
removed.

3. Entry-Protection — This type of criterion specxﬁes that when actwated the sys-v
tem would prevent all points of entry to the vehicle unless deactivated by the
" proper code or code insertion device.

'4. Entry-Passive Activation — This type of criterion specifies that the entry pro-
tection system be activated automatically whenever the operator leaves the vehicle.

‘5. Number of Codes — This type of criterion specifies an effective minimum on the
number of different authorizing codes for the moblhzatxon protection, entry pro-
tection, or both systems.

6. Anti-Key Retention — This type of criterion specrﬁes that the system must not be
. capable of retaining the authorizing code or code insertion device when the operator_
leaves the vehicle.

7. Key-Retention Warning — This type of criterion specifies that the system remind
‘the operator to remove the code or code insertion device when leaving the vehicle.

8. Mobilization Warning — This type of criterion specifies that the system remind
the operator to activate mobilization protection when leaving the vehicle.

9. Entry ‘Warning — This type of criterion specifies that the system remind the
operator to lock the doors when leaving the vehicle.

The above nine criteria are rated in Table 14 for theu theft deterrence potentlal with the
aid of the data summarized in Tables 11 and 12. The rationale and judgment exercrsed in the
process of esttmatmg the potential savings are summerized as follows: :

® [t is estimated that the combination of criteria 1 and 2 with sufficient attack
resistance could deter up to 80% of all amateur (vehicle recovered) thefts and 20%
of the professional category. In each case, these percentages should be applied after
_ subtracting those thefts.effected when the key was left in the vehicle. The savings
in the professional category accounts for those cases in which the car is stolen by
small-time thieves and sold to the professional operation. The resulting savings are
then separated 80%/20% between criteria 1 and 2 to account for an estimated 20%

of drivers who will leave the system deactivated if they have the choice.

® Because many means of entry leave no visible evidence, it is not known how many
stolen cars were left with unlocked doors. Thus, it is difficult to estimate savings
which would result from improved entry protection. Ultimately a window can
always be quickly broken. Thus it is estimated that the combination of criteria 3
and 4, at best, could result in saving 10% of the transportation category alone, with
further separation of 80%/20% between criteria 3 and 4 to account for drivers who
would leave the door unlocked if they had the choxce
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TABLE 4. THEFT DETERRENCE RATING — FUNCTIONAL CRITERIA
' o S _ Estmated Potentisl
. | - ‘ Annusl Savings or Bengfit Rating on a
® ‘ : , o o . .Costs. - Numberof " Relative Scale
T ' Criterion o ~ ($billions) - Thefts - from0to0 10
1. Mobilization — Protection “ 0.689 . .273887 10
.2 Mobthzation - Passive Activatlon _ 0.172 68,398 .. 28
°  3..Entry — Protaction _ 0048 - 28613 10
8, Entry Pamve Activation . _ 0.012 ‘ 7,153 0.3
6. Numbar of Codes® © 0.293 130476 = 4.8
8. Anti-Key Retention " 0133 68,099 .25
7. Key-Retention Warning. - - 0030 15,133 0.6
¢ . 8. Mobilization Warning ‘ S 0.034 - 13,879 ' 0.5 -
9. Entry Warning .7 0002 1,431 T 0
°Current benefit rather than séviﬁ'@ since now in common practnce ,
® : e Criterion 5 is'.now in universal practice to a"de.'gree‘ that is probably sufficient. -

Thus, its benefit must be estimated rather than savings. If there were a sub-

stantially fewer number of combinations, says 10 instead of 1000, there un-

doubtedly would be more thefts. It is questionable, however, whether anyone really

"wants to steal a car is deterred by the number of combinations. The relative

importance, of course, increases as other methods are made more difficult. Thus, it

¢ ' is felt that a factor of 20% should be attached to this criterion for all classes except
fraud to accurately represent its importance.

@ Criterion 7 is'now in universal practice, and available statxstlcal evidence mdxcates

that it has had little effect on the incidence of thefts by means of a key left in the

: - vehicle. However, the variability in the data would allow the potential benefit to be

[ ‘ of the order of 20% of the key thefts, so this value is assigned.

~ & Criterion 8 can only provide a portion of the benefit estimated for criterion 2. This
portion is arbxtranly estimated at 20%. Likewise criterion 9'is estlmated at 20% of
criterion 4.
e . It is of interest, at this point, to rank the nine functional criteria in order of decreasing theft
deterrence as shown in Table 15 before bnngmg in the more subjectxve judgment associated with
consumer acceptability and cost. -

It can be seen that the top six criteria, with the exception of anti-key retention, are
implemented to some degree in current automobile design practice. However, the current method
® : of passively activating the mobilization protection system requires that the driver remove the
key. Thus, this would not satisfy a.true passive activation criterion which is designed to ensure
that the system is activated when the vehicle is left. Thus, this analysis suggests that significant
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-TABLE 15 FUNCTIDNAL CRITERIA RANKED IN ORDER OF .
DECREASING TI'IEFT DETERRENCE ' :

Mobmzatlon Protectlon
 Number of Codes : :
 Mobilization - Passive Activation
Anti- Key Retention
.. Entry Protection
" Key-Retention Warning
- Mobilization Warning ..
Entry Passlve Activation Entry Warning

lmprovement in theft deterrence can be achxeved by applying a functional criterion which leads
to a system that automatxcally activates mobxhzatxon protectnon thhout driver optlon when the
vehicle is parked. -

The nine functional criteria can only be rated by arbitrary judgment for consumer accept-

ability. However, for purposes of this quantitative ranking task, this judgment has been ex-

pressed in terms of the relative ratings shown in Table 16. The rationalé is as follows:

® Criterion 1 can be implemented in many ways which will cause no change or
. impact on the driver’s habxts Thus, it is given the highest rating.
® Criterion 2 will likely requu'e some change in habits for effective unplementatlon,
for.example, the reinsertion of a code or-a key that cannot be retained each time
‘the vehicle is starbed or mobilized. In that sense, it is similar in effect to criterion 6,
and both are given a relative rating of b.

‘® . Criterion 3 represents no change from current practice. Improved attack resis-
tance, which will be rated later, may have an impact when the key is locked inside.
A rating of 10 is assigned here.
.® Criterion 4, however, will have a substantlal effect on the consumer. He would have
to unlock the doors each time he wished to reenter the vehicle after. havmg closed
"-the door. This would be expected to have & very low degree of consumer accept-
. ability and is assigned a rating of 1.

Criterion 5 has no impact on the consumer beyond current practice.

Momentary warnings, such as required for criteria 7, 8, and 9, have little annoy-
ance value to the driver. Criterion 7. is, of course now in’ practxce They are all
arbitrarily assxgned a rating of 8.

In a similar fashion, these cntena can only-be rated for their potential cost impact at this
~ stage on the basis of engineering judgment concerning the relative costs. lxkely to 1mplement

them. The ratings are shown in Table 17 and the ratlonale is as follows:

L Criv:rion 1, without any specification of attack resistance, will impose no -cost -
burden beyond that now in practice. Thus, a rating of 10 is assigned.
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TABLE 16. CONSUMER ACCEPTABILITY RATING ~

- FUNCTIONAL CRITERIA .
s Ratingona
S _ " Relative Scale -
Critsrien . om0t 10 -
\. Mobilization — Protsction 10
2. Moblllzatlm Passive Activation ‘ L '5‘._ :
3. Entry — Protsction . 10
4, Entry Passive Activation B ) o . 1
8. Numbar of Codss 4 S U
6. Anti-Key Rewntion 5.
- 7. 'Kay-ﬁst@mlon Wamiﬂg -8
-,& Mobilizstion Wsmm' 8
8. Entry Waming '-'_8 :

-+ TABLE 7. COST RATING ~ FUNCTIONAL CRITERIA _

Ratingons -

oo RelativeScale
Crisaricn ~ from0t0 10
1. Mobilization — Protection w0
2. ‘Mobilizstion — Passiva Activation &
3. Entry ~ Protaction o 10
4, Entry — Passive Actwm:on ' - 1d
8. Number of Codss V_ .10
8. Antl-Key Retantion _ : 8
- 7. Key-Retention Wammg ‘ o A 10

8 Mobihzmtioﬁ Weming- .~ - - ' S
9. Entry Warning T

Criterion 2 depends upon the degree of automatic or passive activation used.
-However, measures beyond the current key activation when the engine is turned
off will impose some cost penalty. A rating of 6 is assigned arbxtranly, because a
means of activating energy will be required.

6 Criterion 3 i xs in current practice and has been assigned a rating of 10,

Criterion 4 could be implemented by minor changes in the door latch mechamsm
which would not be expected to significantly alter its cost,

Criterion 5 is now in practice and will not lmpose any sxgmficant cost burden on
any syst.em which has been visualized.
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‘@ Criterion 6 would require minor cost increase in the lock cylinder, if a cylinder lock
- were used to-achieve its objectives. If innovative systems are used to meet other,
- criteria, the-anti-key retention objectives are not Tlikely to increase their complexnty '
significantly. Thus, a rating of 8 has been ass:gned ' N

o _Cntenon 7 is'now in practice and would not require additional costs.

‘® Criterion 8 and 9 would each require addmonal switches or circuitry to provxde the.
warning signals, but these would not be high. cost items. Ratings of 7 have been -
“assigned because, it is predxcted that the costs w111 fall between those: for criteria 2
"and 6. .

The rankmg of each of the functional criteria with respect to the three mdwndual perfor-.
mance indices can be seen from Tables 15, 16, and 17. In general, the ratings could then be
-weighted as to lmportance and the weighted ratings added to give an overall rating. At this point,
however, there is no rational basis for assigning relative weight among the. three- performance
indices. Thus, the three ratings for each criterion have simply been added and tabulated in .
’l"able 18, where the criteria have been rearranged in the order of decreasmg overall rating.

TABLE 18. OVERALL RATING FUNCTION_AL CRITERIA

(Bnnkod m Doemning Ordor)
_ Overall Rating
T pvienrd .. -one -
o Crivde o  Relative Scale . -
‘No. Tile . . fom0®30
" 1. Mobilization — Protection .30 -
) - Number of Codes. - o 248
. 3. Entry Protection A T 21
7. Key-Retention Warning S LY
. 6. .Anti-Key Retention 186
- 8. Mobilization Warning S o 165 ._
9. . Entry Warning - P 160
2 Mobilization — Passive Activation } 13.'5__‘
4, :

Entry r—PagsiVe Activation : M3

By comparing Tables 15 and 18, it can be seen that the addition of consumer acceptability
and cost ratings have caused the mobilization-passive activation and the anti- key retention
_cntena to drop to a lower rank. In fact, now the top four criteria are represented in current design
practice.- This is not surprising since consumer acceptabxlxty and cost have beerni of pmnary
concern in arriving at current practice. - :

It is important, however, to point out that if significant improvement in theft deterrence is
to be achieved by functional criteria alone, this will require provisions for brmgmg about passive
activation of the system,’ and/or preventmg the retentmn of key or code in the system when' the.
vehicle is left. :
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RANKING OF AT TACK RESBSTAN@E CRITERIA

In the previous discussion of the attack resistance class of performance criteria, it was
concluded that the performance level of an anti-theft system could best be specified simply in
terms of time-to-defeat. This ie the basic measure of performance, and such a performance
* criterion would obviate the need for any other. Most important, -it would impose no inherent
design restnctxon on the type of system selected to meet the various functxonal criteria.

- Time-to-defeat criteria can always be used by the individual desxgner as the design goal.
- However, their use as a basis for a performance standard suffers.from the inherent problem that a -
test subject and data mterpretatxon method must be. speclﬁed “This problem may ultimately
mndor an effective time-to- defeot cntenom unacceptable as a basis for the- safety standard.

If so, then attack résistance must be deﬁned by .several second tier performance criteria
which can, in general, include accessibility limitations, defined levels of conspicuousness, resis-
tance to specific tools, defined levels of complexity, and possibly resistance to several specific
attack methods not covered by the more general criteria. The use of these second-tier attack
resistance criteria will undoubtedly prove to be more cumbersome and design-restrictive than the
simpler time-to-defeat. However, because this approach may prove necessary, they will be rated
comparatively for theft deteﬁ*ence, consuser acceptability, and cost :

~ As noted i in prewous discussions, resxstance to specxfic tools and defined system complemty

are felt to be both overly demgn-restnctxve and generally ineffective. Thus, criteria-falling into

“these categomes will not be consnderod further. The identified forms of the ‘others- are hsted and
‘defined as follows: - :

1. Mobx!&zatwnaAccessab;l;ty — Thxs type of cnterxon specxﬁes that the decoder

. latching mechanism, and associated hardware carrying the binary locking signal -
must be located in vehicle locations with specified limited accessibility. Possible
alternatives include restricting these elements to locations other than the passenger
compartment to the engine compartment, or to the locations accessible only from
underneath the vehicle.

2. Entw»Accesssbahty — This type of criterion limits the exposure of any binary
element of the door latch system from outside the vehicle. However, to be practical,.
access by breaking the window glass would have to be excepted ffom the criterion.
Likewise, the criterion would have to allow access by cutting or deforming the door
panel or forcibly removing the lock cylinder or decoder.

3. Conspzcuousness- Visual — This type of criterion imposes a specified level of visi-
bility on any attack method feasible against the vulxxerable elements of the mobili-
zation protection system. :

4. Conspicuousness-Alerm — This type of criterion specifies that a sensor screen (see
Figure 2) be provided to sense illegel entry or attack on either the entry protection
or mobilization protection systems and also control an aural or visual alarm.

5. Temper Detector — This type of criterion specifies that the critical components of
the mobilization protection system be designed in such a way that effective forcible
attack result in disabling the system in the locked state. It is conceivable that this
could either be achieved passively with suitable design or actively using a sensor
screen and feedback system.
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6. Dual Codes — This type of criterion requires the use of & mobilization protection
code- or combination v_vhich'- differs: from that used on exterior entry protection
systems. It is effective only where the latter uses conventional lock cylinders or

* other devices that can be decoded from outside the vehicle.

1. Code Restnctwns — This type of criterion forbids ‘certain combinations of code
" elements which are unusually vulnerable to decoding or lock forcing. 'I‘hey would be
effective only in the case of conventxonal mechanical locks.

'8. Visible Codes — This type of criterion prohibits the visible recordmg of a code on
~ the vehicle. '

9. Power Restriction — - This type of cnterlon forblds thie use of a system that: requxres :
.an umnterrupted source of power or energy to remain locked.

These nine cr'it,eria are rated in Table 19 for their theft-deterrence potential with the aid of
the data summarized in Tables 11 and 12. Reference is also made to the functional criteria ratings
‘of Table 14. The rationale and judgment exercised in the process of estrmatmg the potentral
savings or benefits are summarized as follows:

® If time-to-defeat cannotbe used as an expressed criterion, then theft-deterrence
can only result from criteria which are either designed to produce sufficient time
for defeat or to reduce the allowable time. The two methods visualized for extend-
ing time-to-defeat are effective limits on accessibility for the vulnerable elements,
or protection of accessible elements by an effective tamper detector which obviates
all rapid methods of attack. Both of these general criteria, it is felt, can lead to
effective methods of theft deterrence. It is estimated that up to 80% of all amateur
“thefts thhout the key could be deterred and 20% of the professional category. “This '~
figure is used in Table 19 for criteria 1 and §, although even great,er savmgs would ‘
- likely be possxble if the system were, in addition, passive. :

@ The functional entry protection criterion would require an accessrbrlrty criterion to
achieve the level of theft deterrence aasxgned inTable 14, Thus, criterion 2 is-given
 this same rating. o

. -@ Visual consplcuousness without an dlarm, is expected to deter some amateur
' thefts, but not a large percentage .A value of 10% of amateur thefts wrthout a key is
assrgned to this criterion. :

e Conspicuousness by an attention- producmg alarm, it is felt, would be more effec-
tive. However, it is not believed that the consumer would ever accept a passive
alarm. There is some evidence that alarms are activated by the driver less than

50% of the time and that they, in turn, only prevent theft in a fraction of cases
when they are activated. Thus, 20% of amateur thefts without the-key is used as
. our estrmate of the deterrent value.

® The use of the door lock to determme the mobilization code is a known method of ,
theft. However, purportedly, it is only in common use by professionals, and the
universal use of dual codes will likely only force the professional to adopt another
method to get the cars he desires. Thus, no deterrent value is assxgned to
cntenon 6 : :

. Cntenon 7 can have a small effect on amateur theft and a value of 10 was assrgned _
to it. : ‘
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TABLE 10, THEFT-DEVERRENCE RATING — ATTACK-RESISTANCE CRITERIA

Estimoted Potental.
Annus! Ssvings or Benefit

I . Costs . - - Number of - Ralative Scale
- Critorlon - - ‘ - (8 billions) -  Thefts. from 0 t0-10

1. Mobilization — Accessibility - _ 0.688 273,587 10

. 2. Entry — Accessibility 0.049 28,613 _ 1

3.

® BN | s

Conspicuousness — Visual - - 0095 48,070 - 1.8
. Conspicuousness — Alarm ' 0.190 96,140 35.
. Tamper Detector -~ 0.689 273587 10,

Dusl Codes . ‘ 0

. Cods Reswictions = = - 0.085 48,070 s
. Viiible Codes® - 0.085 ago070 - 18
. -Powar Restriction® R ~ 0.085 48070 18

°Current bsnafit rather than savings sinca now in c'ommonvpractice. ‘

o kaewnse, cntermn 8 whxch is now essentxally in umversal use, hkely 1nh1b1ts some

amateur thefts soa value of 10 was assigned to it.

©- Finally, the requirement that the system be mdependént of a power source which is

Ta\ble 19 shows that the resulting rankmg of attack resistance criteria for theft deterrence
shows mobilization and tamper detection in a strong first place. Both are capable of imposing
significant theft txmes These are followed by the alarm criterion. The remamder of the attack

true for all existing systems forecloses antlclpated methods. of attack which, al-
though cumbersome, might increase amateur theft.- Thus, a value of 10 was
assngned to this criterion.

resistance criteria are felt to have very low deterrent values.

Like the functional criteria, attack resistance criteria can be rated for consumer accept-
ability based on inherent inconvenience or change in driver habits that they would impose.

. Relative ratmgs have been assigned in Table 20 according to the followmg rationale.

©

Criteria 1 can be 1mplemented in many ways which would not have any impact on
'drwer habits, It is. even possible to obtain the benefits of effective accessibility

requirements and use a key which appears identical to those now used. Thus, a
value of 10 has been assigned.

- Criterion 2, however, is perceived as causing some driver i inconvenience when the

key is accidentally locked into the vehicle, because effective accessibility limits
would preclude the current methods of entry without the key. Thus, a value of 5
has been assxgned

- Visual conspicuousness, criterion 3, has no real unpact on the user and has been
~ assigned & 10 rating.
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TABLE 20. GONSUMER ACCEPTABILITY RATING -
' ATTACK RESIST ANCE CRITERIA '

Rating ona
L o " Relative Scale
. Crlterion‘ - .. .. tromOto 10
1. Mob'lnzatlon - Accambnllty R 10
2. Entry — Accessibility e 5
-3..Consp|wousness-V|sual R 710
‘4. Conspicuousness ~ Alerm - 5
5. Tamper Detector E . o » ‘10
6. Dual Codes ' : -7
‘7. Code Restrictions - IR 10
8. Visible Codes - - N [

9. Power Restriction - : 10

‘®  The alarm, however, is known to be an annoyance to the owner, especlally when
implemented in a passive or automatic fashion, and has been ass1gned ad ratmg

_® Criterion 5 can be 1mplemented in ways whxch will be 1mperceptlble to the dnver o
-and thus is given a 10 rating.

® Criterion 6 i in use now by.one ‘major manufacturer and is known to cause some
mild annoyance to the driver. However, this is not felt to be as unacceptable tothe
driver as criteria 2 and 4 80 it has been assigned a 7 rating.

@ The remaining criteria can all be implemented in - ways which cause no percexvable_'
effect on the dnver Thus ratings of 10 were asslgned '

Each of these criteria can be rated for cost impact’ through the use. of engmeermg judgment
concerning the hkely complexity and cost of hardware required for their implementation. It is 7
‘important to note that only i increases in cost above that consistent with the current types of

o protective systems are considered in this Judgment The ratmgs are shown in Table 21. according

to the following ratmnale

© Criteria 1, 4, and 5 all xmply the most complex level of addmonal eqmpment on the
list. At this point, there'is no basis to assume that there are relative differences
among them, so a rating of 3 has been assigned in each case. Criteria 1 and 4 each
require some type of central signal processor which: presumably would be remote-
from the passenger compartment. In the case of criterion 1, signals would be
transmitted to this unit from a code insertion device. In the case of criterion 4,
signals would be transmitted from .a sensor screen. If criterion 5 is implemented in
an active way with sensors and a remote signal processor, it is entirely comparable _
to an alarm system. It is conceivable that it could be implemented passively; for
example, .as an added feature on the existing type of steering column lock. Al-
though in this case 1t would hkely be less costly, it wouild also be less effective,
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TABLE 21. COST RATING —
. ATTACK RESISTANCE CRITERIA

Rating on &

- : o Relative Scale
Griwrden - from 0 to 10
1. Mobilizstlon ~ Accassibility - - 3
‘2. Entry — Accessibility . _ 8
'3, Conspicuousnass — Visual ' .10
4. Conspicuousnass — Alarm | 3
5. Tampar Detector a e 3
6. Dual Codes . - 10
7. Coda Restrictions : : : .10
8 Visible Codes 10
8. Power Restriction - - 10

Being vulnerable to direct mechanical attack in the péésenger compartment. In
Table 21,1t has been given the same rating as criteria 1 and 4 to be consistent with
the potential theft deteﬂence rating assxgned in Table 19

Cntenon 2 requu-es the addltxon of protective shxelds or the redesxgn of the door ’
latch. mechanism. This, it is felt, can be 1mplemented with relatwely little cost
xmpact beyond current hardware so it has been assigned a value of 8.

® The remaining criteria can each be implemented with vxrtually no increase in

complexity over the hardware now in common use, and thus have been assigned
ratings of 10. For example, criterion 3 requires, at most, a configurational change,
and this may be inherent in a relocation to obtain inaccessibility. Criterion 6 can
be achieved merely by using the trunk or glovebox code for the doors as well.
Criteria 7 and 8 are in common practice now and criterion 9 merely would impose
some design restriction on the nature of any system designed to implement the

" mobilization protectxon function. It is, of course, in effect with the current types of N

steering column locks. It is also significant to note that a likely safety criterion
applied to the design would restrict the use of a system that requires power to
remain unlocked, assuming that the vehicle function locked is required for safé
operation. :

Combining the ratings for the three indices, as before, without the relative weighting, results
in the ranked list of Table 22. While the numerical ratings here are somewhat arbitrary, the
relative importance is felt to be significant. The conclusions are that, if the important time-to-
defeat cannot be used as a performance criterion, the most important attack resistance criteria »
become limitations on the accessibility of the vulnerable elements of the system as covered by
criteria 1 and 5. This is true in spite of inherently higher costs associated with these criteria. The
next group ‘members achieve their relatively high ratings by virtue of the fact that they are cheap
and unobtrusive rather than effective. Fmally, the last two are low on all three counts '
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TABLE 22 OVERALL RATING 'ATTACK RESIST ANCE CRITERIA

(Rankad in Domnlng Order)
_ .Overall Rating
, ) ~ ona -
o Criteria : " Relative Scale -
No. Title o S from 0 to 30
~ 1. Mobilization — Accessibility:- 23
5. Tamper Detector : SR
D3, Consplcuousness Vlsual o - 21.8
7. Code Restrictions - 218
8. Power Restriction : 3 . 218
8.. Visible Codes . 218
~ 6. Dual Codes - ‘ : 17
A 2. Entry Accessibility ' - 14
4. Conspicuousness — Alarm - o 15

EFFECT OF THIEF ADAPTABILITY

The theft deterrence ratings of Tables 14 and 19 were based on estlmates of the. potentnal
reduction in theft in terms of the current incidence of theft methods as detérmined in the vehicle
theft survey of Chapter 3. However, it is very important to consider the adaptability of the thief;

. when designing a new anti-theft system which will see wxdespread application, or writing a new
) ° -anti:theft standard. Recent history demonstrated that the widespread implementation of a very
* . effective method for countering hot-wiring simply resulted in the adaptatlon of the thief popu-

lation to different methods of attack.

If the ruling performance criterion is stated in terms of time-to-defeat — regardless of the
method — then the designer must visualize every possible method of theft and design his system
accordingly. If he overlooks some method of attack, then his system will not meet the criterion.
However, if attack resistance is specified by some combination of the second-tier criteria, such as -
* those listed in Table 19, then the situation is not so straightforward. Suppose, for example, that
criterion 1 or criterion 5 is implemented very effectively and universally so that forcible attack on
‘the decoder or latch mechanisms becomes much to time-consuming or conspicuous for the bulk of
* thieves. Then, the thief population would carefully scrutinize the system- for-another weakness.
Now suppose, in addition, that conventional keys are still employed in a given system' and the
same code is used in the door lock as in the mobilization lock. In this case, it would be expected
that the method known as door-lock impressioning (see Chapter 3) would come into much more
widespread use than is carrently the case. This would raise the relative importance of criterion 6
— dual codes — from that based on the current incidence of this type of theft.

This line of reasoning illustrates the importance of covering each significant type of attack
with a deterrent criterion when using second-tier criteria. The net result is that both the system
~ - designer and the standard writer must visualize all of the general methods of attack and counter
them with effectxve design goals or standard provnsxons : S
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It is interesting and significant to note. that the time-to-defeat criterion does not place the
burden on the-standard-writer, only the designer. In payment for this burden however, the
designer is gmmed much less design restriction.

In quantltative terms, this means that assuming one of the most deterrent criteria, such as

- gttack resistance — criterion 1 or 5, has been implemented, those having a lower current

deterrence will become. much more important. This must be recogmzed by the standard wnter if
the resulting standard is to have wore than a translent value..

SUMMARY

The discusgion in this chapter shows that effective anti-theft system design requires that the
anti-theft standard and design practice reflect two classes of performance cntena — functional
and attack resistance.

The most important functional criteria, however, are already covered by the current stan-
dard (FMVSS No. 114) or are in currént general practice. The only significant improvement in
theft deterrence suggested by the analysis is a higher degree of passwe or automatic activation of
the mobilization lock, and this would carry a sxgmficant penalty in consumer resistance and cost.

It was shown generally that a time-to-defeat requxrement is the most effective attack
resistance criterion and that its use would effectively obviate the need for any other It also would

' mherently impose the least design restriction of the attack resxstance criteria.

" However, it was recogmzed that practxcal problems of 1mplementatxon may preclude the use
of a time-to-defeat requirement in a revised safety standard. In this event, it would be necessary
to specify attack resistance in terms of a number of second-tier criteria which impose limits on
accessibility, levels of cbnspicuous‘ness, and resistance to specific types of attack.

The most lmportant of these second tier cntena were found to be those specifying accessi- -
bility limitations or tamper protection. The first would place specific limits on the location of the
decoding and latching functions of the mobilization protection system. The second would specify
a design that requires a txme-consummg repaur or reset for any effective forcible attack on the
system.

However, it was recognized that if such criteria were implemented, the thief would likely
resort to one of several methods which are now rarely used. This would require additional criteria
concerning the use of differing codes for doorlocks and mobilization locks, restrictions on certain
combinations, restrictions on the visible recording of codes on the vehicle, and restnctxon to a
system that requires no power source to remain locked.

When universally applied, it is predicted that a criterion which specifies limits on entry lock
accessibility will have little theft:deterrent value. It does have high consumer acceptabxhty and
low cost.

Alarm systems, while providing moderate theft protection, w111 suffer from low consumer
acceptabxhty when automatically actxvated and also because of their hlgh relatwe cost.
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' 5.SVSTEM éoESsGN .

A major portxon of the effort in this program has been devoted to the design and fabncatxon
of an improved anti-theft system based upor the- performance criteria: 1dentxﬁed in the earlier
tmeke The desxgn stage of this task is described in this chapter o

DES IGN GOALS AND SPECIFBCATI@NS

‘ The first stage in‘the design process is the conceptual design. At the outset of this stage, it is
necessary to identify the performance goals and specification, where possible, that the system is
intended to satzefy The performance criteria identified and ranked in the preceding chapter

provide the basis for these goals and speclﬁcatxons The designer must select and refine the

particular set toward whxch he will design. This is eccompllshed along w1th the addition of -
- safety, cost, mamtamabnhty, and rehabnhty goals in this section.

Functlonal

Based on the evaluation presented in Chapter 4, the nnportant antx-theft functxonal per-.
formance goale selected for the improved system were as follows

(1) Mobilization — Protection — The anti-theft. system is to prevent at least one‘
automobile function necessary for 1ts self-mobxhzatxon, unless deactlvated wnth
- the proper-code; » : :

(2) Number of Codes — The syetem is to be capable of bemg coded with at least 1, 000
different combmatxone, . ,

(3) Entry Prutection — The system is'to incorporate locks requiring the proper code or
key on all entry points, including the engine compartment hood;

(4) Anti-Key Retention — The system is to incorporate a design feature that wxll .
ensure that the driver will not leave the mobilization protection system deacti-
vated; and

(8) Passive Activation — The syetem isto mcorporate a design feature that will ensure
~ that the mobilization protection functxon will be activated when the driver leaves .
the vehicle. :

Goals (4) and (5) were selected as desirable desxgn goals even though they were ranked
below the various warning features in the ranking of Table 18. This selection was based upon the
theft deterrence ranking of Table 15, and the fact that the purpose of this design is to produce an
improved anti-theft system. The only functional 1mprovements of any importance are visualized
to be anti- key retention and passive activation features

Attack Rsslst*ance

The fundamental attack resistance goal to be satisfied by the improved anti-theft system is-
that it be capable of resisting forcible deactivation for at least 10 minutes. However, this has been
_ tmnelsxted into & deslgn approach as follows: :

(1) Mobalzzatwn — The vulnerable elements of the moblhzatlon protectxon system
will be contmned either in a secure housmg located in the engme compartment ina
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relatlvely inaccessible place such that all conceivable methods of attack will take
at least 10 minutes; or the mobilization protectlon system will incorporate a
tamper detector which will cause the system to disable in the locked state. when
forcibly attacked in such a way that a 10-minute restoring period is ensured.

‘ (2) Entry — The vulnerable elements in the entry protection system will not .be
- accessible from outside the vehicle except by breaking the window, cutting or
deforming:the door panel, or forcibly extracting the doorlock cylinder.

(3) Conaptcuousness — The mobilization protectnon system will be arranged such that
the action of the thief will be visible for effective methods of attack

(4) Codes — The system will be capable of codes which will effectrvely preclude trxal- :
and-error and the decoding of the door-lock combination to obtain the mobiliza-
~ tion combination. The code will not ‘be marked on the vehicle.

- (5) Power restriction — The system will not requrre any. power source to remam in its
locked state. :

It can be seen that this list of design goals effectively incorporates all of the first eight

_ ranked criteria of Table 22. It was felt worthwhile to include an entry accessibility goal, despite its

- poor.overall rating, in order to beneﬁt from the design expenence and testmg on the prototype
system.

§ Safety

(1) When the vehicle is in motlon, the system will be designed to prevent the inadvertent
activation of a lock on any vehicle functron which could compromxse safety.

(2) The system will not require the reinsertion of a code or code msertxon devrce in order to
restart a stalled engine.

(3) The entry locks will be capable of being manually unlocked from inside the vehncle

Cost _

' The design of the system will be consistent with an increase in consumer price of $50 or less

in very large production quantxtles This is well within the anticipated cost savings which can.

" .result as determmed by the theft survey, even if less than half the number of current thefts is
deterred : :

. Mamtainability

The design of the system wrl] be consistent with disassembly, part replacement, and -
reassembly in a time period of about one hour. This is comparable to the servicing times for
current designs. The possible requirement that the vehicle be towed to a service facility in the
case of an unsuccessful attack is felt to be a reasonable tradeoff, in view of the fact that the owner
would strll have his or her vehicle.

Reliability

After development, the design of the system will be consistent for high- volume productxon
with rehabxlxty levels comparable to those of exxstmg automotive mechamsms and electrical
_ components
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Following the selection of the general design goals, the next step was the identification of
~ design concepts and a preliminary screening to determine the most promising. Because of the
precccupation of the American public with the automobile, the sharp increase in vehicle theft in
recent years, and the Yankee ingenuity of Americans, there are a vast number of existing and
proposed anti-theft concepts in circulation. For those actxvely involved.in the anti-theft problem,
' barely a week goes by mthout the appearance of a * ” device or system descnptxon

- As no‘ted in Chapter 3, the great majority of these systems involve combinations of alarms,
ignition shut-off switches, fuel shut-off valves, and additional locking devices. Many of these
systems would suffer greatly in effectiveness, were they to become factory equipment and well-
known and understood by the potential thief. However, many ideas generated in the past have _
potential for application in effectwe factory-installed anti-theft systems :

The approach taken for the conceptual design task followed the generalized anti-theft
system described in Chapter 4. Various means of accomplishing each of the major component
functions of Figure 2 were generated. For this purpose, sessions were organized that included
specialists in a variety of technical disciplines. The identified concepts, along with those provided
by previous investigators and designers, were than classified morphologically and are discussed in
this report in the context of this classification. This approach helps to avoid overlooking promis-
. ing concepts or classes.of concepts. It also provides some economy in selecting the most promising

or appropnate classes of concept for further more deta:led evaluation and prehmmary design.

: Mobilizatl@n Protection C@ncepﬁs

Table 23 lists morphologically all of the mobllxzatlon protection concepts ldentxfied The.
concepts are organized according to function (code insertion, decoding, latching, vehicle function
locked) and the principal energy or signal transmission medium. In general, one could employ
various cross-combinations of concepts to accomplish the four functions. However, code insertion
and decoding must be considered together since these elements are inherently mated. Moreover,
the optimum latch is primarily determined by the vehicle function to be locked.

These concepts are discussed briefly in this section to evaluate their promise in general and
to screen out those obviously unsuitable for the test system to be constructed in this program. The
more proxmsmg concepts are then evaluated in more detaxl in the next sectxon

Vehicle Functions

As listed in Table 23, vnrtually any vehicle function critical to the operation of the vehicle is
a candidate for the protection system. Control of the ignition primary is traditional and offers a
convenient method of accomplishing the engine activation and deactivation requirements . .
embodied in the current standard. Ignition timing could also be locked in a condition which
would preclude engine operatlon, but this would not be a desirable way to shut off the engine,
since unfavorable combustxon conditions would occur as the engine shut down and damage could
result, ~ :

"Another family of engine functions that could be used, either in addition to or instead of

ignition primary switching, include the interruption of air, fuel, or mixture flow to the engine.
These methods, in general, would be implemented with a. valve. Depending upon where it is
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TABLE 23

- MATRIX OF MOBILIZATION morecno.n_covucebrs

_ Functions |

Media

, Code Insertion -

. Decoder.

Latch

Vehicle Function Locked

Mechanical

Conventional Key
Improvements

Medeco Lock

Ace Lock

Keso Lock

, Bura Lock .
Strengthening against Removal
Armoring the Housing
Button Combination Lock
Dial Combination Lock

* Lock Cylinder

Bolt

Switch

" Pneumatic

Conventional Key

‘Keyboard

Pneumatic CVIinder

Fluidic Logic .

Bolt
Switch

Hydraulic

_ Conventional Key
Keyboard

v Electrical Keyboard

Hydraulic Cylinder -

'Roiary Spool Valve ;
(Electro-mechanical)

" Bolt

Switch

Combined with Decoder -

‘Electrical

Magnetic Key ,
Passive Electrical Key -
Active Electronic Key

. Keyboard .

‘Magnetic Circuit
Remote Electronic Circuit

. Optical

_ Punched Hole Key

Conventional Key (Tritsch'Pate'nt)

‘Character Recognition

Acoustic

Fingerprint Recognition

. Voice Recognition

Tone Burst

"Remote Electronic Circuit

Solenoid
Relay

" Brakes

Steering
Sﬁhi_ﬂ‘ Lever.
Transmission

~ Ignition Primary

Ignition Timing

. Fuel Flow
‘Mixture Flow
* Air Flow
- Starting Motor

I
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accomplished, fuel flow interruption is vulnerable to the substitution of an alternative supply by
the thief. Ultimately, this might force him to replace the carburetor. Mixture or airflow can be
interrupted by a gate or plate valve incorporated into the intake manifold, and this concept could
result in an extremely effective mobilization protection system. However, for purposes of a
retrofitted test system, it is not promising because it would involve an external, and thus -

vulnerable, valve which wo'uld alter the flow geometry in the critical intake flow path.

Another approach to the interruption of mixture flow could be implemented by deactivating
the valves already present in the engine. Such a scheme has been proposed for achieving a
variable displacement engine'®®'. Solenoid actuators are used to activate or deactivate cylindersin
response to load demand. This type of system could be used for anti-theft protection if it were -
already installed in.a vehxcle for achxevmg fuel economy. However, it would be far too costly for
anti-theft alone. :

" In principle, exther the service or parking brake system could be locked by the anti- theft
syatem However, conventional parking brake linkages and hydraulic brake lines are vulnerable
to being cut by the thief. Moreover, in the case of the service brake system, effective attack by a
thief is likely to produce a number of vehxcles on the road bemg operated - thhout brakes thus
creatmg a safety hazard.

Steering is. the currently conventional second locking function and it remains a strong
contender. It can be effectively accomplished by a latch or bolt at any point ahead of the pitman
arm or output of the steering box. Beyond: this point the linkages are vulnerable to mechanical
attack. Moreover, the force levels which a thief'can apply with the steering wheel are very hrgh on.

~ the output shaft and lmkages making locking very difficult.

 The shift lever is currently used as an interlock on the steering column lock. However, the
linkages can be disconnected and the transmission manually shifted to drive within the engine
compartment. With increased protectxon of the linkages or a floor shifter, thxs method could be
used as an effective locking system.

Even more promising, however, is the transmission itself. Locking, along with decoding, can
be accomplished within the transmission casing. Two general concepts are the use of the current

. “PARK" interlock used to lock the rear wheels, or the addition of a hydraulic by- -pass valve which

could interrupt torque transmission when the system was activated.

Locking the operation of the starting motor.is an effective anti-theft concept for a vehicle
with an automatic transmission. This is currently being implemented in well over 90% of U.S.
automobiles in production. '

In summary, in addition to ignition primary, the most effective mobilization protection -
concepts include the locking of steering, transmission output motion, torque transmission, or
mixture/air flow. All of these are also candidates for the test system to be constructed in this
program, although mixture/air flow valving is somewhat inconvenient to implement as a retrofit
system since it involves a custom inlet mainfold. Likewise, modifications within the automatic
transmission would.involve envelope restrictions and dxfficultxes as retroﬁt concepts whlch would

not be the case for original equipment.
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Code Insertwn and Decoding Concepts :
The baselme mechanical code/decode system is, of course, the conventxonal key and lock -

‘cylinder and it must remain as a promising device due to its simplicity, low-cost, and user

familiarity. Its major vulnerabilities — removal and picking — can be decreased somewhat and
more detailed discussion of concepts for these purposes will be presented in succeeding sections of
this report. However, its basic disadvantage, the proximity of the decoder to the code insertion -

- - point is inherent. This proximity means that a thief can use mechanical attack on.the ‘housing to.

get to the functions which are protected by the lock while in the passenger compartment

Table 23 shows that virtually every media offers the possibility of an analog to the coriven-
tional removable key and an analog to the combination lock; i.e., a keyboard system. There is a
basic design trade-off question between the use of a removable key, on the one hand, with a
proven user acceptability, and a keyboard which precludes the key being left in the vehicle, and

thus. prevents some 13.5% of current thefts.

Of course, other methods can be used to prevent leaving the key in the vehicle. Also, the use

of remote — and thus less accessible — decoding can be accomplished with any one of many -

removabie key concepts. Thus, the selection between key and keyboard should be left to each
designer or manufacturer, provided the system meets minimum functlonal and performance
requiremerits.

_ The use of conventional mechanical combination locks for this application has questionable
merit. This type of lock, typically, is considerably more costly than a key lock. Moreover, the

. decoder remains in close proximity to the code insertion locatlon and, thus, is vulnerable to du-ect
attack or removal. : : A

Pneumatic code signal insertion and decoding are technologically feasible. In an automo-
bile, such a procedure would typically make use of the manifold vacuum as the energy source in a
fashion similar to the many other control functions now performed in this fashion in the
automobile. However, since the engine is off when the system is being deactivated, a vacuum
storage device would be inherently required and this could prove unreliable due to potential
leaks. Moreover, the fluidic logic — to provide 1000 combinations — would require many
switches since these combinations typically are b.nary. Thus, the device would ‘require the
development of multilevel resolvers, or require a large number of simple switches, and this would
be considerably more complex than the current air conditioning and ventilation control system.
The hydraulic analog would be similarly complex with the added disadvantage that there is no

source of hydraulic energy at non-atmospheric pressure convenient for code signal transmission.

However, an electro-hydraulic system in which the end function locked is the flow of
pressurization of the hydraulic fluid in the transmission remains a promising concept.

" Various electrical, elecfronic, or magnetic removable keys have been identified as promising
methods for coding an “unpickable” or remote decoder. The following list does not pretend to

. exhaust all possibilities, but provides a representative samplmg

® Conventional key with several magnetized buttons whxch operate bnstable tum- -
blers in the matmg lock cylinder;
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O Plastic laminate key card which contains a recorded permanent magnet code
which is “read” by the decoder, much as the tape is read by a recorder;

e Conventxonal key or plastnc card containing coded spots of magnetically permesble_
or electrically conducting material which complete magnetic or electrxcal circuits
in the decoder, respectively; -

. 9. Key or card containing resistive, capacitive, or inductive elements which complete
a circuit in the decoder to.inactivate the system,

o  Active electromc key circuit which tranemxts a signal to a remote recewer, thereby
avoiding a key slot or location for tampering. -

All of these components are feasible and can provide convenient coding for an anti-theft
system. Most of them are inherently more costly than a conventional key, but they offer the
‘advantage that electrical signals can be more easily transmltted to a.remote decoder than can
mechanical sxgnals '

Howevet, the alternative code-insertion device is the electrical keyboard which, of course,
precludes the leaving of the key in the vehicle. Since keyboards are now being used in great
quantity for a wide variety of consumer products, such as calculators and even in automotive
" applications, they are available at low cost. A keyboard system with a remote decoding circuit in
an inaccessible location at the point where the vehicle function locking is performed is perhaps
the most strsxghtfozward low cost concept capable of easxly being retroﬁtted to an exxstmg test
vehicle. :

" Various opticel coding and decoding concepts have been proposed. They incl\ide:

© A plastic card punched thh a coded hole pattem that is read by masked
photocells;

© A decoder which incorporates “tumblers” that respond to a conventional key to
produce ceded light paths that are then transduced to a coded electrical sngnal and
decoded remotely (Tritsch, U. S. Patent No. 3,639,906); S

® Sngnature or fingerprint recognition systems whxch ‘would allow vehicle operatxon
only by authorized users.

All of these concepts are inherently more costly than their electrical counterparts and, in
general, do not appear to offer any basic advantages. Signature or fingerprint recognition is a
developing technology which is probably not ready for automotive application. It also makes

multi-user operation difficult, unless the required computer contains sufﬁcxent memory for

storing the requu-ed number of different characters.

_ The same comments can be applied to‘voice recognition systems. Tone burst coding could
conceivably be used to activate a remote decoder, but there is no good reason to use it in this
application. Its primary advantage lies in the remote keying of devices through a voice transmis-

sion path, such as a telephone line or a radio link. For this application, the code-insertion device
~ can use ‘multi-conductor cables or simple unmodulated pulse sequences to actuate a remote
decoder
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~ Sensor Screen Concepts

The sensor screen class of antx-theft concepte contains systems which sense the incursion of

a thief into the automobile or his tampering with the main mobilization protection system. The

“system tlien either sounds an alarm or operates on the protection system to render the. attack
‘fruxtlees, or both. Table 24 llStB the various identified concepts for this purpose morphologlcally

, Alarm systems: form the best-known ‘class of sensor screens and thus,. deserve major
discussion at this point. The major component in the alarm system is the processor whichis a -
simple circuit deexgned to respond to the closing of any one of several switches and turn on an
alarm, such as a siren, bell, or the vehicle’s horn. Usually two time delays are provided, one.to .
- allow the operator to get out of the vehicle after activating’ ‘the system without setting it off, and -

- another to allow him to shut it off after he reenters the. velncle Often, the alarm, xtself is placed. :
" on a timer so that it ceases and resets after a period of séveral minutes.

Speclﬁc alarm circuits will not be described in this report. They are well developed and
.covered in the popular electromc lxterature"’ “_and ‘many vanatzons and unprovements are
'poeetble, lmuted only by the mgenmty of the deslgner

For purposes of thxs program, however, several factors of xmportance should be mentnoned

- ® Unless the alarm system feeds back to lock. out cntu:al functions, it is mherently
" incapable of delaying a theft itself. It ‘only makes the theft more conspicuous..In a .

* . remote or unpatrolled area, the thxef can steal the car and i 1gnore the alarm until he
gets to a safe location. :

® Unless the engine compartment is’ locked or the alarm sounding device i 1s placed in
an inaccessible location, the thief can use the time delay provided to disable the
. sounding. devnce and then proceed with the theft as if the system were not there.

@ Although a tllt-sthch alarm is the only known method to effect:vely protect a
vehicle against theft by towing, it suffers from a major weakness due to the ease
with which it can be set off. The thief merely sets it off repeatedly until the owner '
leaves it shut off. The thief then steals the vehicle in.normal fashxon

@ ' Tilt switch and other alarms are already causing significant annoyance in densely
o populated areas. This could be expected tobecome prohibitive if all cars had alarm
systems

®  The retail cost of effective alarm systems now ranges between $50 and $150.
~ Produced in volume sufficient for installation in every car, the manufacturing cost
* would undoubtedly drop, but it is questionable whether it would be low enough,
. when combined with that of improved basxc protectlon systems, to meet the $50

- price goal for this program. : A -

" In general, it may be concluded that the marketplace has probably already aelected the
appropriate application for alarm systems — additional protection for the individual owner who
desires it and finds its cost acceptable. Moreover, as more and more alarms are installed, it is
likely that local restrictions will be apphed concemmg txlt-sthch actuatlon, acceptable sound _
levels, and shut-off time lumts
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TABLE 24 -
MATRIX OF §ENSOR SCREEN CORCEPTS
Funstion ‘ .
Medio : Sensoy ' Processor Feedback . . Afarm
Mechanical Presence of Lock Cylinder None - 1. Freezes the Normal None Required
Lock Mechanism
2. Opens the Mechanical
Connection & Covers
Access Hole
Electrical ' - Door & Entry Switches Alarm Switching Processor Can be Used to Lock Out’ Usually Vehicle
: : Critical Vehicle Functions = . Horn or @ Simn
. .. Switch to Sense Presence ) Can be Flashing Lights
- of Lock Cylinder T )
Tilt Switches
Optical Photoelectric Cells to Sense
Incursion or Thief’s Presence
Acoustic’ Ultrasonic Source & Sensors a ‘ ,
. Detect Thief’s Presence ' : v v
Hydraulic " Pressure Switch Senses Opens Starting Motor Circuit None Required-

Presence of Lock Cylinder a

None Required

or Other Critical Circuit




- Optical and acoustic sensors are commonly applied in area security systems where there are
. a large number of possnble incursion paths and switching would be expensive. In the case of an- -
automobile, there are typically only six entries of interest and four of these already have usable

switches. Thus, there is little advaritage to these concepts which are mherently more costly '

The other major classee of sensor screen concepts are thoee in whlch tampering with the
main protective system is sensed rather than vehicle entry. The class of mechanical concepts
designed to respond to the forced removal of a lock cylinder to ensure that this action does the
thief no good is one of the most promising methods of i rmprovmg the current steering-column lock.
However, it carries with it the necessity of i xmprovmg the resistance. of most lock cylmders to -
-picking. Both of these eub_)ects will be covered in more detaxl in a succeeding section.- :

" An electrical sensor could also be placed in the steering column lock to detect the forced
rernovsl of the lock cylinder, but the knowledgable thief would likely be able to readily by-pass
such protection, unless the latching device were buried in an extremely inaccessible location. In
this case, a sophisticated device is bemg applied only to guard against one form of attack. It
would appear to be fundamentally more advantageons to couple this latching device to an
effective code-msertlon and decodmg system and use it. as the main moblhzatxon protectxonz

eyetem :

Another type of sensor that has been proposed to sense forced removal ofa lock cylmder isa
closed pressunzed hydraulic line which holds closed a pressure switch in the starter primary
circuit. When the lock cylinder is removed, the fluid begins to leak, thereby dlsablmg the starter.
This system can be simply defeated by the thief who alters the order of attack steps. He can first

_wire the ignition and starter circuits to start the engme and then extract the steenng column lock
cylmder to allow steering and shifting. : : :

' Entry.Protection Concepts -

When studying current door lock designs, it is difficult to avoid the conclusion that they
have been desighed for rapid entry in the event that the owner inadvertently locks his keys in the
car. This, of course, produces no penalty, time delay, or otherwise on' the thief. However, the
vehicle theft survey indicated that the door entry phase can be an effective theft deterrent. The
thief feels exposed and vulnerable to detection Jduring this phase and will readily abandon the -
theft if he encounters any significant difficulty. Of course, if all cars had effective door lock
systems, the delay imposed would inherently never exceed the time it takes to break the window.

- It is important to note that this act in itself is conspicuous and would lead to detection in many
cases, elther at the site or by alert polxce patrols.

It is poselble to conceive very elaborate entry protection concepts combining effective main
protection systems and sophisticated sensor screens to detect tampering. For example, if the
‘main mobilization protectxon system incorporates an electrical code insertion device and a -
remote decoder, the code insertion device (key or keyboard) entry can be on the outside of the
vehicle. Then, the decoder would not only inactivate the mobilization protection device, but
unlock the doors by means of solenoid-operated latches or bolts. A system of this type is well-
within the current state-of-the-art. Since the code insertion would be electrical, mechanical
attack on the code insertion point would be ineffective. The thief would then be outside the
vehicle with no means of entry, if the doorlatches were well-protected, unless he broke a wiridow.
- .f he did so, he could then enter the car, but - would have no way to mobilize it. Presumably, the
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decoder would be located in an engine compartment which is also protected by a latch operated
by the decoder. Thus, attack on the decoder would require forcing the hood lock and then
performing extensive (i.e., 10 minutes or greater) disassembly under the hood. A separate means
of operating the hood latch would be required to access the decoder for repair if it should fail, but
this could be made time-consuming and to require a lift. SR

This type of centralized entry protection system where entry protection and mobilization
protection are unified into one overall system, although currently feasible, may be considered a
likely direction for security system design in the future. Certainly, electric door locks will be
required and this is now an option found only on the more expensive models.

Table 25 lists identified. door lock concepts in several basic groups. In the vehicle theft
survey; we determined that current door lock systems have three primary vulnerabilities: '

© The mechanism inside the door is vulnerable to actuation by means of tools
inserted between the glass and window frame; o _

© The inside lock release devices can be actuated by means of tools inserted bétween,
the window and its frame or gasket seal, or through the opening created by prying
the door slightly; - ' ‘ B

© Vent window latches can be readily forced through the crack at the edge of the .
window or broken. o '

Thus, in addition to basic changes in the method of code insertion and decoding for the door
lock system, the important concept.classes are the introduction of barriers to- prevent attack on
* the locking linkages, modification of interior lock releases, and modification of the basic lock

linkage system. : '

Probably,- the most effective concept of the latter type would involve the relocation of the
lock and latching mechanism to the door-post from the door. The only access would then be by
removal of the lock cylinder. ' o '

Interior door lock releases are an inherent vulnerability. For safety reasons, the passengers
must always be able to unlock and open the doors from the inside. However, the use of round
" knobs, relocation of the release to a shielded location, or the elimination of the release button or
lever and the shielding of the interior handle can all be used to place a significant time penalty on
the thief who is not willing to break a window. : :

For this program, where an existing vehicle will be modified for test, the most promising
concepts are to replace the interior lock releases with devices that are difficult to operate with.a
wire or blade from outside and to ‘shield the interior linkages from actuation through the window

frame.
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TABLE 18

MATRIX OF DOOR LOCK coucsm '

_"Conumcm

Concept

hmk:

. General

Eliminate Vent Windows

) Yoo Euy to Force without Bmldng Glass

Modification of Interior

|

Flush Door Buttons

Canontybouudontwodoormodel:boausenardooneonnolbeullomdlo

- Rather than Linear

Design Unlocking Lmkages to Come Apart when -

Pushed or Pulied

Lock Releases open with door handies to ensure child ssfety. Requires shielding interior
. door handie,
2. No Lock Retease — Automatic or . Same #s sbove — Key locking undesirable because owner will not toke time to
- Key Locking - C doit. : . .
3. Tapered Buttons - ) Difficult, but not impossible, to raise from outside.
4. Rotary Lock Release-with Round Knob " Very difficult to operate from outside.
Modification of Lock 1. Put the Entire Mechanism in the Door Post _Provides least access from outside for attack. .
. Linkages " 2. Design Unlocking Mechanism to be Rotary Makes operation by pushing or pul!ing through window I‘rame impossible.

Posnble for connecting links between interior releese & door lateh. Howevu
door latch itself would still require enclosure.

“Slim-Jim"* Barriers

. Sesl Bottom of Window Sgaihst Outer Sill

. Enclose Unlocking Linkage & the Latch Assemblr

8o that it mnno’ be Reached on thé outsvde of
the Glass

_ Earlier window designs where window was supported in a metal channel scross
 -entire bottom edge essentisally achieved this. The newer ‘window mechanisms

eliminated this advantage.

Appears to be generally possible usmg sheet metal baffles, even with current
mechanism design. . .

Code Insertion/Decoder 1. Combination ! ocks " These are generally more difficult to pu:k but would have low user ameptabulny -
Modifications : _ o o pushbotton types most practical.. )
2. Pick-Resistant Lock Cylinders There are many types of cylinders that are virtually impossible to pick. This '
. .  method will become more important as the rest of the system is improved.
3. Strengthen Cylinder against Forcible Removal In the case of door locks this can be éffectively accomplished by spreading the
- . o ‘toad out over 8 large area on the door panel. Several manufacturers now report -
‘changes in this direction. The weak point then becomes the Inner barrel of
the cylinder. i .
4. Electrical Code Insertion with Renpte . Can be integrated’ with the mobitization protection :vstem only effective
~ Decoder & Electric Door Locks attack wauld be electrical attack on the solenoid and this should be easily -
s K . protected {for example by potting connections-& feads). .
Sensor Sereéns - ‘ 1. Wire in Window Glass — Either Sounds Atarm'

or Locks out Electrical Mobilization of Entry
Protection Systems

) Tampér Detector on Door Lock Cylinder

Only Concept which can effectively resist window breaking.

L interior button attack, “Slim-Jim* attack, and lock picking are eliminated,

the only way the entry locks can be breached is by sttacking fhe lock cylinder.

“This can be sensed by switches which would sound slarm or lock out the
. protoctoon system:. .




°  COMCEPT EVALUATION AND PRELIMINARY DESIGN

Code Insertion and Decoding |
"The preliminary screening of the preceding section identified two promising classes of code
insertion/decoding systems: - ' '

i ' @ The non-remote decoder using a conven_tionai key and protected by a sensor screen
' ' to prevent attack; and . - :
" @ The remote decoder using a conventional key or keyboard and located, along with
_ the latching mechanism, such that-access by a thief will require excessive time
delay. C ' " ' .

Both of these classes are feit to be feasible énd_ potentially effective. In ‘the following
- subsections, they are discussed in more detail to provide a basis for the selection of the test
system for this program. ' ‘

® Conventional Mechanical Key System

The basic characteristic of the conventional key/lock cylinder system is that, unless com-
plex mechanical signal transmission devices are used between the code-insertion point and the
decoding cylinder, the cylinder must be located at a point which is accessible from the passenger
compartment. - c : :

® Thus, for theft resistance, the design strategy becomes one of protecting the decoder output
or latching mechanism from attack and making the lock cylinder unpickablie with_in reasonable

time periods.

Two types of forciblg.attack'qn' the lock cylinder have been prevalent — torsional failure of -
® : the tumblers and forcible extraction of the entire cylinder or its central plug.

Torsional failure can be prevented by strengthening the tumblers, providing disk tumblers,
or by locking the cylinder barrel with a side-bar. In principle, it is only necessary to provide
sufficient shear area to resist the maximum torque that can be applied by a key or key-like
element that will fit into the key slot. This should always be possible with appropriate design.

Although forcible extraction of the cylinder can be deterred for significant periods of time by

strengthening the means of retention, no such effort has extended the slide-hammer method

- beyond 10 minutes, to this author’s knowledge. While this might be possible using extraordinary

measures, such as assembling the lock cylinder from the inside behind a hardened insert in the

steering column casting, it would require substantial experimental development with test hous-
® ) ings using various extraction tools. This is beyond the scope of this design program.

-

Another method of deterring extraction. is the use of a design which senses extraction and
responds by rendering the internal mechanism inoperative or inaccessible. This is discussed later
in this section under Sensor Screen Concepts.

- All of these methods would require strengthening of the steering column housing in areas
where direct cutting attack could expose the protective devices or the locking mechanism.
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 Assuming that a combination of these measures is capable of extending the defeat time
beyond 10 rmnutee the critical weakness then becomes pick resistance. Although most automo-
* bile thieves do not now pick locks, it should be expected that this will become an important
method. of attack if all others are foreclosed. Appendix E illustrates the method of picking the
simple pin-tumbler lock and describes a number of pick-resistant locks. The conclusion reached
is that, with moderate cost increase, lock-picking can likely be made sufficiently time-consuming

to satisfy the performance criteria. However, an rmproved key lock system should not make useof

B 'the sxmple pm-tumbler lock.

Remote Electronic Decodmg

‘The -remote electromc decoder can be coded by a removable key with an’ appropnate

- transducer and transmitter located at the point of code insertion (usually the passenger com-
' '.partment) or by a keyboard. For purposes of this program, the keyboard concept is felt to be the
' optimum system bécause it offers the following advantages: :

‘® It eliminates the need for providing a'rnechanism that ensures that the removable
key is not left in the system, and -

® It eliminates the need to develop a transducer to read a conventional key or to use
relatwely expensive card or tape-reading devices.

Low-cost keyboards are currently avanlable on the ‘market whxch in large-volume produc- '

"~ tion typrcal for automobile applications, would cost less than $1.00.

The keyboard concept requu'es two basic electronic circuits: a transmitter at the keyboard '
location, and a recexver/dnver to perform the decodmg function at the remote locatlon and to' _

'dnve the latching mechanism.

If a keyboard system is to convemently replace the current type of key lock, it should also v

mcorporate the followmg subsidiary functions:

e it should complete the primary ignition circuit for the vehicle, when coded, and
should provrde a switch for turning off the engine;

L xt should complete the starter circuit, when coded, and provrde a swrtch for startmg
_ the engine; and

® it must contain an mterlock to prevent the inadvertent locking ofa cntxcal vehxcle
- function while the vehlcle is in motion.

A block diagram of a remot'e electronic decoder and keyboard system to perform these

functions is shown in Figure 3. In this diagram, a door switch is shown as a convenient method for
. interlocking the function lock. In this case, the driver must sequentnally shut off the engme and

' open the door before the function lock actuates.

"Selection

While both the preceding concepts are capable of meeting the functional design goals and
can, -it is felt, be designed to meet the theft-resistance goals, the mechanical concept would
require considerable modification to the existing steering column lock. Not only would the
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housmg require strengthemng. but a protectlve 8ensor acreen mechanism would likely have to be.
added within the current ‘envelope and the lock cylinder would have to be replaced by a pxck-

resistant lock. This degree of modification makes retrofitting the system to an existing vehncle, o

difficult and its success at meeting the defeat time requirement questionable. To be conﬁdent of
‘the latter, the desxgner should redesign the entire system with that goal in mind.

The electronic system, on the other hand, can be easily retrofitted to an existing vehicleand =~

‘its defeat time made arbitrarily long simply by selecting the optimum remote velicle functlon to
" be latched and prov1dmg the required hardened enclosure and disassembly difficulty.

_Thus, for the purposes of this program, the optimum code insertion/decoding system is felt
to be the keyboard electronic system operating on any one of several critical vehicle funcuons as.
the secondary protective means. :

Vehlcle Function and Latch Design

As descrxbed prevxously, there are several promising critical vehicle functions for mobxhza-
~ tion protection available if a remote decoder/latch system is used. For the purpose of a test system '
in this program, these are evaluated as follows '

Mlxture Flow Valve

~ While this function remains promlsmg for a production desxgn, it would require consid-
erable .modification of the intake manifold for retrofit to an existing vehicle. If it were in-

" corporated into the carburetor, it would be vulnerable to simple replacement of the carburetor,
possxbly w1thm the 10-mmute txme goal -

Transmzsswn Functwn

' Two promising methods of implementing this function exist. The first would be an electro-
mechanical device to prevent taking the vehicle out of “PARK,” unless the correct code had been
inserted. This could easily be mcorporated in a new transmission design and is only limited by the

Aavaxlable space m most existing desxgns

The second method is the mterruptxon of hydraulxc flow in the torque converter or by-
passing the flow of the pump to prevent the required pressure level. The valve would be controlled
by a decoder. The first of these options has been reduced to practice in a development model -
using an electromechanical decoder. ' In this system; a steppmg motor, controlled by a keyboard
. and electronic loglc circuit, sequentxally positions a rotary valve uritil its ports are allgned and

flow can occur. - :

However, the concept requires the use of a decoder which can survive in the transmission
environment which can reach 300°F temperature levels. Thus, a mechanical decoder, in this case
- incorporated in the valve design, is required. An electronic decoder is typically not capable of
surviving these temperatures. Thus, it would require packaging in a cool, but still secure, location
‘where no access would be provided to the mgnal which operates the transmission valve.

For this reason, the use of transmission function as the protected system is not felt to be
promxsmg in combination with an electronic decoder for the test system in this program.
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Startmg Motor

An extremely simple mobilization protection system is conceptually possxble by using the
electronic decoder to interrupt the starting motor circuit unless the correct code has been
ineerted. However, the temperatures that result in the starting motor housing after protracted
cranking. has occurred (for example, if the engine hae been difficult to start) would exceed the

survivability limit of the electronic circuit.

Thus, the feasibility of the concept would require packaging of the electromcs ina separate
location connected electrically to the starting motor by a secure path. While this might be easily
provided in an original ‘design (for example, from the ﬂywheel housing), 1t would be extremely
difficult as a reétrofit deslgn

- Steering

' The steering gearbox 1teelf can be locked at its input shaft by a device conceptually similar
to that commonly used on the other end of the steering column, but operated by a temote
electronic decoder enclosed with the lock. :

In a production system, this would be incorporated into the gear-box housing whlch is strong -
enough to resist direct attack. Its location in the engine compartment which can be locked, is
generally awkward, and theé design of the gearbox mounting can be arranged to preclude sub-
stitution within the specxfied txme penod

Fmally, the temperature of the steering gearbox remains -close to ambxent Thus the
electronic package can be mcluded in the housing for maximum securlty

A preliminary design for a steenng lock of this type that can be retrofitted to an existing ve--
hicle is shown in Figure 4. The housing would mate with a collar welded onto the existing steering

- gearbox. A notched wheel surface would be added to the steering column lower universal joint.
. This notched wheel could be locked bya pawl which is actuated posxtxvely in both dxrectlons by

solenoids controlled hy the enclosed electronic decoder circuitry.

The pawl when locked into engagement with the notched wheel, could prevent withdrawal

- toward the left of the housing, even though the housing bolts were removed. The dowel pin would
prevent rotation of the housing when the housing bolts were removed, if it were withdrawn. Thus,

the lock could be readily- disassembled for adjustment of the steenng box bearing preload but
only if unlocked.

Operation of the lock occurs as follows When the lock coil is pulsed by the decoder, the
armature moves to the position shown. The torsion spring puts a downward force on the pawl,
and, if it is aligned with a notch, it enters the notch, locking the steering input shaft. If not
aligned, it remains under the influence of the downward force and enters whenever the steering
wheel is turned, and alignment occurs. :

When the release coil is pulsed by the decoder, the armature moves inito contact with the
core of the release coil; and the pawl then experiences an upward force. If there is little torque on

. the steering column, the pawl disengages, unlocking the shaft. If the column has a high torque

(arising from tire fnctlon). disengagement will occur when the operator relieves the torgue.
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The armature is supported at its center of mass, so that it will not change position in
response to bumps and other accelerations of the vehicle. The bistable armature requires no
power.to remain in either position. Interruption. of power will neither lock or unlock it. Locking -
actuation can be interlocked to the gear selector in the case of an automatic transmission vehicle,
or a door switch in the case of a manual transmission. : E

It should be noted at this point that the precise type of locking mechanism used to engage
the notched wheel can vary widely. The toggle mechanism shown in Figure 4 was selected at the
~ preliminary stage when the proposed test vehicle was a 1975 Plymouth Valiant. Later, when a
1977 Dodge Colt was selected as the test vehicle, an entirely different mechanism was chosen to .
implement the concept, as will be described in the Detailed Design section of this report. -

Entry Protection

It will be recalled that, in Chapter 4, attack resistance performance criteria for the entry
protection system were ranked near the bottom of the list (Table 22). This suggests that little
emphasis should be placed on the improvement of existing entry locks. However, because thieves
often cite the entry phase of the theft as critical, and to benefit from the validation test results, it . -
was decided to make incremental improvements to the existing entry locks on the test vehicle.

The improvements selected were as follows:

@ Shielding the active lock elements from tampering through the‘clearanicie spéce
. between the window and its frame; : B : .
@ Replacing the interior lock buttons with round knobs; and

- © Pinning vent windows closed, if present.

The door latch_'mechanism for all of the models of interest consists of an assembly of
stamped metal linkages and springs mounted on a stamped metal bracket which is, in turn,
mounted inside the door frame. When locked, this mechanism can be unlocked by tripping any
one of the following linkages: ' B

the lever operated by the lock cylinder,

the crank arm on the lock cylinder itself,

the lever operated by the inside lock button, , _
connecting links between the inside lock button and the latch mechanism,
the inside lock button or lever. '

© ® ©® @ @

To protect the system against “Slim-jim” attack, all of the interior linkages must be
shielded if they can be reached from outside the glass. In general, this would require sheet metal
barriers of the type shown in Figures 5 and 6 for a doorlock system typical of a 1975 Colt. These
schematic diagrams are not meant to show the precise shape for the optimum barrier, but rather
only typical shapes. The optimum shape can best be developed as a model with the actual -
mechanism and then reproduced in sheet metal. Figure 6 also shows the replacement of the
interior unlocking lever, which can easily be actuated from outside with a wire hook, by a round
knob which cannot. . - '
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Sensor Screen Concepts

Two sensor screen concepts were identified in the Concept Design section as havmg sngmﬁ-“
" cant importance as theft deterrents. These are evaluated for potential i in this program as steermg
column lock and entry protectxon. each-of which i is dxscusssd below. . :

Steermg Column Lock .

Several concepts‘have been 1dent1ﬁed for protecting the conventlonal system agamst meth-
- ods of forcibly removing: the lock cylmder to .gain access to the unlockmg mechamsm Two of :
these are xllustrated in Fxgures 7and 8.

anure 7, which was adapted from & previous study by this author, "' shows a modification
to the type of steering column lock used on Ford automobiles. It is designed to respond to the
forcible withdrawal of the lock cylinder by pulling a pin into a blind hole in the bolt which locks
both the steering and the ignition switch. This would enforce time-consuming disassembly to free
~ the pin. With this concept, it would also be required to strengthen the housing casting, at least in
the region of the lock retaining pin so that the knowledgeable thief would not be able to cut away
the housmg in this area and dlsable the protectwe mechamsm in a short period of time. '

" Another snmxlar approach is shown in Figure 8 for a steering column lock of the type used by o
Chrysler. Here, a hardened sprmg-loaded baffle is added which, upon the forcible removal of the .

T -lock cylmder, would move mto place and shleld the mechamsm from actuatxon

- While it is believed that thls general concept coupled with other measures to strengthen the
-steermg column lock, Tepresents a promising approach to the development of a 10-minute lock, it.

‘has already been concluded that lt is not the optnmum approach for the test system m thxs o

program

Entry Protectwn

“The usual sensor screen envisioned as part of the entry protection system isan alarm system
triggered by door switches. Previous analysis has pointed out that such a system has a relatively
low deterrent value, unless it causes the locking of a critical vehicle function in a hardened

"inaccessible location. In this case, the code insertion that allows use of the car has simply been :
moved out to the doors rather than contained in the - passenger compartment ' :

This concept is extremely pr’om’xsmg and is felt by thls author to be the logical extension of

the electronically. coded remote lock..However, to eliminate the susceptibility to direct mechani- -
cal attack on a cylinder lock, an effective system would require a keyboard on the outside of the =~

door or an electronic key or card reader. It would also imply the use of electrical door locks which
are now used only on the higher price models. As such, it was not felt suitable for the test vehicle
" "on this program. However, it should be viewed as a likely concept for overall vehtcle secunty on
the automobxles of the future : :
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e - DETAILED DESIGN . |
As concluded in the preceding section, the optimum mobilization protection system for use
as the test system in this program is a remote steering lock with a kgyb();\rd code insertion device
located in the passenger compartment. This system concept was found to be optimum because:

o » o 6 it mgeté the accessibility criterion and is believe‘d"ea'sily-_capabl"e',' with suitable
design, of meeting the defeat time criterion; T , -
.0 it provides secure and cool packaging of the remote electronics without vehicle
modifications which would be costly for & retrofitted device; and. _ o
‘ . : 6 it is the shortest dévelopmént path to a system which would preclude leaving a key
® in the vehicle. - - o ' AR '

‘All of the remaini’ng criteria and design goals can be met wn‘.h suitable design.

In the folloﬁng éuhsectidns,_ the jdeiai_led electronic and mechanical vd'ejsign for_‘_i.lie remote
steering lock is described. Finally, the entry lock modifications are illustrated.

The vehicle selected and supplied by the Government for the validation testing was a 1977
Dodge Colt two-door sedan with a manual four-speed transmission. Thus, the test system was
designed specifically. to fit this vehicle. However, the relevant components and layout of this
vehicle are entirely typical of most other-cars on the U.S. market. By altering the physical layout, -
the system concept could be implemented for any automobile. ' - L

Electronic Subsystem o | |

"A schematic diagram of both the passenger compartment unit and the. remote re- -
ceiver/driver unit is shown in Figure 9. Drawings of the P/C board, component layout, and a parts
list have been supplied separately to the Government. C

Specifications for the test system are listed in Table 26. For convenience in mating the
electronic driver to the locking mechanism, it was decided to use relays for the switch closure. A
production version would. make use of electronic switching in: place of the relays to- improve
reliability and lower the cost. ' ‘ '

A d Because the test unit had to make use of available integrated circuits, the temperature
range was limited to 0°C to + 60°C. For high-volume production, custom large-scale integrated
(LSI) circuits would be developed. This ghould allow extension of the low temperature limit down
to —30°C which would be necessary for automotive application. Low temperature limits of ~30°C
: . and even —55°C are commonly specified for solid-state devices meeting military specifications
® ~ and are within the state-of-the-art. : ' o

The stqndby'cufrent chain of 10 mA represents no significant problem. However, this would
also likely be reduced somewhat for a production unit using customized LSI.

The test system is configured around an LSI designed for television remote control appli-

o ’ cations. The 82600 transmitter IC interfaces directly with the 12-button keyboard and produces
an on/off keyed 40-kHz carrier. Each button causes & 76.8-ms message to be transmitted. A
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TABLE 26, ELEGTRONIC SYSTEM SPECIFICATIONS

Combinations: 10,000 (four sequential digits).

Powar Supply: ’ 12 VDC, negative ground {9-16 vDC) -
_ Noise Immunity: o iR of power supply ) ‘
Decoding Time: Less than one second after last dlgat
Minimum Coding Ti_ni@: Reading time for 10,000 combinations
i - should be greater than 20 minutes
Maximum Cable Length: ' 25 feat of #22 copper wire ‘
. Standby Current Drain: - Less than 10 mA A
Environmental: 0°C 10 +60°C
. Output: _ _ Switch closures to enable the |gmtlon

primary, tha starter circuit; and the
locking circuit, Switch closure to
_ - oparate the unlocking circuit.
Controls: ~ 10-digit keyboard start button
- - Ignition shut-off button -
doorswitch locking control

message consists of two redundant frames of 12 bits per frame. A frame, in turn, consists of a start
bit, a 5-bit preamble (mask programmed into the chip), 5 bits of data, and a stop bit. Each bit is
3.2:ms wide, A message is not validated at the output of the S2601 receiver IC unless the 5- b1t
preamble roatches and two successive frames are recewed

Four of the five possnble data bits from the S2601 are presented to a BCD to-decxmal
converter resulting in a unique output from the converter corresponding to one of the 10 numeric
keys: These outputs are selectively strappad (to set-the code) to a Telenetics address recognizer. -

(7511-01) configured to provide an output only after receiving four sequential inputs in the correct .

order.

The output of the Telenetics IC latches after the correct code is entered and can be reset by -
actuating one of the non-numeric keys at the operator’s console, corresponding to the “LOCK”

" position of a conventional ignition switch. A second non-numeric key is used to engage the starter.

It would be possible with addxtloml switching to provide selectlon of “ignition/accessory” or
“ACCE880rY only” following the code insertion.

The preamble is analogous to the use of various keyways in a mechanical lock. It can take on
any one of 50 different combinations.- Assuming that a thief had this preamble code and a device
that could sequent.xelly generata all 10* different combmatwns the electronics can only read ata
rate of 0.3 second per four-digit combination. Thus, the minimum reading time for 10* com-
binations would be 50 minutes and the average theft time would be 25.0 mmutes with such a code
generator.
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~_ However, in a production unit using customized LST's, it would e possible to further
" increase the difficulty by: - ' : : . S _
increasing the number of code digits from five to six; .
changing the preamble code frequently among the production units;or
® including logic in the receiver to sense insertions of the incorrect code and causea -
" delay in this case. : '

One of the commonly stated objections to the keyboard system is the inconvenience -
presented to the driver who wishes to leave his car with a parking lot attendant, valet service, or .
-service station. For this purpose, the design of custom electronics could provide the option to
insert and store part of the code so that the service personnel could start and drive the car with,
for example, oné ¢ode digit. The stored partial combination would then be cleared by the driver
when he retrieved his car. Such a system would greatly improve the security of parking lots and
service facilities which are now a- major source from which thieves can obtain keys to an
automobile. - ‘ ' '

Another design feature that could be included in customized electronics is the ability for the
owner to reprogram the code at will. Although this would require programmable memories and
would increase the cost of the electronics somewhat, such a feature would add significantly to the
security of the device. Whenever the owner suspected that his combination had been:com-
promised, he would simply change it. ' ST o
Mechanical Subsystem | |

" Mechanical subsystem assembly is shown in Figure 10. A full set of engineering drawings

has been supplied to the Government. The following description is keyed to the part numbers of -
Figure 10. | o S

As is normally the case with a retrofitted device, the overall shape reflects the need to fit the
system into the available space around the input shaft of the steering gearbox. This carries the
-advantage in the present case of limiting accessibility to the device. One side is very close to the.
inside of the left front fenderwell. The other s;de is very close to the side of the motor. The
“remainder of the housing is between the firewall and the steering box. Since the power brake
. eylinder and other components are located above the system, the only accessibility is beneath the
vehicle and this is limited severely by the frame. This is ideal for.an anti-theft system.

The housing (2) is machined from stainless-steel for the test system. In & production design,
the system would be integrated with the steering box in a cast-iron housing. However, to obtain
~ high strength and torch-attack resistance within the envelope available for retrofit, it was decided
to use stainless-steel. ' : ’

The housing is mounted on a collar threaded ont'ovthé input shaft boss of the steering

gearbox, and is retained by a screw (15) .inside the el'e_cti-onics cavity and two pins (18) .on the
collar. ‘ ' ‘ ‘ :

The locking wheel (4) is made from 4140 steel and engages the inpﬁt spline on the gearbox.
The lower half-of the standard; steering column universal joint is welded to this ring.
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The steerlng géhr is locked by means of & ball (13) which engages the notc'hes on the wheel'

" (4). The plunger (8) is forced to the left on signal by a solenoid (9). This stores the unlockmg

energy in a spring (12) as the plunger (6) is latched by the unlocking solenoid (10). As the pluhger
(6)' moves to the left, it compresses a spring (11) which bears on a ball actuator (7). If the ball and
notch are aligned, the ball is forced into the notch by the ball actuator and the steering is Tocked.

S (g the notch is not in position, the lockmg energy is stored in the spring (11) unt11 the steenng
: wheel is next rotated to the poxnt where the notch lines up and lockmg occurs.

- When the unlockmg signal is recerved the solenoid ( 10) retracts, unlatchmg the plunger (6)
which then moves slightly to the right so that the solenoid (10) will not relatch when the signal.
pulse ceases. Then, as soon as the sideload i is removed from the ball by turning the wheel slxghtly,

-a spring (12) forces the plunger (6) and ball actuator (7) to the right so. that the’ ball can move
3 back to the unlocked position.

'I‘he rectangular cavxty under the cover (3) is- prov1ded for the remote electromc unit. The

. entire unit including the cover, screw holes (22), and solenoid (10)- thh its- leads is potted in epoxy

after assembling.

'An asbestos insulator (20) and a plate (19) were provnded to increase the reslstance of the
unit to torch attack through the fenderwell This- protectlon would not be requrred ina productxon ,

© unit.

A photograph of the remote steering lock unit mounted on the steermg gearbox 1s shown in -

' .Fxgure 11, and the keyboard is shown mounted in the vehxcle in Frgure 12.

Entry Lock Modifications , . , _
- The actual doorlock system on the 1977 Dodge Colt test vehrcle was ﬁtted wrth the type’ of

) protectwe baffles illustrated schematically in Figures 5 and 6. This was accomplished by remov-

~ ing the interior door panels and the lock mechanisms.' Appropriately shaped baffles were then

fitted in place by trial and error and fabricated from sheet metal. The objective was simple — to

_shield each element of the mechanism which: can be used to unlock the door from access by a tool

mserted through the wmdow slot

The resultmg bafﬂes are shown in the photographs of Figure 13. In adchtron a small crank

-arm was added inside the door and the factory button release ‘was replaced with a sxmple round

knob, as illustrated i m Figure 6.
_ No_ enginee_ring drawings were prepared for these modifications for the following reasons:
"~ ® They are appropriate in detail only for this particular test vehicle. Any other

vehicle would require, in general, baffles with entirely different shapes

® The validation test showed that, while the modifications do indeed slow down the
- entry phase of a theft, they have a low deterrent effect in comparison thh an
effectxve mobilization lock, and thus should not be mandated.

In addition to the doorlock modifications, the test vehxcle was ﬁtted with a locking hood

latch manufactured by Continental Auto Co., St. Charles, Illinois. This device is simply a spring-
loaded bolt operated from the passenger compartment through a push-pull cable. A sxmple
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FIGURE 12. KEYBOARD SHOWN MOUNTED ON VEHICLE DASHBOAR
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cylindrical lock is used in the passenger compartment to lock and operate the cable. The device -
includes a built-in ignition kill switch which was not used onthe test vehicle. i

Again, the téstiﬁfg.showéd that, on this particular vehicle, the hc;o’d. lock imposed only a
short delay on the theft. ' ' '

Rellability and Maintainability _, |
The availability of the automobile is dependent upon the reliable operation of the anti-theft

. system. Thus, reliability is of prime importance. Without extensive performance and life-testing

of a large number of production units, or extensive failure data'“on'the individual components.
which will be used in a production unit, ‘accurate prediction of reliability cannot be made,
However, at this stage the general characteristics of a production version of the remote electronic

" steering lock can be viﬁualized-axid reliability can be discuésed qualitatively relative to current

hardware.

Assuming that the electromechanical relays were replaced with solid-state devices and that
all microcircuitry were designed and developed for the automotive environment, the electronic
circuit should be entirely comparable to the many other solid-state units that are being increas-
ingly applied by the automobile industry. Many of these, such as ignition and fuel-mixture
controls, also directly affect the availability of the vehicle. Thus, the industry apparently has

evaluated and afcce‘pted the reliability of solid-state microcircuitry.

The latéhing' device, itself, is ent-irely analogous to those currently used for the steering

~ column lock. Thus, with appropriate design, this portion of the system should be no less reliable

than those which have been proven over many years of application.

The -keyboard used in the test system was developed especially for telecommunications
systems and other consumer applications where reliability and long life is of paramount concern.
Finally, the electromechanical solenoids required to transduce the electronic control output to the
mechanical latch operation are rugged, long-life units which have been used for automotive
applications for many years. Thus, it is expected that a production version of the concept will
easily be capable of meeting the reliability requirements for automotive application.

Maintainability refers to the ease of repair in case of failure and is important for automo-
biles because it directly affects repair costs. The keyboard unit, of course, can be mounted in such
a way that it can be removed and raplaced in a few minutes. Thus, it presents no maintainability
problem. '

The remote unit, however, was designed purposely to be time-consuming to remove and
seplace. For the test unit, the design increases the normal time somewhat beyond that required
for a stock gearbox due to.the requirement that the steering column universal joint must be '
disassembled in place. Moreover, the engine mounts must be unboited and the engine moved
glightly to remove and reinstall the unit. This procedure was found to require a minimum of about.

45 minutes by an experienced mechanic.

~ This removal and replacement time, while 'not‘ éxcessive in comparison to the 0.8 hour
allowed for many current ignition switches, is longer than. it need be for a production unit.
Depending upon the final design used for coupling the unit to the steering column and mounting
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- the gearbox on the frame, the time could probably be reduced to a half hour or less It is only '
" 'necessary to ensure that it is takes longer than 10 minutes for effective theft deterrence ' ’

It is anticipated that the production electronics package would be replaced as a unit. The
steering lock should be designed such that this unit cannot be removed and replaced thhout first ,

' removmg the steering gearbox from the vehxcle

: Cost Analysls

A prime objective of this program is to develop cost-effective lmprovements to the safety_
standard. Accordingly, the goal of the design tasks has been a system which is consistent with an

increase in consumer-price: of $50 or less in very large productxon quantities. This figure was'
-selected as & conservatwe ‘measure of the potentml theft cost savings- from the data gathered in

the vehicle theft survey of Chapter 3.

Subsequent testing, reported in Chapter 6, determined that the value of entry lock improve- -

" ments and hoodlocks is dubious. Thus, it is concluded that these should not be mandated by the

standard, and no. further effort was- devoted to performmg a productlon cost analysis on these

: subsysteme

- However, the remote steering lock has been studied to estimate its production cost in

‘ quantxty and the increase in vehicle pnce whxch would hkely result from its use in a typxcal U.S.

productlon vehlcle

This study requires not only a consnderatxon of the design changes to the remote steering

) “ Jock which would be made to implement its use as a production device, but also an estimate of
" those elements in the current anti-theft systems that would no longer be requlred It is the :

L dnfference between these that is sxgmﬁcant for assessing the net cost 1mpact

Table 27 lists the estimated reductlons in cost possxble from the elimination of the current

~ type of steering column lock: The resulting total manufacturing savings of $2.41 can only be

regarded as an approximation of the possible savings from the elimination of the various steering
column lock designs in use by the several U.S. manufacturers. However, it is believed that this is -

~a.conservative estimate since simplifications in wiring rnd a number of mxscellaneous small parts

and fasteners. were ignored in the assessment.

The addmons required for the improved remote steering lock design of thxs chapter are, of
course, better defined. For this assessment, it has been assumed that the lock and the remote

" electronics would be housed in a redesigned steermg gearbox. The lock would be assembled into

the input end of the gearbox through the cover prior to the assembly of the gears. Thus, no new

seals would be required. Table 28 details the estimated manufacturing costs for the mechanical

subassembly of the remote steering lock. The resulting total is $2.97. Thus, the net increase in
manufacturing cost for the mechanical assembly alone is $0.56. . -

To this must be added the estimated manufacturing cost of the electronic assemblies. There
are, of course, no electronics in the current steering column lock to offset the addition of the

‘.passenger compartment keyboard unit and the remote decoder/dnver circuit.
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Cornpeaent

. Steering Column Hous&hg

. Lock Cylinder

. Internal Bolt or Latch |

Assemibly

. lgnition/Starting
Switch

Wiring Harness
. Warning Buzzer Switch
. Notched Szctor Wheel

. Assembly and Test -

ELIMINATION OF CURRENT -STEERING COLUMRN LOCIX

Changs.

Simplificaticn of the

- Housing Casting
Delete
Delete

Delete

- Simplify

Delete
Delete

Delete

Basis of Estimate

' Savings of 6 oz. M
~ Zinc @ $0.40Ab:

Refs. (36) & (37) .

Manufecturing Estimate
{3 to & Simple Parts)

Manufacturing Estimate
{4-position switch)

MNo Cost Credit Taken

.. Manufacturing Estimate

Labor to Assemble and

Function Test the

Deleted Parts Estimated

as 50 secs. at $15/hr..
Total Savings

TABLE 27. ESTIMATED MANUFACTURING COST REDUCTIONS DUE TO

' fManufacturing Estimate -

$0.15

1.00

Q.17
0.75

" pos
0.05-

.21
$2.41




Component

. Steering Gearbox Housing:
. Gearbox. Input Shaft

. Plungers
. Springs

5. Solenoids

6. Ball Activator
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. Notched Wheel -

8. Cover for Electronics

Cavity

, Miscellaneotjs H_ardware'
10:
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Assembly

Functional Test at End

of Assembly Line

TABLE 28. ESTIMATED MANUFACTURING COSTS FOR THE REMOTE
STEERING LOCK MECHANICAL ASSEMBLY

Remarks
Larger and mare Complex

- Larger Diameter for Lock -
Possibly Welding L.ock Wheel

" Two Required from Rod =
Two Compression Springs Required

Two Reduired

" Molding or Die Casting
Should be 4140 Steel

.. Tast lron or Stamped Meta!

Estimated as a Total of 80 secs. Labor at $15/hr-
Estimated as 60 secs. Labor_ at $165/hr. '

Basis of Estimate

4 1b. Cast ron € $0:15/b. .

Additional Machining

~ Manufacturing Estimate

Additional Machining
Scréw Machine Parts

- Estimated from Discussion -
~ with Manufacturer -

Total Cost

%060

' 0.15
0.08°
0.16
0.10

0.06

1.00
0.005
0.08

0.10 .

0.05
- om
0.25
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 Table 29 lists the various manvfacturing cost elements estimated for the test prototype
- design produced in large quantitics. If the resulting $25.44 is added to the $0.56 net charge for the
mechanical assembly, the total manufacturing cost becomes $26. References (36) -and (37)
indicate that the markup betwesn totel manufacturing and tooling costs and final consumer. price
averages about 30 to 38% for an entire vehicle. Thus, the above would be expected to produce &
maximum price increase of $36. o : oo .
However, the estimate of Table 29 is based on the design for which no real preduction o
value engineering has been performed. It would be expected that much of the decoder circuitry
could be highly integrated into a single chip. The PC card, if necessary, could be a much lower
cost unit. The keyboard would probably be cheaper in the 10° quantities required for automotive
use. Several of the manufacturers contacted, including Chromerics, could not provide an accurate
estimate for these quantities. Alternatively, & cheaper keyboard such as those used on low-cost -
caleulators could be used. Finally, the very expensive relays could probably be replaced by solid-
state switching or at least reduced to one in a production unit. The net impact of these various
changes are. estimated. to provide a potential $13.77 manufacturing cost reduction from the
current design. This would reduce the maximum price increase to $17.

Thus, the vehicle price ixicrease resulting from the replacement, in prddhliction,‘ of the

current type of U.S. steering column lock with a remote unit of the type designed in this program
is estimated to fall between $17 and $36. L ' : L
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TABLE 29. ESTIMATED MANUFACTURING COSTS FOR THE ELECTRONIC SUBASSEMBLIES

Component

‘lntegrated Circuit
Integrated Circuit

Integrated Circuit
Integrated Circuit
iﬁtegated Circuit
Integrated Circuit
{ntegrated Circuit

Transistor

Transistor
Diode

Zener
Resistors
Ca'pacitors
Keyboard

. Connectors
' PC Card
. Relays

PC Assembly & Testing:

. Keyboard Unit Assembly

Part No.

'AMI 52600 -

AM! 52601

- Telaris 7511-01 .
- Motorola MC14514BCP -

Signetic 555
RCA CD4020BE
RCA CDA4093BE
GE 2N5306A

" Motorola M.JEB0OO
- Motorola 1N4001

Motorola IN5240A

- Miscellaneous

Miscellaneous

Chromerics ER-31623

Miscellaneous .

. ADL Drawing
- P.B. RQO-E3-X4-V200-

"Manu‘facturer’s Estimate -

Basis of Estimate -

Manufacturer‘s Estimate
Manufacturer’s Estimate

. Manufacturer’s Estimate

Manufacturer’s Estimate

- Manufacturer’s Estimate

Manufacturer’s Estimate

" Manufacturer's Estimate

2 Required

" Manufacturer’s Estimate

Manufacturer’s Estimate’

5 Required

15 Required
- 9 Required

Manufacturer’s Estimate _

- Manufacturer’s Estimate

Manﬁfacturer's Estimate K

Manufacturer’s Estlmate

) 2 Required, 10,000 Quantlty
' Automatcon Assumed for Component lnsertion and Test

Total Cost

$ 225
226
1.45

'0-.88, :

0,048

0.15
2.27
250
0.10
400

‘740

0.0

0.25
$25.44
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' 6 SYSTEMTESTS

FABRICATION AND ASSEMBLY -

Two complete test systems were fabricated and assembled from the design described in the
preceding chapter and the drawings submitted separately. The remote steering column locks were -
assembled on two spare steering gearbozes purchased for the 1977 Dodge Colt test vehicle.
Neither the mechanical nor electronic units of the steering column lock presented any unusual
fabrication problems. The special P/C boards were photoscreened from the drawing and the
components mounted in the laboratory. Fabrication of the mechanical unit - involved only
straightforward machining. Assembly of the entire unit was simple and straightforward.

After bench testing énd the theft test on the factory-equipped vehicle, the remote steering '

Jock was installed in the vehicle. Ag noted previously, this is a relatively time-consuming process
because the steering-column universal joint must be assembled in place and the engine moved
clightly while the unit is being placed in the vehicle. However, the installation'is straightforward
and no special techniques are required. ' :

The dooslock baffies were fabricated in preliminary fashion from sheet metal as described in
the preceding chapter. These were then fitted, with slight modifications, into the doors. The
placement of parts inside the door is complex and, without detailed drawings of the door, the only

-practical method for installing this type of baffle is by customized fitting. If this modification
were made in production, of course, the exdct shape of the various baffles could be established.

The locking hoodlatch was simply assembled in the. vehicle between the bottom of the
~ dashboard and the bulkhead ‘in: front of the radiator in accordance with the manufacturer’s
- instructions. ' . S _

BENCH TESTS A

Prior to installation in the vehicle, the mechanical and electrpnic units were t_ested sepa-
rately and assembled together to ensure: that the system functioned as. designed. No major
problems were found as a result-of these bench tests.

A eliglit modification of one dimension on the: mechanical unit was found necessary- to
ensure that it would unlatch in the event that the ball and notch were not aligned when the
unlocking pulse was received.

The electronic units were cycled in a thermal test chamber to test their operation over the
desired temperature range. The unit was found to operate down to -10°C_which is below the
specified limit. Elevated temperatures as high as 32°C presented no problem. The units were
cycled and tested several times over this temperature range. .

VERIGLE TESTS
Factory Equipment

" Prior to the installation of the test system and doorlock modifications, a theft test was
-conducted on the factory-equipped vehicle. The author served as test subject for this test. After
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'studymg and expenmentmg with the doorlock system, it was decided to use a “glim-jim" attack
~on the linkages through the window slot. A slxde-hsmmer was chosen for defeatmg the steermg .
_column lock. .

A smgle trial wae conducted to defeat the protective systems and mobilize the vehncle This
trial was recorded on motion picture film with a visible clock showing the elapsed time. The test

subject unlocked the door in a few seconds and defeated the steering column lock in an additional

40 seconds. The total time from approach to the vehicle to the point where it was dnven off was

' .ahout 50 seconds.

It is worth- ‘noting that this trial represented the first time that the test subject ever attacked -

a Dodge Colt steering lock.or, for that matter, any steering:lock mounted in a vehncle An
expenenced thief would lxkely be somewhat. faster, probably closer to 30 seconds.

‘ Road Testing

'I‘he test system was then installed on the vehicle and subjected to about 100 miles of road

~ testing on all types of pavement. The purpose of this test was to shake down the umt especxally

the electromcs, before final potting in preparatlon for the vahdatxon test

The only problem expenenced during these tests was a penodlc tendency for the malfunc-

" tion of the door interlock circuit which did not appear during bench tests. When installed in an

actual vehicle, ‘the opening of the 1gmtnon circuit relay occasionally caused arcing and a false

signal on the door interlock. This resulted in the immediate locking of the steering upon shuttmg}. _

off the engine before the door was opened. Since this characteristic defeated the safety provision

-of the door interlock, the circuit was later modified. to eliminate this behavior. After road testing,
- the test unit was removed and potted w1th epoxy resm It was then remstalled in preparatxon for

vahdatnon testing.

Valldatlon Test

The validation test on the prototype improved sntl-theft system consisted of a defeat time

-trial against the combined system, including the doorlock, hoodlock, and remote steering lock. An.

independent expert test subject, Mr. Rufus H. Whittier, was retained for the tests. Mr. Whittier
serves as a consultant to law enforcement agencies, .asurance companies, and anti-theft equip-
ment manufacturers. He is a nationally known duthority on automobile theft. Prior to:his
retirement as a professmnal auto thief, Mr. Whittier estimates that he stole more than 8000 cars
of all types. Since that time he has conducted many demonstrations and tests of all types of anti-
theft equxpment mcludmg factory-mstalled systems and retroﬁtted systems '

Durmg the week prior to the test which was held on 9 November 1978 the test subJect was

fully briefed on the systems installed in the test vehicle. This briefing included:

® removal of the interior door panel to allow a study of the interior lock mechamsm
and bafﬂmg, :

study of the remote steering lock and hoodlock as mounted on the vehicle, _
study of the disassembled steering lock on the bench and its method of operatxon,

study of all drawings of the device, and

a question and answer period concerning the principles of operation for the devxces
and the mechamsm :
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The only groundrulé applied to the test itself was that only man-portable tools would be
allowed. We felt that this would conservatively simulate the practical theft situation in which the
. theft was not carried out with a tow truck. Amateur theft, which is the principal target of the
improved anti-theft system, doso not conventionally involve a tow truck. '

. After planning his.mfciﬁ_ack following the interviewing period, the test siubjgct was ;Srepared
with his own set of equipment to carry out the validation test on the scheduled day.

The time trial was witnessed by Government observers from the National Highway Traffic
Sefety Administration and by various Arthur D. Little personnel. A backup steering lock system
was available for a second trial to obtain learning curve information in the event that the initial -
system was defeated in a marginal time period. ' :

. The time trial -was-reéoi'd@d on motion picture film mnd still phcitoéraphs with a visible clock
showing elapzed time: The times wero alco recorded as the test proceeded.

" The test subject first attacked the door lock system (Figure 14). Having become convinced
by studying the system that & “slim-jim” attack was impossible, he pried the door away from its
frame and worked an interior doorlock knob into its unlocked position using a welding rod with a
chisel shape ground onto one end. The doorlock was defeated in 1 minute and 20 seconds. '

 He then moved under the car and reached up into the engine compartment to cut the plastic
sheath and operate the hood lock cable with diagonal cutters. The hood lock was defeated in an
additional 1 minute and 30 seconds, or an elapsed time of 2 minutes 50 seconds after the start of
the trial. ' L SR : o : S o

. The test subject then attacked the remote steering lock from under the vehicle (Figure 15).
As 8 result of his study of the system, he was convinced that mechanical attack on the housing -
was not practical because of the limited access and working space and the time which would be
required. Thus, he elected to probe the electrical circuitry which was accessible on the test version
through & hole in the cover and interfaces between the steering box and the lock housing. None of
these possible access points would exist in a production version of the device. The test subject
spplied 12 volts from a hot-wire to various elements of the circuit in an attempt to find an
electrical path to the unlocking solenoid. All of these measures were unsuccessful and, in fact,
only served to destroy part of the electronic circuit and ensure that the device would remain in the
locked state. The test subject gave the attack up as fruitless after an elapsed period of 16 minutes
and 40 seconds or 13 minutes 50 seconds work on the steering lock alone. - o

This test subject stated that he would never attempt to-steal a car equipped in this fashion
on the street without a tow truck. He believes that it can only be stolen in that manner. -

Congclusions

The principal conclusion reached as a result of the validation test is that it is quite feasible
to design and produce a cost-effective mobilization protection system which will deter most
thieves wall beyond the 10-minute goal applied in this program. In fact, the experience gained in
this program indicates that effectively designed remote locking systems will, in general, force the
uge of & tow truck to steal the vehicle. This would effectively eliminate amateur auto theft and
provides the opportunity, through local control and licensing of tow vehicles; to make professional
operations more hazardous. -~ : -
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FIGURE 15. REMOTE STEERING LOCK UNDER ATTACK FROM BENEATH VEHICLE.
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'I‘he key to achxevmg the requxred defeat time is to locate the vulnerable elements of .the -

system, the decoder. and. the latch, in an extremely inaccessible location- in the vehicle. In
addition, these elements have to be housed and the housing mounted in such a manner that
" access to or replacement of the vulnerable elements will require more than 10 minutes — with a

‘high degree of conﬁdence There are many conceptually possible ways to achleve this level of
", security in the automobxle :

The only general design restnctlveneaa imposed by this approach is that it 1mphes the use of
electncal code transmission from the passenger compartment to the remote lock. Keyboard code '
_ insertion was found to be the simplest method of achlevmg this status, and it offered no .

significant inconvenience in’ the prototype system. The potential problem. arising when itis

desired to allow someone other than the owners to drive the car could easily be solved using

enhanced decoder circuitry in a production version. It is also possible, of course, to xmplement the

system with a key or card reader as the code insertion device. The comparative advantage of the

~ keyboard is that it is fully passive or automatic and ehmmates the posslbxhty of the dnver leaving
‘the car with the key in it. :

The doorlock modifications demonstrated that it is possible to achieve substantial increases
" in defeat time over the systems used in most current production vehicles. However, the resulting
“times do not offer a major deterrent to the skilled and dedicated thief and do present an
"inconvenience to the owner who locks his key into the vehicle. Since the amateur thief can
“ultimately break the window to steal the vehicle, if necessary, it is believed that: doorlock R

lmprovements are not the optunum way to achxeve mandated improvements in theft deterrence

leewnse, a locking hoodlatch achxeves a sxgmﬁcant level of detertence and, in some
vehicles, may provide an important method to attain the required degree of protectxon for the
remote locking system. However, iih many vehicles, such as the test vehicle in this program, the
hood lock only provides a short delay to the skll'ed thnef Thus, its effectweness as a mandated
feature is questxonable :
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7. ANTI-THEFT STANDARD DEVELOPMENT "

The ultimate objective of this program was to develop and recommend modifications to FMVSS
Ne. 114, Theft Protection — Passenger Cars, which will improve anti-theft system performance.
 This chapter presents a detailed comparison of the two existing anti-theft standards, FMVSS No. 114
" which is provided in Appendix F and its European counterpart, E.C.E. Regulation No. 18 given in

Appeadis G. ‘ ' .

One of the objectives of this program was the development of standard provisions that specify
minimum performance in a way which is not design-restrictive. In studying the existing standards, it
became clear that there are three important characteristics of this type that can be attributed to-a
given standard provision. These characteristics are defined as follows for the purposes of the discus-
gion.contained in this report: : ' . '

- Unvrestrictive — Any provision which neither specifies nor presumes a particular design or.
class of designs for the anti-theft system or protective device; -

Desigr-Limited — Any provisioh_ which presumes that a particular -design or -class of
design may be used to meet unrestrictive requirements and applies only to such systems of .
devices; : ‘ ' ‘

Design-Restrictive — Ahy provision that speﬁifies the use of a particular design or class of
d ) . . . B ..

Then, based upon the vehicle theft survey of Chapter 3, the development of performance criteria
- of Chapter 4, and the design and test work of Chapters 5 and 6, alternate standard provisions were
developed and modifications to the standard were recommended. = .

COMPARISON OF EXISTING STAN DARDS

In general, ECE Regulation No. 18 is considerably longer and more detailed in-presentation
than is FMVSS No. 114. Thus, it is convenient to follow the paragraphs of Regulation No. 18, bring-
‘ing in the FMVSS No. 114 provisions for comparison at the appropriate point. Each of these com-
parisons is.then followed immediately by a comment relating to the importance of the provisions and
any mprovements suggested by the vehicle theft survey and other work in the program to date.

Purpoes; Scope, and Application

Paragraph 1.1 of ECE No. 18 simply states that the regulation applies to devices that can pre-
vent unauthorized use of power-driven vehicles having at least three wheels. The related provisions of
FMVSS No. 114 are covered in Paragraphs S1 and S2, where the purpose is stated to be the specifica-
tion of requirements for theft protection to- reduce the-incidence of accidents resulting from -
unauthorized use, and the applicability is stated to be for passenger cars. '

Comment: The inclusion of accident prevention in the purpose is appropriate for FM VSS
No. 114. However, the applicability to ECE No. 18 is broader, since it includes all powered vehicles
with three or more wheels, while FMVSS No. 114 only covers passenger cars. In Jact, ECE
No. 18 could be considered too broad in that it extends coverage to heavy trucks and buses. The
vehicle theft survey, however, identified the importance of protection against the theft of
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light trucks and multi-purpose passenger- vehicles: which are among' the most frequentlv stolen
~ late-model vehicles in the western. states Thus, itis concluded that FM VSS No 114 shuuld be
extended to theae vehtcle classes.

'Deﬂnltlons

- Paragraph 2 of ECE No. 18 contams part of the basxc functnonal requirement specxfied by

" the regulation,’ sinde it defined the “protective device” as a system to prevent the unauthorized

inormal activation of the engine in combination with at least one other system which prevents the ™
effective movement of the vehicle. This is somewhat redundant with the later requirements
specified by Paragraph 5. The comparison with FMVSS No. 114 will be drawn with the latter.

This paragraph also defines the boundaries of the steering system and defines “comhmatxon and
“key.” The latter two terms are defined i in exactly the same way. as they are in Paragraph 'S3 of
the FMVSS No. 114 which contams no other deﬁmtwns

- Comment: This section of the standard should nghtfully contain the deﬁmtwn of any term
" used in later prumswns which is not otherwtse clear. '

" Functional Specmcations

Paragraph 5.1 of ECE No. 18 requires that the protectlve devnce prevent normal starting of
the engine and steering or forward self-mobility, unless the device is put out of action. Paragraph
$4.1 of FMVSS No. 114 provxdes for exactly the same function, except that it states that it should
be a key-locking system and it does not allow for the meffectlveness of the system if it is put out of
actlon : .

Comment' The broad definition of ‘key’’ in both standards allaws the use of vxrtually any
code-insertion device, including removable keys and keyboards. However, Paragraph S4.1 of.
FMVSS Nu. 114 presumes a key. that can be removed and is, thus, design-restrictive. Although
Paragraph S4.1 dves not make provision for the ineffectiveness of the system if it is put out of
action, that must be presumed and. is, of course, true for all systems used to meet the standard. It
should be noted that the ranking of perfurmance criteria of Chapter 4 suggests that it is only
necessary to lock one critical vehicle function, if- thts lockmg functwn is also cuvered by an -

' effectwe attack-reawtance apec:ﬂcatwn -

Single Key and Supplementaray Devices

Paragraph 5.9.of ECE No. 18 requires that the functional spec1ficatlons be accomplished by '
the action of a single “key.” FMVSS No. 114 has no such explicit provision, but implies this by
activating the system when “the key is removed * Paragraph 5.2.1 allows supplementary devices -
_using separate keys. I

Comment: FMVSS No. 114 is design restrictive in this sense, because there is no znherent '
need to require a removable key for an effective system. Note that the single key provision of ECE
. No. 18 has no effect on daorlucks A separate key is expltc;tly allowed by Paragraph 5.2.1 for that

purpose.

Passlve Actlvatlon

- Paragraph 5.3 of ECE No. 18 requires that the anti- theft system be actwated in order for the
key to be removed Thxs is also mandated by S4 1of FMVSS No 114. '
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Comments Ful!y passive activation of the system must take place whenever the drwer
~ shuts off the engine and/or leaves the vehicle. Both standards allow systems where a key can. be
left in the vehicle, a situation that results in approxzmately 13.6% of all thefts

Aﬁa@k Raesistance

Paragraph 5.4 of ECE No. 18 requires that the system not be ‘capable of rapid, 1nconsp1c-
_ uous defeat. by low-cost, easily concealed and readlly available tools FMVSS No. 114 has no such.
mqunfement

Comment: Thw performance deﬂmtwn in ECE No. 18 is one of the major distinctions
between the two standards and is the basic fault usually attributed to FMVSS No. 114. The
weakness of the ECE No. 18 provision is that it does not deftne the attack-resistance character-
istics — defeat time, accessibility, conspicuvusness, or resistarice to tools — in specific terms.
Thus, although many objective critics would conclude that no U.S. system meets this require-

. meng, it is subject to argument. To be effective, each of these performance characteristics sh,ould
be defined in & way which clearly states the required. performance level. This can be done inan
unrestrictive way for defeat-time and conspicuousness. Accessibility limitations, however, imply
some degree of design restrictiveness since they, in effect, specify one or more acceptable locations
ond may force the designer tv use a given type of signal transmission. Similarly, definition of
resistance to specific tools is inherently design-limited, since it can only.reflect the ability of the
author to visualize the systems that will be used to meet the standard. Moreover, as new systems
are developed, such a requirement is likely to become ineffective, because new tools will be
adapted by the thief to overcome the system. Thus, it appears that an attack-resistance specifica-
tion should not provide any restriction to the tools used or, alternatively, should make only a very
broed restriction, such as allowmg only hand-powered touls : - '

Disassembly ,

Paragraph 5.5 of ECE No. 18 requires that the device be original equipment and restricts its
design to one which cannot be defeated by remo_v_al of its housing or disassembly without
destroying past of the protective device or cutting non-removable fasteners. FMVSS No. 114 has.
no such provision.

Comment; Current systems would not meet this requirement since they can be defeated by
removal of their housing. Moreover, the requirement for covered or non- -removable fasteners:is
design-restrictive. It would appear that this type of requirement would be superfluous Lf the
preceding one were worded th a clear and effective fashion.

Number of Combinations :
Both Paragraph 5.6 of ECE No. 18 and Paragraph S4.3 of FMVSS No. 114 require more
than 1,000 combinations for the device if the manufacturer’s production is greater than 1,000
(annual production is specified by ECE No. 18). However, ECE No. 18 requires that the actual
frequency of occurrence of one combmatxon be 1 per 1,000 in vehicles of one type. ‘

Comment: Here ECE No. 18 is potentially much more effective than FMVSS No. 114,
since merely providing 1,000 different combinations does not guarantee their random use unless.
the frequency of occurrence is specified. The provision is unrestnctwe, since every anti- theft
system has a combination of some sort.
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" No Vislble Code __

: . Patagraph 6.7 of ECE No. 18 requires thét nexther key nor lock shall be vxsxbly coded There» |
" is'no such requxrement in FMVSS No. 114.

_ Comment' Lock. combmatwns -stamped on lock cylmders, or on plates, in a vehzcle have .
. been used by thieves, to obtain keys and steal oe}ucles The requirement would be more broadly
effective if it forbade the recordmg of the 8ystem combmatzon anywhere on the vehzcle

Torque Requirement

. - Paragraph 6. 8 of ECE No. 18 requires that the lock cylmder shall reslst tummg under a
.torque leéss than 0.25 m-kg, except with the matmg key FMVSS No 114 has no such
requuement '

Comment: This requirement applies only to conventivnal lock cyhnders, and thus can be
considered design-limited. It is aimed at a method of defeat commonly used, viz., the breakmg of
the luck tumblers. However, the specified torgue appears to.be much too low to. be effective since
- 0.25 m-kg. (21 in.-Ib) can be easily applied with ¢ pair of pliers or a small wrench. The minimum
torque to failure should be 15 or 20 times this level and. the key-slot should be small envugh to
preclude the insertion of blank keys of hzgh-strength steel large enough to sustain the torque :
required-to break the tumblers t .

Lock Design

L Paragraphs 5 8.1 and 5.8.2 of ECE No. 18 forbid certam combmatnons of 1dentxcal tumblers. .
FMVSS No. 114 has no such requxrement : :

Comment: This requirement apphes only to conventional lock cylinders and is aimed at
~ preventing torsional forcing with a small number of try-out keys. It is-design-limited and appears
to be somewhat redundant with the torque requirement. It could, however, be accomplished ina
very.general, non-deszgn—hmzted way by stating that no. combznatwn with more. than two zdentt-,
cal code values or leoela would be- acceptable

Safaty

Paragraph 5.9 of ECE No 18 requires that it not be possible to activate the system
accidentally, while the vehicle is in motion, and further requires that it shall not be activated by
an uninterrupted continuation of stopping’ the engine, or by key withdrawal of less than 5 mm,. -

= unless a separate interlock is provided to prevent accidental withdrawal of the key. Paragraph 4

$4.2 of FMVSS No, 114 prov1des only that ‘the prime means for deactivating the engine not -

: actwate the devxce

Comment: FM VSS No. 114 does not preclude actwatwn ofa steenng lock while the vehicle
" is in motion, and thus concewably could allow an. unsafe condztzon to occur.

'Power Assistance

Paragraph 5.10 of ECE No. 18 provides that, once locked, the anti-theft system must remain
in place without power assistance. Thus, cutting the: electric or other power to the system must
not unlock it. FMVSS No 114 has no such reqmrement
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~ before it has.been turned. Thus, there appear to be a vari

@més Although no current system relies on power assistance to hold the lock in its

‘activated state,. it is conceivable that. one could be designed in such a manner, It would be -

 susceptible to attack by means of ‘cutting the battery cable or éhOrting out the electrical syfte@.

And-Startlng

Pamgmph'f’).il of ECE No. 18 requires that normal starting of the moﬁive power (éngine)
shall not be. possible. until the protective device has been deactivated.. This appears to be -

- completely redundant with Paragraph 5.1.1 and is:the same as Paragraph S4.1 (a) of FMVSSNo.
114. o N s - . : '

Commcnt: This provision is design-restrictive since it mandates that an otherwise effective -

“anti-theft system must be augmented by a device to prevent starting the engine. Although this

may be desirable in all cases from a practical viewpoint, it is of dubious importdnce to theft
resistance. ' : . ‘ - S :

Perticular Specifications

Paragraph 6 of ECE No. 18 imposes a x_x_umbe;"-'of specifications on several alternative classes
of the device required in Paragraph 5.1. FMVSS No. 114 contains none of these specifications. In
summéry they are: S : o S

(a) Steering locks are required to positively engage once set, meet a specified wear or
life test, and resist a 20 m-kg torque about the steering wheel axis. -
~ (b) Transmission lqcks are required to prevent rotation of the driving wheels. ‘
o) Gearshift locks arefeqmred to preyentﬁchange of gear and )OCk:dnly in reverse, .

" neutzal, or park.

Acoustic or Visual Warning Devices - K . |

- Paragraphs 10.1 and 10.2 of ECE No. 18 allow (but do not require) the device to be equipped
with an alarm that sounds the horn or flashes the passing lights for up to 30 seconds. Presumably,
although not specified, this would occur only if the device were attacked by a thief. FMVSS No.
114 has no provision. ‘ S . '

* Antl-Key Retentlon Warning.

Parageaph 10.3 of ECE No. 18 ailows’ (but does not require) a warning device if the driver’s
door-is opened, unless the key has been removed and the protective device activated. This is
similar to Paragraph S4.4 of FMVSS No. 114 which requires such a warning. - '

_ Comment: However, the warning required by FMYVSS No. 114 need not operate if the key is

withdroawn pertially, or if it is in the “on” or “start” position, or after it has been inserted and
jety of ways to leave one’s key in the car

without setting off the warning. Moreover, the warning can cease as soun as the door is clused.

DEVELOPMENT OF ALTERNATIVE PROVISIONS

The renking of the performance criteria of Chapter 4 and the results of the subsequent
development of an imé;oved.anti-theft, sy,até!_n, based on the important conclusions of Chapter 4,
provide the basis for identification of improvements to the safety standard. ' o
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The major issue reniains the attack-resistance requirements. The most direct way to specify
', attack resistance is in terms of time:to-defeat which requires a subjective test for compliance:
‘The alternative is to attempt to obtain an equivalent attack resistance by means-of objectively
worded provisions:that can'be tested for compliance without a subjective test. It has: been shown
that the second approach is inherently more design-restnctwe than the former. o

'I‘he conclusxon Yeached iri this study is that this is an issue that must be resolved by the
rulemaker rather than the researcher. While a simple time-to-defeat is much more direct and
definitive, it is recognized that it presents problems in testing compliance. Thus, coherent and
 consistent alternative standards are recommended in the next section of this report. The rationale

- leading to the major provisions of these recommended standards is discussed as follows: . -

. Functional Requirements
It is xmportant to recognize that the standard must be worded so-as to ensure certain

" functional characteristics in addition to attack resistance. The most 1mportant of t.hese are :

mobilization protection and the number of codes allowed by the system.

Although entry protection was found to have significant deterrent value, the studies and
test results of this program suggest that it is preferable to put increased cost into the mobilization -
.~ lock rather than the door or hood lock. Thus, it has been concluded that the safety standard

- should not mandate 1mprovements in the -entry lock system. -Manufacturers will continue to
provide systems comparable to the current type because the consumer expects and demands it.

. The only other controversxal functronal reqmrement area is that; centenng around the
_ problem of ensuring that the owner does not leave a key in the car. The best way to achieve thisis
: through passwe activation of the mobilization lock and/or the use of a design which precludes the
' . retention of a key by the system. The current steering column lock cannot be made fully passive
" without introducing a safety problem. If retention of the key is prevented in the “Lock” position,
_ the driver can leave the key in the vehicle in the “OFF” position. If it is designed to eject in the -
“OFF" position, locking the wheel,-it violates the safety provision whxch prevents madvertent
locking of the steering while the vehicle is in motion.

It will be 'r'ecalled. from Cha.pter 4 that fully passive activation is important for theft
deterrence, but was rated relatively low for consumer acceptability and cost. However, it is very
clear that, if a keyless system were used, fully passive: locking with safety interlock is the only .
rational approach from a security standpoint. Otherwise, the system allows the equivalent of the

simple toggle switch ignition. This would return to the simple switch feature used on the 1964 and :

- earlier Chevrolets. These vehicles have always been and contmue to be among the leaders i in theft
- rate. - : » '

For these reasons, it is concluded that the best compromise between adequate security and -
lack of design restrictiveness is to require either a fully passive system, or one where a ‘“key”
remains in the system while it is inactivated and is mcapable of bemg retained in the system in
the locked or activated state. :

Defeat Time Requirements

The' defeat-time requirement can simply specify that the mobilization protection system
cannot be defeated within a period of 10 minutes. However, some means of measurmg this must
also be 1mphed and this is where the- controversy lies. :
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The only standard currently in use which, like FMVSS No: 114, applies to a design where an
attack may be expected on the system is the Poison Prevention Packaging Standard administered
- by the Consumer Product Sefety Commission.? This regulation specified a test.on each appli-
cable package design by 200 children t6 ensure a statisticel measure of its efféctiveness. -

Studies in this program indicate that the minimum test sample which would provide any -
degree of statistical confidence would require about 20 different test subjects. However, a very
important factor to consider with the anti-theft system is that failure to deter for 10 minutes with -
_ even a single subject is an indication of a fatal weakness in the system. This indicates that a fast
method of attack exists which will quickly be communicated ‘and learned by the whole thief -
population. Thus, it may be concluded that statistical test results are not meaningful, and that
compliance testing should be used to attempt to determine the minimum possible defeat time. In
practice, this could probably be best achieved through the use of one or more expert anti-theft
technicians employed or contracted by NHTSA to test all systems for compliance. A single failure
indicates that a system is not good enough. If this scenario is not acceptable, then astandard

baced on defeat time is probably not practical.

Alernative Attack-Resistance Requirements

» The results of Chapter 4 and the design and test program of Chapter 5 and 6 clearly
demonstrated the importance of limited accessibility as an alternative to defeat-time. In a
standard provision, this must take the form of specifying that the vulnerable decoder and latch
elements be housed and located in a defined way:. ‘ ' ’ ’

. In Chapter 4 visual conspicuouaﬁess was alsb fouhdxo} be 'importént. HoWever, there is no
. -simple, objective way of requi_ring‘,this ina standard. Conspicuousness can best be achieved -
objectively by judiciously choosing the way in which accessibility is defined.

The tampez-detector approach found promising in the previous discussion presents a prob-
lem for the standard writer. Without defining a specific design, there is no way to define its ability
%o resist attack objectively. Thus, it is.concluded that it remains a promising design approach,
but only in response to & standard which. specifies minimum defeat-time. This is a graphic
illustration of the fact that a defeat-time standard is less design-restrictive. - ' -

If the standard protects the vulnerable elements. of the system from attack by limiting
accessibility, the only remaining methods of theft, other than the tow truck, become the various
possible methods for obtaining the code. Thus, requirements against identical codes in the
doorlock and recording codes on the vehicle become important. Moreover, since inaccessibility
implies a remote lock, electrical signal transmission and actuation become likely, and a restric-
tion. against the need for a source of power to-hold the system in its locked state becomes
~ important. ' ‘ ' - :

AECOMMENDED SAFETY STANDARDS

Based on the discussion of ﬁhe'préceding Ase‘ctio'nsi, two alternative recommended s_afety
standards are provided as follows. ' . ' : . :
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Alternative A iss.AMi'nlmur‘.n'_Deféat Time

1 Purpose and Scope

: This standard specxﬁes reqmrements for thet‘t protectxon to reduce the mcldence of accx-
dents resultmg from‘unauthorized use. : : . .

2, Appltcatwm
This standard apphes to passenger cars, hght trucks and multn-purpose passenger vehxcles
3. Definitions

“Authorizing ‘Code” means a combination of numbers or. sxgnals manually apphed to or.
stored ona code-msertlon devlce whxch permits deactwatxon of the theft~protectron system. -

: “Cntxcal functxon means a vehlcle funct:on necessary to the control of the. vehlcle while in

»motxon

. 4. Requarements

4.1 Each vehncle shall have a theft-protectnon system that when actwated wrll
prevent —_ . .

(a) controlied self-mobilization of the vehicle, and
(b) defeat by a test subject, thhout advance knowledge of the authorizing

* code, within a perxod of 10 rmnutes usmg tools that are man-portable to
the attack scene.

- 4.2 The theft-protectron system requrred by 4 1 shall activate automatxcally ,
‘when the driver shuts off the engine and leaves the vehicle in such a way that
no functnon critical to safe operatron can be.locked inadvertently while the
~ vehicle i is in motion.

- 4.3 If a removable code-insertion devnce is used the system requxred by 4.1 shall
~ . not be capable of retaining the devxce in the “OFF” or “LOCKED"” state.

- 4.4 The number of different authonzmg codes for the system reqmred by 4.1 of
-each manufacturer shall be at least 100C, each with a’ frequency of occurrence' :
-of approxunately 1 per 1000 vehxcles :

 Alternative B — Limited Accessibility

L Purpose and Scape E

This standard specifies requrrements for theft protectxon to reduce the mcxdence of acci- .
dents resultmg from unauthorized use. - : : oL

2 Applzcatwn . : .
-Thrs standard applies to passenger cars, hght trucks and multn-purpose passenger velucles

3. Defarutwns

. “Authorizing Code” meéns a combxnatxon of numbers or signals manually applied to or
stored on a code-msertwn device whxch perrmts deactnvatnon of the theft-protectlon system
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‘“Critiesl Function” méans a vehicle function necessary to the control of tBe'vehicle while in

o .
motion.
. “Decoder” means a device which responds to the authorizing go&e to deactivate the theft-
protection system. o ' - ‘
L o . . “Latch” meens a locking device which prevents some vehicle function critical to controlled
@@lf-mobilization of the vehicle, unless deactivated. by ghe decoder. . -
4. Requirément& . . o S ) .
4.1 Each vehicle shall have a theft-protéction system that, when activated, will
prevent controlled self-mobilization of the vehicle by a person without the '
o v : ‘
authorizing code. o
4.2 The vulnex_‘hbl_e-elements in the system required .By,A.I; including the deco- .
- des, latch, and any sifgn_al.'pa’th. carrying a simple lock-unlock signal, shall be
located — ' o B . '
o (a) ina inajor engine, driveti'ain, or control 'systen.xghous'ing, and

(b) in such a place as to be dccessible_fOt mechang‘{:al attack or disassembly
only from underneath the vghiclg. '

: 4.3 The standard time allowed for warranty removal’ and replacement of the
® : _ housing of 4.2(a) shall be 10 minutes or more.’ C : -
4.4 The theft-protection system required by 4.1 shall activate automatically
when the driver shuts off the engine and leaves the vehicle in such a way that
no- function critical to safe operation can be locked: inadvertently while the
vehicle is in motion. , ' :
@ ' . 45 Ifa rempvqble'code-insertioxi'- device is used, the system required by 4.1 shall
' not be capable of retaining the device in the “OFF” or “LOCKED” state.
X The number of different authorizing codes foi'_ the system required by 4.1 of
each manufacturer shall be at least 1000, each with a frequency of occurrence
. .of approximately 1 per 1000 vehicles. ‘ ,
® 4.7 '_I‘he-authorizing code for the system of 4.1 shall be different from any code
used for the doorlocks or other locks on the same vehicle and no code shall be
pecorded anywhere on the vehicle. - - :
4.8 Once activated, the system of 4.1 sh_all,remain passively activated independ-
~ ent of any power source. ' S
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* 8. CONCLUSIONS

The wu@ﬁt tachnical conclusion that can be drawn from the results of this program is that
cost-effective -anti-theft sysiems, which can be expected to drastically reduce the number of

_ ‘automobile thefts, are entirely feasible as t_‘actoi'y-installgd'_devices., At least one such design

concept has been shown to result in a consumer price increase which is well below the vehicle's
share of thefi costs over its lifetime. ST ' o

However, to mandate the result by safety standard requires the inclusion of effective attack-
resistance ¢riteria in the standard. The most direct, and least design-restrictive way to gécom-
plish this is to specify a minimum defeat time. This, of course, results in compliance testing

' problems. Unfortunately, the only altemativé is to specify objective requirements concerning -

packaging and accessibility of the vulnerable élements of the system. This alternative is inher-
ently more design-restrictive. Co T -

- This program was, Wide-ranging; It inéiuded a vehicle-theft survey; a study of performance

~ criteria and anti-theft standard provisions; and the design, development, and . testing of an

improved anti-theft system. The principal conclusions that can be drawn from each of the major
task areas follow. ' S : R :

VEHICLE THEFT SURVEY o
: 1. The average annual theft rate in the United States is 7.23 per. 1000 vehicles, with a peak
" rate in Massachusetts of 25 per 10600. =~ ' ' : .

' 9. The national theft ,raté 'fof:céxta_'in specialty inodels app'ears to be as high as 70 per 1600,
and the Massachusetts peak for one model was calculated to be 198 per 1000.

. 3. Recovery rate data for the entire :Univtéc;l States indicate th_aft about 70% of all thefts are
comimitted by joy-riders or small-time, non-professional: strippers. The ?émaining 30¢%
involves proiessional operations and insurance fraud. '

4, The total cost of automobile theft is at least $2 billion annually. Accident costs amount
to §80 million and,cr_iminal justice system costs amount to. $200 million. The remainder
represent. direct losses to the consumer.

5. Allceation of these cdsts by type of theft shows that the amateur joy-rider and small-time
stripper cost the U.S. consumer between $1.1 and 1.4 billion annually, while professional -
thefts cost between $0.7 and 1 biilion.

6. Thus, the resulting cost of amateur auto theft alone is $10 to 13 i.iér registered automobile
per year, or $100 to 130 over a 10-year vehicle life. ‘ -

7. Although a wide range of theft methods have been used, the most prevalent current
methods include the use of a slim-jim or wire against the doorlock mechanism and a
glide-hammer against the steering-column lock. Nationally, about-13.6% of all thefts are
accomplished with a key that has been left in the ignition. '
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"8, The steering-column locks on most vehicles can be defeated in 30 seconds or less, the
" most difficult wlthm 2 minutes. Although recent data 1ndxcate that the theft rate on

. specific. wvehicles can be significantly reduced by unprovmg the lock, no. changes have _

" beén made. whxch appear to deter a theft beyond a few minutes.

9 It is. generally agreed among. thxeves, law. enforcement officials, and. mvestxgators that E
deterrence beyond 10 nnnutes mll dxscourage most amateur thxeves : )

PERFORMANCE CRITERIA .

. L Antl-theft ayatem performance can be apeclﬁed m terms of functlonal attack resxatance.‘ L
. and post-theft criteria. :

2 The most unportant functxonal ‘criteria are either apecnﬁed in the current FMVSS No.

114, or are satisfied by current design practlce The exception is a sultable combmatlon
of antx-key retention and/or passive: actxvatlon reqmrements to ensure that the vehicle
"will not be left unprotected.

3. anne-to-defeat alone can provnde sufficient attack resnstance, and no other criteria wonld
" be required. This would impose no restnctxon at all on the desxgn used to aclueve the
reqmred defeat tlme B :

4. If tune-to-defeat is found unacceptablé as a performance criterion upon which to base the
safety standard, the same result must be achieved through the specification of accessibil-

ity limits for vulnerable components and a number of other specxﬁc objectwe require- .

| ~ ments. Tlus approach is inherently more design-restrictive.

5. Post-theft criteria which diminish the value of the stolen vehicle represent a promising
- approach to reducing professional theft. They would effectively reduce the market for
_stolen vehicles. However, these criteria can best be xmplemented by 1mprovements m, :

FMVSS No 115 and local tltlmg lawa

6. Improved attack . resxatance could also be effective -in reducmg professxonal theft 1f :
combmed with nnproved loaal regulatnon of towmg operatxons ‘ )

SYSTEM DESIGN

1 Effective theft deterrence can be accomplxshed by locking v1rtually any vehlcle function
critical to the controlled moblhzatlon of the vehxcle : :

2. The key to achieving effectxve performance is to make the vulnerable components of the
" ‘system inaccessible to the thief. These include the decoder, latch and any other ele-
‘ments wlnch ‘process the simple lock-unlock angnal

3. 'l‘hra can best be done by locating these components in an inaccessible hardened locatlon,
"+ such &s a major vehicle housing, which can only be reached from underneath the vehxcle
of by lengthy disassembly.

4. _Following_thia design approach, a remote steering lock, located in the steering gearbox,
was found to resist theft succesafully by a former professional auto thief fully briefed in
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its method of operatxon fora penod well beyond 10 minutes, Thls test subject’s opinion is

. that a car equipped in this manner would never be stolen on the street without a tow .

tmck

.. The remote lock approach implies the use of electromc code transmxss\on between the

passenger compartment and. the remote locatlon

. A keyboard code-insertion devxce can be a convenient alternative to a removable key and

will effect:vely prevent theft with the owner’s key

. An alternative to the remote lock is-a tamper detector which will respond to attack on'an

otherwise vulnerable lock by dxsablmg a vehncle functxon in such a way ‘that- lengthy
repair time is required to restore it. '

. A remote function lock using a keyboard code-insertion device can be manufactured in , ‘

high-volume production at a cost which will limit the vehicle price increase to between

-$17 and $36. This is well below the possible savmgs in average amateur theft costs to the -

consumer over the life of the vehicle.

. Doors are inherently so vulnerable to. attack that 1mprovements in doorlocks are not

concluded to be a cost-effective approach to theft deterrence.

ANT -THEFT STANDARD -

1.

The current U.S. anti-theft standard specifies only functxonal criteria and not attack-'
resistance criteria. Thus, it effectively speclﬁes only performance in the absence of

-attack by a thief. Of course, this is a paradox gince.the only. purpose of an anti- theft :
‘system is to resiat attack,

. The current European standard specxﬁes attack realstance in very general quahtatxve‘

terms whxch are useless for purposes of testing comphance

. The most direct — and least design-restrictive — method for specifying attack resistance
~is in terms of a mxmmum defeat txme This allows a sxmple straxghtforward anti-theft
_standard. :

. However, the time-to-defeat standard mherently carries thh 1t the need for test com- .

pliance using a test subject

Objective specification of attack resistance requires definition of general limits on the
method of housing and locating the vulnerable parts of the system. This.approach is

- inherently more design-restrictive and, in fact can be shown to preclude certain promis-

" ing anti-theft design concepts.

Assuming that the objective accessibility limits are effectively defined, there is no
technical basis for choosing between these two approaches to the standard. Instead, it is
a matter that must be resolved between the rulemaker and the industry. Each must be
able to agree on a suitable method for measuring or testing compliance. There is no
doubt that meaningful compliance test methoda and expert’ techmcxans could be devel- :

oped for this purpose.
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°« K RE@@MMENDATE@NS

On@ objective of this program was, oﬁ' course, the recommendatnon of 1mprovements for
FMVSS No. 114, ‘These have been made in Chapter 7 of this report. However, the research and -
: » ~ development work also suggests a number of specific areas where further work is desirable in .
® - ‘order to improve anti-theft technology and the standard against which anti-theft systems are
ST — mensumd R;ecommendntxons for the general direction of this work are included as follows ‘

DEVEL@PMEMT TESTING
The fabrication and test tasks of this program were limited in scope to two prototype o
. systems and a single validation test. As described in earlier chapters, this was conducted very
* _ : _ conservatively to ensure that the level of deterrence achieved and the defeat time trial would be
meaningful. However, it would be desirable to carry the development of the remote lock to the
next step of a production prototype packaged as a production unit would be. A number of units
should then:be fabricated and tested ngorously using every possxble method of attack to ostabhsh
the minimunm defeaz txmee ) :

| For th@ semote: steermg lock the methods of attack can be eastly identified. They are:

o' Mechanical attack on the housingto expose the leads to the unlocking solenoid and
actuation with a live wire, followed by hot wiring to start and operate the engine

® . © Mechanical attack on the housxng, followed by mechanical. attack on the latch
; g  itsalf to force it to the unlocked- posxtxon, followed again by hot wiring the starter
" - 1 and ignition.

o Removal of the entire locked steering gearbox and replacement thh an unlocked
gearbos or one with a known combination. v

o ‘ It is expected that dovelopment testing of this typ@ would allow the xdentxﬁcatxon and
removal of any weaknesses in the system. It would also provide general information on the désign
featuses that should be mcluded on remote. protectxon systems of this type

FIELD TESTING

After g production prototype unit has been tested and developed to correct any weaknesses
found, the next logical step to establxsh the capabilities of the system is actual field testing.

With an anti-theft system, however, a field test program must be approached properly to
provide any meaningful results. It is well-known that thieves, like a stream, follow the path of
lems\t resistance. Thus, if they encounter a car with an unusual antx theft system, they are likely to
® : move on to one which does not. Even after the general appearance of & new system, a penod of
' lessning of perhaps a year is necessary.

For this reason, it is not clear how meaningful results could be obtained from & field test. It

is known from a single sample of 4033 successful total thefts and 260 unsuccessful attempts

: reported in the recent GM survey“g’ that the success rat.e of thieves against the curx‘ent steenng

. column lock is about 94% : :
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.. However, lf a large fleet of cars were equxpped with a production prototype remote lock and
field-tested in a hrgh theft rate ‘area, a control against which to measure the results would be
* difficult. Assuming that the méasured success rate were well below the levels which apply to the
- current designs, it would not be known whether this was due to its’ mvulnerabxhty or simply the
" fact that the thnef populatxon had insufficient exposure to the device to learn its weaknesses

, Anotber problem is the number of vehlcles needed to ensure that a sufﬁcrent number of
) attempts will be made. Even in high theft areas, the average rate is only aboit 25 thefts per 1000
velncles per year.

Fxnally, there would be a need to ensure that every vehicle stolen could be recovered in order
that it could be studied to. determiine the’ ‘method of theft. For. example, if the device forées all
~ successful thefts to be accomphshed by tow truck, it would have accomphshed its goal

Thus, it is recommended that any field test program of improved ant1 theft devices be
conducted in phases. 'I'he initial phase should constitute a careful planning programi to- design the .
_ experiment in such a way that adequate ‘control testing is. mcluded to ensure that meaningful

: conclusxons can be drawn from the resulta :

: If the results of this initial study are negat:ve, funds would be better spent if channelled into - -
- an exhaustlve laburatory test program to determme the vulnerabxllty of a proposed desrgn

DEVELOPMENT OF A TAMPER DETECTOR

The conceptual design analysrs of this. program mdrcated that the tamper detector ap-
proach combined with the existing steenng column lock and a pxck resistant lock cylmder, isa
- promising approach. One of its advantages is that it can be: xmplemented with no change -
perceptnble to the consumer., '

_ If thxs concept requires a remote lock activated by a sensor in the steerxng column then -
_ there i is httle to be gained in comparison with the remote lock: developed in this program or a
similar one. :

However, the design concepts illustrated in Figures 7 and 8 hold the promise that such a _
system could be implemented with minor mechanical changes i in the steering column lock itself. .
" This could provide an improved, lock thh a much lower price mcrease than a remote electron-
' lcally coded lock

For this reason, it is recommended that a desxgn, fabncatlon, and test program be con-
ducted to develop a prototype of tlns type of system and test it for vulnerability.

The approach recommended isto select one or more standard U.S. designs for modification.
A desxgn study would then be conducted to select the optimum type of ‘modification for each
: steenng column’ lock. A prototype would be desrgned and - several test steermg columns
fabricated.

DEVELOPMENT OF DEFEAT TIME COMPLlANCE TESTING

This program hes shown the fundamental importance of defeat time as a measure of theft
, deterrence and noted the relative dxfficulty in determining comphance with a minimum. time-to-
defeat standard : : :

12



. " However, the time-to-defeat standard provides a substantial advantage ox{er any alternative
because it applies no restriction on the use of clever design. - :

- For this reagon, it is recommended that a-study be condtictéd to develop the information
" neceasary to evaluate defeat-time compliance testing of anti-theft equipment. This study should
include not only the technical aspects of the testing itself and the test subject, but should also .
include an initial survey of Government personnel charged with determining compliance, in-
dustry personnel responsible for qualifying-systems, and any other interested sources of informa-
tion or opinion. This approach, it is felt, holds the best prospect of finding an acceptable method
. of assessing compliance which allows the important benefits of a minimum defeat-time standard,’
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APPENDIX A

LITERATURE SURVEY AND BIBLIOGRAPHY

As part of the vehicle theft survey, a comprehensive literature survey
was carried out to uncover information on all aspects of the auto-theft
problem including methods used, thief profiles, costs and anti-theft
devices. :

Early in the literature search, a_comprehensive bibliography compiled_
in an earlier literature search by Kingsbury (1) was supplied by the

Motor Vehicle Manufacturers Assoclation. This bibliography is available

from the NTIS and contains a comprehensive list of vehicle theft ref-
erences up to its publication date in 1974. Thus, this literature
search was concentrated on obtaining more recent information published
between 1974 and the present.

Sources Consulted

The sources consulted in this literature search are listed below. These
sources were searched both manually and by computer, wherever possible9
to assure maximum coverage., ' . ‘ :

- 4Applied Sclence and Technology Index, 1965 - present _

-~ Best's Insurance Reports:  Property and Liability, 1977

= Business Periodicals Index, 1965 - present -

- Engineering Index, 1965 -~ present

= FBI Uniform Crime Reports, 1977 - .

- Insurance Periodicals Index, 1968 -~ 1976

= 'NTIS Government Index, 1964 ~ present

= PAIS (Public Affairs Information Service), 1965 = present
= Psychological Abstracts, 1967 - present

= SAE Abstracts (Society of Automotive Engineers), 1970 - present
- Sociological Abstracts, 1963 - present

REINEE Precedmg page h!ank
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1. "Autodiebstahl: Stueckgewinme bis zu 13000 DM."  Wirtwoche 26:
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2. "Auto Thefts Add Up to Billions." National Underwriter p. 63,
April 15, 2977,  Trade journal article on the costs of auto theft
as reported at the 1977 NATB annual convention. :

‘3. Barry D., Report on the Causes and Prevention of Auto.Theft in
-Magsachusetts. Boston, Mass.: Massachusetts. Consumer Council,
Oct.. 1974, "Study_including analysis of theft data to determine
~ rate by model, testing of ignition locks, and interviews .of car
‘thieves.to characterize the theft problem in Massachusetts.

4, Biles, G.W., Design Study for Decreased Autoﬁobile'Theft/Intrusion
~ Vulnerability. San Francisco State University, Dec. 1976.
Study summarizing proposed auto theft modifications for automobiles.

5. Boak, R.W., et al., Summary of the Automotive Theft Survey. Warren,
- Mich.: General Motors Corporation, March 1978. Report summarizes

. the results of a joint project between General Motors and several
automotive insurance companies to obtain data on theft by year, make,
model; condition of recovered vehicles and dollar losses, theft
_methods, etc. Survey stresses partial rather than total theft -
(12,033 out .of 16,594 cases) and the Michigan and Illinois area

. (5857 out of 16, 59& cases with rest scattered). :

6. Brickell, D.,and Cole, L.S., Vehicle Theft Investiggtions. Santa
Cruz, Calif.: Davis Publishing Co., 1975. This book serves as a
. textbook for .training vehicle theft investigators and presents .
considerable information on vehicle identification and theft’ methods.

7. California Highway Patrol., Vehicle Theft Control Project Evaluation
~ Study. Sacramento, Calif.: October, 1976. Final summary report of

a three-year project aimed at reducing car theft. The report includes
a definition of the problem and information on data systems, titling,
training and investigation. ' Considerable information is given on
specific techniques, and the report contains the Special Vehicle
Theft Arrest Survey (June 1976) which presents data associated with
‘the 646 offenses including offender profile, crlminal history,
vehicle profile and court disposition.

8. "Car Theft: The 'Pros' Are Taking'Ovér."‘ U.S. News and World
Report 81: 45, Oct. 4, 1976, '

9. Ferretti, F, "Low Risks Combined with High Returns Helping to Make
Car Stealing a Rapid Growth Venture." New York Times P. 29,
Feb. 14, 1977. Newspaper article outlining the car theft problems
" of New York City, especially professional cutting plant operations.
Reportedly the source for recent cost estimates for theft given by
the Director of the FBI.
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“Fooling the Car Thief: A Selection of Inventions for Baffling
Evilly Disposed Persons.” The Autocar p. 386-87, Feb. 28, 1920.
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devices,
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Mathematical Programming. Report to the Missouri Law Enforcement

Assistance Council, August, 1972. Study to identify the optimum
law enforcement method to reduce the costs of auto theft and expe=
dite vehicle recovery.

Frese, R.C.,and Heller, N.B., Measuring Auto Theft and the Effective-
ness of Auto Theft Control Programs. Paper presented at the 38th

National Meeting of the Operations Research Society of America,
Detroit, Mich., Oct. 28=30, 1970. Develops a multi-dimensional
measure of the aggregate cost of auto theft to a city. Method is
illustrated with data on 7278 auto thefts occuring in St. Louis
in 1967,

Grundy, Gary L., "Engige Staller Thwarts Car Thieves." Electronics
49#26:71-72, Dec.. 23, 1976. Article which discusses an anti-=theft
circult that simulames engine malfunction..

Howland,.JoSQQConceptual Design Study for the Improvement of Ant::t-=
Theft Automobile Ignition Locks. Waltham, Mass.: Foster Miller

Associates, Inc., June, 1976. Study of auto theft methods in
Massachusetts indicate that the primary method is the extraction

of the ignition lock cylinder with a slide-hammer. Two specific
design concepts are presented to thwart this theft method. Also,
several specific recommendations are made for strengthening MVSS #llé°

Howland, J.S., Engineering Study of Anti-Theft System Effectiveness.
Waltham, Mass.: Foster Miller Associates, Inc., December, 1976.
Study of a number of after-market anti-theft devices to determine
their effectiveness for purposes of aiding in determinzng insurance
premium discounts.

Hunt, J,H., Recommendations of the Hearing Officer Relative to Dis-
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Equipped with Anti=-Theft Devices. Massachusetts State Rating
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automobile ' theft from the late 1800's to the present. The bulk
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Marston, R.M.,"Anti-Theft Devices, Parts I & II." Radio:Electronics
47:56-8, Nov..1976; 47:68-70, Dec., 1976. Description of" several
electronic circuits for use in anti-theft systems.

Mentler,‘S., "An Improved Vehicular Intrusion Alarm." Electronics
World, August, 1971. This article presents a design for -a simple
manually activated:.and deactivated horn alarm circuit that operates
from the door jam and other switches.

Michigan'State Police. 'Michigan Motor Vehicle Theft Study - August-
September - October, 1974. East Lansing, Mich., 1974. Study of

the condition of 4784 reported stolen vehicles in Michigan, 1nclud1ng
analysis of the condition of over 3000 recovered vehicles.

_ Michigan State-Police. Michigan Moﬁor'Vehicle Theft Study:- Phase
1T - 1975. East Lansing, Mich., 1975. Detailed study of the method

used to steal’ 135. recovered vehicles in Michigan.

"Motor Vehicle Theft - A -Uniform Crime Reporting Survey,‘ ‘FB1 Law
Enforcement Bulletin 44, #8, August, 1975. Brief summary of the
results of the Sept.~Oct., 1974 FBI auto theft study.

Psnko, G., and Marshek, K.M., Vehicle Anti-Theft Devices and Systems,

- University of Comnecticut Report, June, 1973, This report presents
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and patent search. These are used to synthesize seven anti-theft
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Panko, G., and Marshek K. M., Comparative Analysis of Vehicle Anti?
Theft Systems." ASME Paper 73-ICI-67, Sept. 1973. A decision matrix
is: used to evaluate and compare seven proposed anti-theft systems.
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erations, U.S. Delegation to ISO/TC22/SC20 Subcommittee on the .
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Scalzo,,J., "Merry Christmas Police - the World of the Car Thief."
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Serrans Gomez, Alfonso, "Estudio sociologico en la sustraccion en
vehiculos." (A sociological study of motor vehicle theft) Revista
Espanola de la Opinion Publica 26:129-58, Oct.. - Dec. 1971.

Study of the age and profile of car thieveS;in Spain concludes that .
the problem is primarily due to offenders in the age group from 15
to 20. It reports 98 or 99% of the vehicles are recovered.

Snedaker, K., "The Steal-to-Order Biz: Is Your Car Nexﬁ?" Car and
Driver, April 1977. Article based on conversations with .a profes-
sional car thief concerning methods and disposition of vehlcleso

U.S. Congress House Committee on Government Operations° Actlvitles_
of the Interagency Committee on Auto Theft Prevention. Hearing .
before a subcommittee. 94th Congress. 2nd Session. . August 4, 1976..

Washington: Government Printing Office, 1976 ' '

U.S. Dept. of Commerce National Bureau of Standards. 'Report of Tests
of Automobile Ignition Lock Assemblies - Preliminagy Draft. Wash-

ington, D.C., June 23, 1976. Tensile and torsional test results for
five types of automotive ignition lock assemblies to measure the-

forces and' torques required to temove the lock cylinders or operate .'; ;
‘the lock without a key.

U.S. Dept. Of Justice, Survey on Auto Theft, Washington, D.C., 1967.
Survey of theft methods and motivations of 1659 auto thieves covering
experience relative to 4077 offenses including the one for which.
they had been convicted.

U.S. Dept. of Justice. TFederal Bureau of Investigation. A Special
Motor Vehicle Theft Survey Report, Sept. = Oct. 1974. Washington,

‘D.C.2 Government Printing Office, March, 1975. This is a survey

of the conditions of theft of 10,014 cars recovered during the
period of the study.

U.S. Dept. 6f Justice, Federal Bureau of'Investigationo Uniform -
Crime Reports for the United States, 1976. Washington, D.C.:

" Government Printing Office, Sept. 28, 1977. Summary cf crime

statistics including auto theft, compiled by the FBI from uniform
crime reports obtained from virtually all U.S. jurisdictions.

U.S. Dept. Of Justice. Law Enforcement Assistance Administration.
National Institute of Law Enforcement and Criminal Justice.
Preliminary Study of the Effectiveness of Auto-Theft Devices, by
David Barry et al., Washington, D.C.: Government Printing Office,
Oct. 1975. Study of effectiveness of the steering column lock pro-
vided by the automobile manufacturers for compliance with MVSS 114.
Also, presents summary of various auto-theft studiesa
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American Academy of Child Psychiatry 3: 14-28, Jan. 1964, Report
of group sessions aimed at- understanding .the motivations and causes
for seven juvenile ‘auto thieves. : '

WOlfslayer, D.R. A‘Status Report on Vehicle Theft and Security.

‘Detroit, Mich.: Chrysler Corporation, July 1976. Summary of

various automobile theft data and the - effectiveness of Chrysler f
anti-theft systems.
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p. 83, Sept. 1969. Summary of several patents issued on anti-theft
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APPENDIX B -

INFORMATION SOURCLS CONSULTED

During the vehicleafheft_aurvey, the following individuals were con-

l'a

® tacted or interviewed as potential sources of theft information and data.

Automobile Manufacturers

Chrysler -Corporation - Donald R. Wolfslayer

Ford Motor Company - G. R. Williams'

General Motors Corporation - James R. Doto,»
William McLean, Thomas Terry ‘

Motor Vehicle Manufacturers Association - Thomas Carr

Automobile Theft Investigation

National Automobile Theft Bureau - Paul Gilliland,
Robert Sattler, Fred Douglas, William O'Donnell
Independent - Lee S. Cole :

Law Enforcement Organizations

Boston Police Department - Sgt Robert Scobie
California Highway Patrol - Robert Berg,
Sgt. Richard Ledbetter :
Detroit Police Department - Lt. Lordon Snow,
Sgt. Richard Clayton
Michigan State Police - Sgt. Richard Kill
San Francisco Police Department - Lt. Genna,
Inspectors Weatherman and Whitman

Insurance Companies

Allstate Insurance Company - John Trees, Darrell Ehlert,
Donald Kosta ]
State Farm Insurance Company = Gene Gardner

Insurance Organizations

American Mutual Insurance Alliance - Thomas Whelton

Highway Loss Data Institute — Dr. William Haddon, John Trees
Insurance Institute for Highway Safety - Dr. William Haddon
Insurance Information Institute - John O'Connor

Insurance Services Office - William J. McCormick

 Insurance Regulation

Massachusetts State Rating Bureau - James Hunt
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7. Auto“Thieves

Califotrnia - "Ron", "Clyde", "Paul”, "Frank", and "Rich".
Massachusetts - "Rick", "Mike", "John", "Bruce", "Red",
"Petét", and "Manny". | |

8. Other

Automobile Association of America - Richard Hoover

- Massachusetts Consumers' Council - Bruce Singal
' Maqsachusetts HOT Car Campaign - Jerry Swerling.
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LIST OF TYPIC.

APPENDIX C

MODEL NO. or

AL AF'II'E‘RMARKET ANTI-THEFT DEVICES
{Adapted from Reference 23)

Universal Security

Alarm

SA-3S -

MANUFACTURER BRAND NAME SERIAL NOG. COMMENTS
Universal Security Standard Siren Alarm SA-1RCP Intrusion of vehicle sets off alarm.
Instruments, ine, -System : SA-1R’ _ Externally operated.
Heavy Duty Siren Alarm - SA-1D Same - . ) :
Loud Mouth Electronic ES 250 Same
Whooper Vehicie Siren ES 2508 ’
Alarm System
Vehicle Sensor SA-3S Same
Siren . SA-JISCP
Loud Mouth European ES-200X Same,
Sound Alarm System ES-200SX
with Sensor L
Booth Securities -A.M.S. Anti-theft HA 90008 . Alarm triggéred by any sudden change in voitage caused by
Systems, Inc. Vehicle Alarm : a drain on the battery. {e.g. Any light, brakes, horn, etc.)
DigiStafi Corp.: - Digiastan' o A key controis alarin triggering system for doors, etc. This
is external; then key placed in ignition and set of digits must
be properly recorded to start car. .
Distributed by . Deweko Auto Theft An ignition cut-off switch having arm'ored tubing leading
Ellis, The Rim Man o from switch to engine compartment. Must insert a plug that
. . ) has approximately. 18 prongs on it. © -
" Steering Column Big Jim Ignition Lock Steel locking unit fitted over ignition, Can’t get to ignitioﬁ
Security Locks o - without removing lock. Also prevents steering of auto.
E & R Advertising Auto Guard AG-100 Partially kills ignition, therefore, engine cannot be started.
. : ’ Must be used in combination with tapered door lock buttons.
Alarm Shack Guardian 1 Alarm sounded when'entrv made into trunk, hood or any door.
Alarm Shack Guardian 2 Alarm sounded when entry made into trunk, hood or any door.
' Will qualify for 10% discount if automatic ignition cut-off
) device is added. )
CAHS, Inc. ] Fuel Lock K-100 Blocks fuel line when hidden switch is tripped.
Whitnév Catalog Fuel Cut-off Device T 122w Blocks fuel line when hidden switch is tvipped.
Identicar Corp. of . identicar. Computer coded svstémpermane'ntlv engraved on ail car
America o glass. (By means of sandblasting.)
" Tracer Kode, Inc. Tracer Kode _ Same as identicar. o -
Trionyx Electronics Auto Sec’urit{/ CA-30. Alarm system connected to vehicle with wiring under dash-
B Alarm board. Opening any door activates alarm. Alarm must
connect to hood.
Harcor International, Auto Security 3001 .. System is triggered when any light is tucned on. Therefore,
Inc. System hood must be equipped with light. If triggered, horn beeps
intermittently for 2% minutes. . .
CAHS;, Inc, K-300 Ignition cut-off switch which operates automatically off the
. . - ’ ignition. . ) .
Alarm Alert Alarm Alert Auto-1 Intermittent horn blast activated by entry through any door,
Systems hood or trunk. S
Car Secure Car Secure Permanently attached tempered steel coilar covers
. : ignition, and prevents steering.
Sscurity Auto Lock, inc. Security Auto Lock An oversized padiock clamps onto the steering column over
the ignition and prevents access.to it, and prevents steering.
Universal Siren Alarm or siren activated by entry of doors, hood or trunk.

External operation. :

Selective Shopper

Gard-A-Car

It stalls engine after it has been operating for a few seconds.
{Must be used in combination with tapered door Jock buttons.)

Sears
Sears

Hi Lo Electronic Auto

Burgler Alarm

Deluxe Hi Lo Electronic
 Auto Burglar Alarm’ -

Externally operated alarm activated by opening any door, -
hood or trunk.
Seme
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APPENDIX C (Continued)

MODEL NO. or

Ciad Metals Corp.

MANUFACTURER BRAND NAME , SERIAL NO. -”COMMENTS
’ The.General Automotive The denernl with 7103 Klaxon Siren activated by entry thru doors; hood or trunk.
Specialty Co., Inc, Klaxon Sound : Internally operated.
Genersl with Kiaxon ) 7105 - Same as above
. Sound, Panic Switch & - .
~~ 3 minute exit delay. :
. General with 3 minute 7102 Same as sbove
exit delay & Panic Switch :
Kiaxon Sound. with: 7107 Same as above
_ Panic Switch ) : .
Auto. Device Mtg. Co. Sensor Aldrin 209 Voitage sensing alarm device. Externai operation.
)\mericoh Mufttler Redé'x;' Alarms 3100 - Voltage sensing alarm device, with external operation.
) Redéx Alarms 3000 Same as above
 Radio Shack . - AuuS»S;‘iren System . External operation. Activated by any door, hood or.trunk.
‘RP, Inc. lgnitit;n Kill System IK277A Passive kill switch. '
_ Ignition Kill Switch & Cuts ignition and helps prevent easy opemng of the car
Tapered Door lock butt. doors. :
Monroe Turmr Co., Sensomatic S12KL Internally operated alarm tnggered bv openmg doors, hood
Inc. "Autoshield- . .or trunk. It is a voltage sensing device.
Petrolock Corp. Petrqiock Blocks gas flow automatically. Open vatve by pressing switch,
Véntwood, Inc, Fail Safe 11 ) Siren activated by entry thru doors, hood or trunk. Has auto-
o Auto Alarm matic ignition cut-off. Activated by turning ignition key.
Sonaguard Div.of Sonaguard 5128 System that emits loud pulsating horfl sounds. Sets off siren
Microguard, Inc. : & flashing headlights. Cuts off ignition automanally upon
L : ) entry of doors, hood or trunk.
Clad Metais Corp. Good Lock Car Steel collar permanently attached to steering wheel which
L . Collar prevents steering wheel from turning. Shackles attach to
collar and fit between spokes of the steering lock. It is then
o locked.
RPI, Inc. . Autolarm AL S576A _Intermittent horn blast actwsted by entry through any door,
I ) - o " hood or trunk.
Jubitee Mfg. Co. " Jubilee Burglar 219 Alarm activated by entry into door hood.or trunk.
’ ' ) . Also cuts out ignition.
Safety Controls, - Sav-Car sC:1 - This device is a kitl switch designed to resist tampering. It
inc. ‘ o is a fully armored eiectrical ‘auto starting lock. Activated by
key in cylinder lfock. - ]
Chapman " Chapman Total Protec- TP 3104 Includes alarm, Kar Lok, motion detector and detect alarm.
: tion Aiarm Systemn MD8 MD _Internal control. ) ]
-Boston investment . Thugbuster Electric hood lock, electronic key connector and key are in
Group, Inc. passenger compartment. All other parts are located in the
) .engine compartment. lnsemon of other than the electromc
R ‘ key incites alarm,
CAMS, Inc. - Automatic Fuel Lock K-200 ‘Blocks fuei line and also cuts off ignition.
Alsrm Research & Protector 1| Auto - . Alarm actwated when doors, hood or trunk are opened it
‘Mfg, Co., Inc. Theft Alarm =~ is a passive alarm with automatic ignition cut-off Quatifies
. only if auto has interior hood lock.
-Automotive Security Auto Paralyzer Electronic device permits engine to start only when a
Devices, Inc. : - 3 digit code is set on 3 dials. It includes a set of 42 identical
- } wires. (1700 possible combinations.)
Chapman Industries ~ Kar Lok KL-2004-8 Automatically locks hood and cuts off ignition sysiem from
Corp. _ within hood by pressing button. Hood lock is armored.
Genera! Automotive 7109 w/7802 Voltage sensing causes siren to sound when Iigh} isturned
Speciaity Co., Inc.’ Ign, cut-off kit on, Has automatic ignition cut-off.
Guardex 1 A case-hardened steel protective cap which fits over the

ignition lock to prevent extraction of the ignition lock cyl.

" ATPS-1

RP1, Inc. Autolarm Total Alarm sctivated when doors, hood or trunk are}opened.‘
Protection System It is passive w/automatic ignition cut-off. Qualifies only if
8uto has interior hood iock.
Monroe Timer Co., Passive Automatic S12KLP Alarm activated when doors, hood or trunk are opened.
Inc. Autoshield It is a passive alarm with automatic ignition cut-off. Qualifies
anly if auto has interior hood lock.
introl Cc-p. Ambusher AL-1 "Passes delayed i ngn cut-off sys. activated by engine speed
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APPENDIX D

CAR THIEF INTERVIEWS

As part of the vehicle theft survey,. a number of admitted or convicted
thieves were interviewed. This appendix summarizes the information
‘obtained from five thieves interviewed at the San Francisco County
Jail in San Bruno, California and seven thieves interviewed at the
Middlesex County House of Correction in Billerica, Massachusetts.

The information obtained in this survey was consistent with that of
earlier studies by Barry (6). The thieves usually start at an early age
and move on to more lucrative enterprises or jail by their early 20%s,
None of the thieves interviewed were closely tied to organized auto theft
rings although they occasionally may have supplied rings with cars or ‘
parts. They normally have buyers for parts lined up before the theft.

- They all state that cars in which entry is not easy are a deterrent as
are alarms. None of the California thieves was familiar with effective
methods to attack steering column locks, while all Massachusetts thieves
wvere familiar with most of the known methods. This correlates entirely
with the differences in the theft data between California and other areas
of the countryo o . S

None of the thieves interviewed relied on car theft as a'primery means
of income. They each-learned the techniques they used from friends, but
did not often compare techniques with other thieves once they began.

The. salient information obtained in each interview is summarized in the
following paragraphs with a nickname or pseudonym used for identificatiom.
In addition, the characteristic theft times and limits were obtained from
most of the thieves and these are summarized in the discussion in the
main body of the report, :

California Thief Intervievs

CLYDE

Clyde is 30 and serving a term for an offense other than car theft.
However, he has stolen many cars, starting very early in his teens.

He stated that he had stolen cars for selling parts and resale of the
‘car. He was familiar with replating the VIN.

He described the use of jiggle keys (om ca. 1968 GM cars), combination.
pick and prybars as typical methods. When he was very young, he often
searched for a car with a key in it. He listed his theft time as 5
minutes., If it took 10 to 15 minutes, he would begin to worry. He
stressed the vulnerability associated with the time before he could get
the door open. He never broke window glass to get in.
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He did not appear to be familiar with the slide~hammer, nor had he:had
- very much experience with steering column.locks since he has been in.
jail most of ‘the time that they have been used on automobiles.

Frank is 42 years-old and is currently: serving a four-month term for
burglary. He estimates he has stolen 200 to 300 cars, beginning when
he was 11 years old. He has not stolen a car for 15 years. His only
arrest for car theft was when he was young, and he was caught primarily
because he was driving erratically.. ' :

Frank started stealing at an early age, and his first car theft was at

age 11, which was a 1928 Buick. Thereafter he stole cars primarily

for his own use. He occasionally fixed up the cars and parked them sev-
eral blocks from home for convenient access, He estimates he has stripped
only about 10 cars. He said in all cases it was necessary to have the
buyer lined up ahead of time, '

Frank stopped-atealing cars when he could afford to buy oné of his own.
- The primary reason for stealing cars was to have a means of getting 3

* around town. Por him, the car was "power, a space ship, my ride to:the
moon"'. o e T ST S e

The method of theft was finding cars with keys in the ignition primarily.‘

Frank is primarily a burglar and armed robber. For these jobs, he says,
it is not advisable to use a stolen car. He estimates he has participated _
in 300 armed robberies and 300 burglaries. -He has spent 19 out of the

last 24 years in prison for armed robbery, ' '

" Frank had only one experience dealing with organized car theft. A friend
asked him if he would be interested in stealing cars for sale to a body
shop. Frank drove with a friend to Oakland from San Francisco and
dropped off a car and watched his friend be paid $500. He saw seven or
eight young men working in the. operation, Because it did not’ feel safe '
for him, he turned down the offer.

Frank is trained as a practical nurse, and in between his stays in prison
that is his part-time occupaticn. '

PAUL

Paul is 27 and currently doing a one -year sentence for auto burgiary.
He has stolen 15 or 20 cars in his career, but mostly these were taken
during ‘a period approximately nine years ago.
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Paul stole cars mostly to impress his friends and for entertainment:
Except for the occasional prank, there was no harm done to the car.. At
that time, he used no drugs which he could not easily afford. Since
the period of theft was up to and including 1968, none of the cars had.
steering column locks. His basic theft method was to hot wire the cars.

Paul stole cars which were unlocked, or which were locked and had either °
a small vent window or rubber stripping between the front and back side
windows.  He could not get into cars in which the windows. fit into slots
in the door. When he had to defeat a door lock post with a tapered
aluminum shaft rather than the usual mushroom.shaft, he used a coat’
hanger over which surgical tubing had been pushed He then put a crook
midway in the surgical tubing and placed this- over the door post and

got sufficient friction to 1lift the door post up.

Paul has virtually no knowledge of how to break the steering column lock
in the newer cars., He said that he knew a thief who could use a crescent
wrench to break the wings (probably on a Ford) lock. - He said he had.

" . ¢ried one or two himself, but had trouble with them.

Paul never discussed techniques with other, chieves. He gained his
knowledge from experimentation. Part of his understanding of cars comes
from working in a wrecking yard. Paul has good meehanical_intuitlon,
and explains his techniques afticulately.'

Paul says there are two types of auto alarms used on cars. One involves
a small metal pendulum which hangs inside a small metal ring. Any motion
of the car will cause the pendulum to touch the ring, actlvatlng an
alarm circuit. To test whether a car has this type of alarm, all the
thief has to do is shove the car, and see if the alarm is activated. 1f
the alarm does not go off, then it is probably one which is actlvated )
by turning on the dome light or the light under the hood. '

Paul has no experience in defeating the motion-sensing alarms. . To deal
with the second alarms, Paul has climbed in through the window to start
the car and drive it away. Once it is in a safe location, he deliberately
sets off the alarm and then goes under the hood to cut the appropriate
wires. However, he has only had one or two encounters with 51rens, and
avoids them when he can.

Paul has had very little experience selling parts from cars, and has
never sold an entire car. He says that it is necessary to have the
‘buyer lined up ahead of time for a specific part. On one occasion,
Paul obtained a part specifically for a buyer. He says that there is
too much. risk in selling the entire car.
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Paul has been -out of car thcft since he was approximately 18, but landed
in jail again)'when he was caught stealing from cars to. support his heroin
habit. To pay for his heroin, he has stolen parts from: carsy without -
stealing the.car. . C.B. radios are the best item for-resale.

RICH'

Rich is 21 and. currently doing six months for an auto theft arrest. He
estimates: he has stolen between 75 and 100 cars since age 17. He.learned
the techniques from watching friends -at school.

Rich mostly stole the cars for the parts. In all cases; he had buyers
lined up ahead of time. Many times, he stole engines from cars for sale.
to buyers who would drive down in trucks from Sonoma County, Cdliformia.
He charged between $200 and $400, depending on what the buyer could
afford. These buyers were switching engines for resale to others.

Rich first stole cars for.his own use and to impress his dates. Once,

he bought a derelict Volkswagen for $30 in a junkyard. He pulled off -

the VIN and placed it on a stolen VW. He was stopped by the police for

- an equipment violation and the police found that the car was stolen. '
-‘However, charges against Rich were dropped when it was discovered that

~ he had taken steps to register the .car in his own name. Rich could have
recovered the car, but decided not to for fear that he would be discovered.

Rich has training as a sheet metal worker, and has worked in that field
for five years in a union. He says he is giving up car. stealing, because
it has become only a pastime to him which, upon reflection, seems petty.
The guys he knows who steal cars are all between 18 and 24, He does
not feel there is very much money in car theft, and hopes to get his
contractor's license.

'Rich ‘hever stole any cars which had a steering column lock He does
not really know how, although a friend .once showed him how to remove a
lock without using any force. The friend somehow twisted the head of
the ‘lock off

Rich's primary method with the older cars is to break the 1gnition lock
- with a screw driver or to hot wire the car. He always checked for sirens
in order to avoid them. E o

.Rich would only steal cars in which he could enter the car ea511y.
Otherwise, broken windows would be a sign to a policeman. Thus, he
.relied on cars which were unlocked, or in which there was a small vent
window, or where there was rubber stripping between the front and rear
side windows.
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RON
Ron is 22 and serving a term for auto theft. He estimates that he has

stolen 40 to 50 cars and has been doing it since. age 15. Most of his
thefis were for transportation although he has sold some parts.

He usually steals older cars and listed the 1964 Chevrolet as a favorite.
The usual method is hot-wiring. On occasion, he has stolen the key
and had one made for his own use.

He does not try to steal cars with a steering column lock and stated
that to use brute force on this type of lock takes.too much time. He
estimated that his time limit is about'one minute to steal a car.

He 13 unaware of the slide~hammer or other measures effectlve against
the steering column lock. :

Massachusetts Thief Interviews

RICK

Rick is 22 and has a long record of car theft. He began at age 9 in a
group, where he learned the techniques, and claims to have. stolen 3000
cars. His ability to-avoid capture does not appear to be as high as
his theft capability.

His technical capability is high for the cars in which he specialized,
Chrysler products with emphasis on the high-performance models. He
uses~ the dent-puller for steering column locks and hot wires the older
models. He is not familiar with the slim-jim and uses the vent window
or a wire to pop the interior button to gain entry. :

He does not damage the cars or strip them except for occasional tape .
decks or C.B. radios. He is not in the parts or vehicle resale business.

MIKE

Mike 18 27 and began stealing cars at age 14, He often works alome and
claims to have learned by himself. He estimates that he has stolen
1000 cars but this is probably a low estimate considering other remarks
he made about his career. : :

His technical capability is extremely high and he knows the specific
method of attack best used on every type of vehicle. He also exhibited
familiarity with many methods not commonly used in Massachusetts and has
stolen caxrs all over the U.S. '
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His motives were sometimes transportation and sometimes sale of .parts
for profit. His .customers in the latter enterprise were 'usually body
shops or dealerships. Sometimes -he would deliver whole cars to order
(price "$500) .and sometimes major body parts. At one time, he supplied
W's on order which he claimed ultimately became rental cars or dune
. buggies. Five: or .8ix thefts a night- were not unusual for these cases,

~ JOHN
John ‘is 26 and has been stealing cars since he was 15. -He:started in a
group and then worked alone. :

His motive was always transportation and he claimed he often kept the

car five or six months. As would be expected, he was caught with several
of these which had long been reported as stolen. He estimates he has
stolen 25 vehicles. :

He is a-mechanic and would often improve the car while he was driving
it. His technical capability is high and he is familiar with several
methods of attack. . .

However, he often steals cars in parking lots or -garages with the key
"in them. He also stated that -70% of the. cars he has stolen were un=-'
locked. He is aware of the common methods of unlocking the door but not’
the slim-jim. . , . e

He was never in the perts or vehicle resale business.
BRUCE

Bruce 1s 22 and began stealing cars in Maine at age 14. ﬁe'estimates
he has stolen 40 vehicles.

-However, his technical capability does not appear significant and,'unlike
most Massachusetts thieves, he usually:steals cars which have keys in
them. He claims he does not know how to overcome the steering column

Most. of his experience is in small Maine cities instead of Boston and
this may account for the number of vehicles left with keys in them.

' His sole motive was transportation.

- RED

«

Red is 18 and began stealing cars when he was 15 in a group. He estimates
that he has stolen 25 vehicles and says he always steals Ford Grand
Torinos, His usual method was to pop the ignition lock out with screw-
drivers rather than a dent-—puller although he was familiar with the latter.
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He said Ehét the dent-puller is not comfortable t0'carry ﬁhile running.

His only motive. was transportation although occasionally he. removed and
sold the wheels and tires. : :

’ .
PETER

Peter is 20 and began stealing cars when he was 16, He stated that he
often stole 5 a night but did not have an estimate for the total,. -

He was familiar ﬁith the dent-puller and the normal methods for using
screw-drivers on various models. His methods of entry were standard
and he did not appear familiar with the slim-jim.

His sole motive was joyfriding.

- MANNY

Manny is age 21 and began at age 14 with a friend. He estimates he has
stolen about a hundred cars.

He was quite familiar with the common theft methods and the vehicles
on which they can be used. He normally pops the button up, working
through the window gasket, in order to gain entry and did not mention
the slim-jim.

His sole motive was transportation and he is not familiar with the -
parts or vehicle resale business.
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APPENDLX E

LOCK PICKING AND PICK-RESISTANCE LOCKS

The conventional automobile key lock can be improved to resist defeat
within a prescribed time period by direct-attack on the lock cylinder
or its housing. This will, in general, require a combination of
strengthening certain components and packaging to ‘eliminate access to
the latch after the vulnerable elements are forced. If this were
accomplished, it 1s expected that a significant number of automobile

- thieves would turn to lock-picking, a method seldom used currently fox

car theft.

Two of the major U S, manufacturers use simple pin-tumbler 1ocks, such
as that shown schematically in Figure E-1. This type of lock is picked
very simply and quickly using the method illustrated in Figure E-2.

. Torsion.is applied to the barrel by means of a moment-applying tool.

The pick {s then used to determine which pin.is taking the torsional

. -load as. shown in Figure E»3(a) ‘and this pin is forced upward until the
load is released and the upper pin rests on the shelf as shown in
-Figure E-3(b).  The pick is then used. to £find the next pin taking the

moment and the action repeated until all five or.six pins are at the
release point and the barrel turms. In practice, this can be done by
a skillful lock picker in.a few seconds for the simple pin—tumbler lock,

There are many lock designs which ‘can make picking so time-consumlng that
it- becomes impractical. For example, Bura(42) simply machined a number
of grooves in the pins. These grooves give false release signals, as

the pin is forced upward, as illustrated in Figure E-4. Thus, the thief
never knows whether he has reached the correct point with a. given pin
set. A prototype of this lock resisted picking by several locksmiths.

Other pick resistance lock concepts‘include the sidebar principle used
in the General Motors cylinders as shown in Figure E-5, the Medeco lock
of Figure E-6, and the Ace lock of Figure E-7, and the Keso lock of
Figure E-8.

In the GM lock, the sidebar which has a very high torsional or shear
strength does not drop until all six plate tumblers are in the correct
location and there is virtually no pick signal "available from one tum-
bler. The Medeco lock uses tumblers with two degrees of freedom, height
and angle, and the latter does not provide a convenient pick signal.

The Ace lock incorporates 7 axial pin sets which, in essence, require
that it be picked geveral times to rotate the barrel through one revolu-

tion. The Keso lock provides a large number of pin-tumblers acting in

‘four different directioms. which makes the picking action much more.

difficult and time-consuming.

Precding page bk
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It can be concluded that much of the gain resulting from improvement

of the key locking system would be quickly lost if the simple pin-tumbler
lock were retained in a large proportion of automobiles. However, there
are many types -of pick-resistant locks known within thé state-of-the-
art -which can 1likely extend the pick time sufficiently at a moderate
cost. o , .
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FIGURE E—1. SIMPLE PIN-TUMBLER CYLINDER LOCK.
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" APPENDIX F

MOTOR VEHICLE SAFETY.STANDARD NO. 114

Theft Protection - Passenger Cars

S1. Purpose and scope. This standard. specifies'requirements for
‘theft protection to reduce the incidence of accidents resulting
from unauthorized- use.' - :

SZ.. Agplication,' This standard applies to passenger .cars.

S3. Definitions. "Combination means one of the specifically planned
and constructed variations of a locking system which, when properly
actuated, permits operation of the locking system. .

, "Key" includes any other device de51gned and con-
structed to provide a method for operating a locking system which is
designed and constructed to be operated by that device. :

S.4 Requirements.

S4.1 Each passenger car shall have a key-locking system. that, when--
ever the key is removed , will prevent - : '

(a) -Normal activation of the car's engine .or other main source .-
of motive power' and

(b) Either steering or forward selfemobility of the car, or
both. ' ' '

S4.2 The prime means for deactivating the car's engine or other main
‘source of motive power shall not aetivate the deterrent required by

S4.1(b).

S4.3 The numbér of different combinations of the key locking systems
required by S&4.1 of each manufacturer shall be at least 1,000, or a
number equal to the number of passenger cars manufactured by such

: manufacturer, whichever is less.

S4.4 A warning to the driver shall be activated whenever the key
required by S4.1 has been left in the locking system and the driver's
door is opened. The warning to the driver need not operate -

(a) After the key has been manually withdrawn to a position from
which it may not be turned;

(b) When the keyslocking system is in the ON or START
. position; or

{(c) After the key has been inserted in the locking system and
before it has been turned. »
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, ~ APPENDIX G
ECONOMIC COMMISSION OF EUROPE REGULATION NO. 18%

3 ' Uniform Provisions Concerning the Approval of Power-Driven Vehicles

with Regard to their Protection against Unauthorized Use

1. Scogé

° 1.1 This Regulation applies to piotective.deviées designed to prevent
; ' _ _the unauthorized use of power-driven vehicles having at least -three wheels.

! - 2. Definitions

2.3 "Protective device" means a system designed to prevent unauthorized
' normal activation of the engine or other source of main engine power of
, the vehicle in combination with at least one system which: locks the
steering; or locks the transmissibn;'or locks the gear-shift control; or
. any system within the art which effectively prevents the unauthorized
i movement of the vehicle; :

_ 2.4 "Steering" means the steering ‘control, the-steering column and its

e ' accessory cladding, the steering shaft, the steering gearbox and all

‘ other components which directly affect the effectiveness of the protec~- = =~
- tive device; : ‘ o : s

2.5 "Combination” means one of the specifically planned and constructed
variations of a locking system which, when properly activated, permits
o : operation of the locking system; - o

2.6 "Key" means.any device designed and constructed to provide a method
of operating a locking system which 1is designed and constructed to be
operated by that device. ' o S

o ' 5. Gemeral Specifications' '

5.1 The protective device shall be so designed that it is necessary to
put it out of action in order to enable: :

5.1.1 The engihe_to.be started by means of the normal control; and

. 5.1.2 The vehicle to be steered, driven or moved forward under its own
power. ' ’ :
5.2 The. requirements of paragrébh 5.1 shéll be met .by the single appli-
: cation of one key. ’ .
®

*As presented in the Federal Register, Vol. 41, No. 44, p. 9375, Thursday,
_March 4, 1976. ~ ' ' _
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5.2.1 The optional fitting of supplementary devices to’ prevent "un-
authorized:i'use of the: vehicle shall be permitted ' even if ‘they - require
a separate .means of activation. .

5.3 A system “operated with a key inserted in a lock. shall not permit
removal of the key before the protective device referred to in-para-
graph 5.1 has-éome into. action or has been set to act. p

5.4 The protective device referred to in paragraph 5.1 above, "and the
vehicle components on which it operates, shall be so des1gned ‘that it
v-cannot, rapidly: and without attracting attention, be. opened, ‘rendered
‘ineffective, or destroyed by the use of low cost easily concealed tools,
equipment or fabrications: readily available to “the- public at' large.

5.5 The protective device shall be mounted on the vehicle ‘as 'an 1tem
of original“equipment, (i.e. equipment installed by the vehicle manu-
- facturer prior to first retail sale). It shall be fitted in such a
way that even after removal of its housing it cannot, "when in the
blocked cendition, be dismantled otherwise than with special tools. 1If.
it would be possible to render the protective device ineffective by
the removal of screws, the screws shall, unless they are non—removable
screws, be covered by parts of the blocked protective device.

_ 5 6 The key locking system shall provide at least l 000 different key

- combinations or a number equal to the total number of vehicles manu-
- factured annually if less than 1,000. " In vehicles of one- type the
frequency of occurrence of each combination shall be roughly 1 per 1, 000.

5.7 The key and lock shall not be visibly coded

" 5.8 The lock shall be so designed,’ constructed and fitted that turning
of the lock" cylinder, when in the locked position, with a torque of

" .less than 0,25 m.kg is not possible with anything other than the-mating
- key, and . 4

5.8.1 For lock cylinders with pin tumblers no more than 2 identical j
tumblers operating in the same direction shall be positioned adjacent
to each other, and in a lock there shall not be more than 60 percent
identical tumblers. ' :

5.8. 2 For lock cylinders with disc tumblers no more than 2 identical
tumblers operating in the same direction shall be positioned adJacent
. to -each other, and in a lock there shall not be more- than 50 percent
identical tumblers. : : :

‘5.9 Protective devices shall be such .as to exclude any risk while

. the ' vehicle is in motion of acc1dental blockage likely to com-
' -promise safety in particular.' .
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5.9.1 It shall not be possible to activate pfotective dgvices acting-
on the steering,,transmission or gearshift control without first stop-

ping the engine and then performing an action which is not an uninter-

rupted continuation of stopping the engine.

5.9,2- .In the case of devices acting on the steering :ransmission or
gearshift control the action of key withdrawal shall either nec-—

essitate a minimum movement of 5 mm before activation of the device
or incorporate an override facility to prevent accidental removal or

. partial withdrawal of the key. -

5.10 Power assistance may be .used only to acﬁivate the locﬁiﬁg-and,'_
or unlocking action of the protective device, The device shall be

kept in its operating position by mechanical means only.

" 5,11 Itshall not be possible to activate the motive power of the
.vehicle by normal means until the protective device has been. deactivated:

:6. Particular Specifications

In addition to' the general specifications prescribed in parégraph.5§
the protective device shall COmpli with the particular conditions
prescribed below: o ' ' :

6.1 Protective Devices Acting on the Steering

" 6.1.1 A protective device acting on the steering shall block the

steering.

6.1.2 When the protective device is set to a¢t, it shall not be
possible to prevent the device from functioning.

' 6.1.3 The protective device must.continue to meet the paragraphs 5.9,

6.1.1, 6.1,2 and 6.1.4 after it has undergone 5,000 locking cycles of -
‘the wear producing test specified in annex 3 (attached).' o

6.1.4 The protective device shall, in its activated position, be strong
enough to withstand, without damage to the steering stand, without.
damage to the steering mechanism likely to compromise safety, the app-
lication of a torque of 19.6 ndaN (20mkgf) about the axis of the steer-
ing shaft in both directions under static conditions. '

6.2 Protective Devices Acting on the Transmission. A protective de-
vice acting on the transmission shall prevent the rotation of the
vehicle's driving wheels. ‘ ' ‘

6.3 Protective Devices Acting on the Gearshift Control.

" 6.3.1 A protective device acting on the gearshift control shali be

capable of preventing any change of gear.
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6.3.2 In the case of manual gearboxes it must be possible to lock the.
' gearshift lever in reverse only; in addition, locking in neutral shall
be permitted. :

6.3.3 In the .case of automatic gearboxes provided with a "parking"
position it. must be possible to lock the mechanism in .the parking.
position only, 4n addition, locking in neutral and/or reverse shall be

' permitted.

6.3.4 In the case of automatic gearboxes not provided with a "parking"
position it must ‘be possible to lock the mechanism in neutral and/or
‘reverse.

10. Acoustic or Visual Warning Devices Provided Additionally.

lO 1 A protective device may be additionally equipped with.an acoustic
or visual warning device.

10.2 If the protective device is additionally equipped with an external
acoustic and/or visual warning device, the signals emitted by the warn-
ing device shall be brief and shall end automatically after not more
than 30 seconds; they shall recommence only if the device is actuated
again. In addition, : : » ,

10.2.1 1If the signal is acoustic, it may be emitted by the audlble
»warning device normally fitted to ‘the vehicle," )

10.2.2 1If the signal is visual, it shall be produced solely by flash-
ing of the vehicle's passing lights.

10.3 If the protective system is equipped with a driver warning feature,

it shall be activated, unless the protective device has been activated
and any keeremoved by - the operator, when the operator opens the driver s

side door..
ANNEX 3
(TO THE REGULATION)
WEAR PRODUCING TEST PROCEDURE FOR PROTEC-
TIVE DEVICES ACTING ON THE STEERING - T o
i;; Test Sample and Test Equipment. » .

1.1 Shall consist of a fixture suitable for mounting the sample steer-
ing shaft relative to the protective device.
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1. 2 A means for activating and deactivating the protective dev1ce,

1.3 ‘A means for rotating the' steering shaft relative to the protective
device.

2... Test Method. One cycle of the test procedure. shall consist of the.
following operations during which the torque on the steering shaft shall
not exceed 0.575 m. kg. T ST

. 2,1 Start Position-The: protective device shall be deactivated and

jthe steering shaft shall be rotated to a position which prevents. engage=
ment of the protective device, unless it is of the type which permits
locking in any position of the steering. .

2.2 Set to Activate-The protective device shall be moved from the
‘deactivated to the activated position, using the normal means’ of
activation, for example by turning or w1thdrawing the key.

2. 3 Activated—The steering shaft shall be rotated at a speed notvex—
ceeding the equivalent of 1 r. p s. until the protective device locks

the shaft.

2.4 Deactivated-The protective device shall be deactivated by'theA
normal means, where. necessary the shaft shall be rotated.to facilitate

disengagement.
2.51 Return-The steering shaft shall be rotated at a speed not exceed=
ing the equivalent of 1 r.p.s. to a position which prevents engagement

of the protective device.

2.6 Opposite Rotation-Repeat 2.2, 2.3, 2.4 and 2.5, but in the opposite
direction of rotation of the steering shaft. 4 .

[FR Doc.76-6107 Filed 3-3-76;8:45 am]
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